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Min ;i1] I  

Considerations for 
Radio On-Demand 

y desktop folder for the October edition of Radio magazine 

is nearly 75 MB, clearly indicative of the fact that we have a 

complex edition for you this time around. One thing missing 

is the Salary Survey — it's coming next month. The location 

is: lag's:// www.surveymonkey.com/r/YSTRNS7. Take a few moments and 

complete it, please! 

This month in Trends in Technology, were looking at a myriad of 

vendors and services that are in place to help you monetize your online 

offerings, which, although they probably only account for a small fraction of your station's revenue, 

are important because they are growing. Besides, your station needs to be available by whatever 

means match a listener's preference. Often, that will be digital today. 

Our Facility Showcase this month looks at a small, internet-only station called Rancheria Radio, 

custom-built for the Miwuk tribe in northern California by RadioDNA. Quite a few broadcasters 

in Europe started online only, and later added over-the-air radio transmission. One wonders if and 

when that will occur stateside. 

How would your station react to a ransomware attack? We have an extensive article on how San 

Francisco's KQED radio and TV responded to just such a thing in June. Enough time has passed that 

the work-arounds developed, and the lessons learned, can be discussed. Fortunately things are back 

to "normal" there now, although it is a new normal. This is an article every radio engineer should 

read; if you have a separate IT department, share it with them, too. 

This month's edition isn't devoid of plain old radio topics though. Jeremy Ruck is back this 

month, with an article on the unfortunate and accidental generation of intermodulation products 

(in the FM band). Just how are these products generated, found, mitigated and then measured for 

compliance? If you have an FM at a shared communications site, by all means read this. 

The FCC announced its third set of AM revitalization rule revisions in September, this time fo-

cusing on reducing the obligations associated with conducting proofs of performance measurements 

and updating the requirements for Method of Moment proof of performance studies. Lee Petro has 

the finer details for you. 

Dennis Sloatman has our Tech Tips column this month. Is it possible to measure too many pa-

rameters with your remote controls? You might say "yes" but I'm of the school, like Dennis, that says 

"no." It's best not to have to wonder what's really going on at that remote site — far better to get on 

your smartphone or laptop and simply look at it. Dennis discusses some ideas about the monitoring 

of generators. After the hurricane season we've just been through this article should hit home for 

everyone. 

And, of course last but not least, the Wandering Engineer is back this month, taking on the topic 

of Blue Alerts. While no one would say these alerts aren't important and useful, the Wandering is 

wondering if by using the EAS system for more and more alert messages, its original, simplistic 

feature set isn't being lost. See if you agree. 

Thanks for reading the October issue! 
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by Lee Petro 

The Next Phase of 
AM Revitalization 

he Federal Communications Com-

mission announced its third set of 

AM modernization rules revisions 

in September, this time focusing 

on reducing the obligations associated with con-

ducting proofs of performance measurements 

and updating the requirements for Method of 

Moment proof of performance studies. The com-

mission tabled the still-unresolved issues relating 

to the reduction of daytime and nighttime inter-

ference protections, skywave interference rules 

and legacy expanded-band AM licensees. 

The commission revised its AM service rules 

in 2015 and 2017 as part of its effort to rein-

vigorate the AM service. To that end, the com-

mission's 2015 First Report and Order modified 

the community coverage standards, eliminated 

the AM Ratchet Rule and established the rules 

to guide future FM translator filing windows 

for AM stations. Subsequently, the commis-

sion modified its rules in February 2017 to 

relax the siting restrictions for new FM 

Translators to be used to rebroadcast 

AM stations. 

TECHNICAL RULE UPDATES 

The new rules adopted in September 

2017 address several technical rules. 

Oct. 10 - Issues/Programs List must be 

placed in stations' public inspection file. 

First, the commission eliminated the require-

ment that partial proof of performance studies 

must include measurements on radials that do 

not contain a monitoring point specified on the 

station's license authorization. The FCC agreed 

with commenters who argued that taking mea-

surements on only the radials with monitor-

ing points will demonstrate that the station is 

operating within licensed parameters. 

Next, the commission made several changes 

to the requirements associated with Method of 

Moments proof of performance studies. The 

commission noted that it had received over 

220 MoM studies since 2008, and the computer 

modeling approach to verifying a station's com-

pliance with its licensed directional antenna 

pattern was successful. As a result, the com-

mission eliminated its rule requiring biennial 

recertification of MoM studies and, instead, will 

only require recertification if system compo-

nents have been repaired or replaced. 

Nov. 13 - EAS Participants must file ETRS Form Three regarding the National EAS Test held on 

Sept. 27. 

Nov. 13 - Rules requiring On-Air Disclosures for Third-Party Fundraising commences. 

Dec. 1 - Stations with five or more full-time employees in Alabama, Colorado, Connecticut, 

Georgia, Maine, Massachusetts. Minnesota, Montana, New Hampshire, North Dakota, Rhode 

Island, South Dakota, and Vermont place Annual EEO Public File Report in public inspection file. 

Dec. 1 - Stations with 11 or more full-time employees in Connecticut, Maine, Massachusetts, New 

Hampshire, Rhode Island, and Vermont file Broadcast Mid-Term Report (FCC Form 397) with FCC 

and place in public inspection file. 

Additionally, the commission eliminated the 

requirement that stations submit new reference 

field strength measurements when submitting 

new license applications with MoM proof of 

performance studies. Instead, the commis-

sion determined that the requirement for field 

strength measurements taken to confirm an 

initially licensed MoM-proofed directional pat-

tern is sufficient. 

The commission also eliminated the require-

ment that a MoM-proofed station obtain a new 

surveyor's certificate each time it is relicensed, 

except in those cases where the towers' ge-

ometry has been altered or additional towers 

have been added to the array. The commission 

also clarified that its rules establishing the 

criteria for when new MoM proofs must be 

prepared and submitted also apply when add-

ing antennas to AM towers, and eliminated the 

requirement of submitting current distribution 

measurements for top-loaded antennas as a 

condition of obtaining a license authorization. 

On the other hand, the commission de-

clined to permit stations with "skirt-fed" AM 

towers to use MoM modeling. The commis-

sion determined that AM towers that do not 

utilize simple, series-fed towers raise different 

concerns than those currently authorized to 

use MoM modeling, and there remain concerns 

that the standards for using MoM modeling 

software with skirt-fed towers have yet to be 

fully tested and verified. 

As noted above, the commission did not 

address the pending, and much more contro-

versial, proposals regarding changes to the 

interference protection requirements. Given 

Chairman Pai's strong interest in the AM 

modernization movement, one can expect that 

these issues will be addressed in a subsequent 

order. 

Petro is of counsel at Drinker Biddle & Reath LLP 

Email: lee.petro@dbrcom. 
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Ad Insertion for Streaming Audio 
and Podcasts 
by Doug Irwin, CPBE AMD DAB 

G 
aining the ability to generate 

revenue from streaming media is 

like the search for the Holy Grail 

for most radio stations. All sta-

tions want to be available to listeners that seek 

us out, whether by over-the-air radio, or by 

connections made over the internet. 

The means by which we attempt to monetize 

our streams has changed over the years consid-

erably, and now quite a few companies are in 

the business to facilitate revenue generation for 

radio companies and podcast publishers. Were 

going to look at some of those offerings this 

time around. 

SERVER SIDE 
Not that long ago, it was common prac-

tice to insert spots in to the audio that was 

subsequently encoded as an audio stream at the 

station. While this is still done to a large degree, 

many companies now provide the same result 

by means of ad insertion downstream from the 

source encoder. 

At the recent fall Radio Show, I had a chance 

to speak with StreamGuys' Mark Griffin about 

what "server side" means. 

tones, ID3 tags for triggering when ads need 

to be served. 

"Those ads can be scheduled or trafficked 

very specifically via features like geo-targeting 

by regions. It can be targeted very specifically 

by times of day. There are a lot of parameters 

for ads can be set up and those campaigns 

can be structured to fulfill the broadcaster's 

needs; he said. 

Ad insertion and monetization services 

offered by StreamGuys can be used for either 

advertising or underwriting, 

depending on the broadcaster. 

I asked Griffin about the pro-

cess of starting the service from 

the ground up. What would a 

station need to do? 

"From a streaming side 

of things, there is just this 

traditional set up for encoder, 

automations, getting a signal 

flow together, getting us their 

stream:' he said. "Once we 

have a signal coming to us, the 

servers are provisioned and set 

up. We are able to provide the 

tools for the 

broadcaster, things like their 

custom players, which would 

be embedded on to the sta-

t ion's website." 

Ads need to be uploaded 

to the StreamGuys servers, 

and the ad campaign param-

eters need to be configured. 

StreamGuys also feature 

a service known as SGrecast which allows 

broadcasters to record live streams into ar-

chives of any length, making them available for 

rebroadcast, or as podcasts. StreamGuys' pod-

cast hosting service delivers content to users as 

scheduled by their own choice of podcast ap-

plication and SGrecast's customizable Podcast 

I. 
Fp. 2. Aaron and Stacy Franklin on BBQ life, RTX 2017 and VR 

concerts 

I Love You So Much 

OLWALS DOWNLOAD 

00 40 00.00 

A station can generate an embeddable player skin for any 
episode of a podcast using SGrecast. 

"When I say'server side: literally run-

ning in addition to the streaming servers or 

podcast servers, are web servers themselves; 

said Griffin. "There is an ad server that's run-

ning completely separate from that server and 

it is communicating with it, communicates 

typically via metadata triggers or subaudible 

Player automatically pulls new episodes as they 

are recorded. Using SGrecast, a station can 

also insert adds as pre-roll, mid- and post-roll 

ads, and content can be kept evergreen" by the 

automatic replacement of old ads with new. 

ADSWIZZ 
AdsWizz is a major player in the streaming 

media advertising space. The AdsWizz Ad-

Server enables publishers, which in our context 

means those producing streams or podcasts, to 

Original SONG-A SONG-B 

Final SONG-A 

Adswizz Flexible ad insertion 

Original 

Final 

SONG-A 

SONG-A 

AD-BREAK 

SONG-B 

AdsWizz Pliable ad insertion 

SONG-B 

SONG-B 

manage targeted and trackable audio advertis-

ing campaigns on any device and application, 

regardless of audio type (live, linear, podcast, 

on-demand) or distribution platforms (mobile 

application, connected devices, aggregation 

services). 

AdServer offers multiple targeting param-

eters including demographic, location, device, 

user agent, format, genre and day-parting. 

AdServer can also match uploaded audio ad 

creative to the audio content's encoding bitrate 

and volume levels, "streamlining creative work-

flow [and] eliminating the need for multiple 

audio creatives for different audio content 

formate' 

The AdsWizz Audio Ad Insertion Suite 
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is the software that enables stations to gener-

ate revenue from their content by managing 

the precise ad insertion into any digital audio 

content. It enables server-side ad insertion on 

major streaming servers (as well as client-side 

ad insertion on standard player technologies). 

Flexible Audio Insertion Solution Supports 

dynamic, pre-, mid- and post-roll sequenc-

ing of audio advertisements within live, linear 

simulcasts, as well as, on-demand audio includ-

ing podcasting. It also supports audio inser-

tion in both,"PlayLater" (download and play 

later) and "PlayNow" (on-demand streaming) 

consumption scenarios. 

Pliable Ad Insertion is used when there is no 

underlying content or "set" ad breaks, typical of 

on-demand music services, playlist feeds and 

podcasts. Ads will only be inserted if there is an 

ad available for the listener. Ad Replacement is 

used when there is an existing ad which needs a 

replacement within a "set" ad break. 

TRITON DIGITAL 

Triton Digital offers many services to digital 

publishers, such as its own content delivery 

network. According to the company, its CDN is 

compatible with all popular format, codec and 

media players and will adapt to the needs of a 

station's audience. 

For ad insertion, Triton offers Tap On-

Demand, which is designed to work with 

playlist-based or on-demand music services; 

and, Tap Live, which is designed for live stream 

of terrestrial station programming. 

Omny Studio is Triton's product for the 

monetization of podcasts. The Omny Studio 

platform enables audio publishers to replace 

static ads with dynamically inserted, targeted 

ads while automating key aspects of campaign 

Triton Digital Omny Studio 

management, such as industry separa-

tion, frequency capping and volume 

normalization. Features include radio 

broadcast capture; editing; podcast 

hosting; publishing and sharing; and 

analytics. 

SECURENET 

The Cirrus streaming service is of-

fered by Securenet. A station can earn 

revenue by running ads on the Cirrus 

player and mobile apps by using the 

company's Programmatic Advertis-

ing Delivery Network. The ads are 

geo-targeted. When a station turns 

its ad inventory over to the Cirrus 

Ad Delivery network, the player will 

display "LAB standard, family-friendly banner 

ads" to all of the station's listeners. 

The company also offers a free ad replace-

ment and insertion service for streaming 

media. Stopsets are filled with audio ads when 

your station goes to commercial breaks. The 

station then splits the revenue with the ad 

service. Alternatively, a station can also run 

its own ad campaigns for local advertisers and 

sponsors, and fill the rest of the schedule auto-

matically from the Cirrus network. 

WIDEORBIT 

WideOrbit also offers server-side ad inser-

tion services for streaming media. 

"We offer complete monetization solutions, 

soup to nuts from the bandwidth, to the ad 

insertion, to the stats and analytics, sound ex-

change reports, anything that you would need 

to stream a radio station: said WideOrbit Sales 

Manager Dana Murphy. 

I asked Murphy what it takes for a station 

could get started. 

"Right now, you 

would need one PC per 

station that is dedi-

cated just for stream-

ing, it's very basic. You 

could use refurbished 

type machines and 

not spend too much, 

because it just sits and 

handles the encod-

ers and sends out 

the stream" she said. 

"We provide all of the 

%MUM 

I tAno Run, 

I %Kul YOU 

WU 113 
411.1111.111111e 

IMMI1111111101 NM 

GET A FREE ROKU STREAMING 
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IGle 346 64e 1.5 

wenzon 

A station can earn revenue by running ads on the 
Securenet Cirrus player and mobile apps and by using 
the company's Programmatic Advertising Delivery 
Network. 

bandwidth, and we have servers that we use 

through other companies as well as some of 

our own. At the moment there are hardware 

requirements at the station. We are moving 

to a more cloud-based insertion where you 

shouldn't need as much hardware as you do 

now" 

I also confirmed that the spots are played 

out in the WideOrbit side of the system. 

"Right, because then we're able to then 

account for how many impressions, when the 

spot ran so that you can effectively produce 

affidavits for your clients as well as get proper 

stats back" she said. "We look at your meta-

data in order to place the spot. We can see 

your spot code coming up and so we get a call 

to our servers to then insert the spot at the 

right moment" 

I also asked Murphy about WideOrbies 

podcasting monetization. "We have a prod-

uct called WideOrbit On Demand. It allows 

the publisher to dynamically insert ads at the 

time of download" she said. "We provide a 

web-based console that allows you to set up 

a template for your podcast. It gives you the 

opportunity to have a prequel spot, and then a 

sponsorship title, your first segment, and then 

your ad break in the second segment. It's also 

what allows you to insert spots at the time of 

download" 

The console also allows the user to ad spots 

without having to re-do the entire podcast."If 

you have a podcast from the summer with a 

beach theme type of ad going on or an opening 

monologue, at Christmas time — for example 

— you can just change out that one sponsorship 

10 OCTOBER 2017 I radiomagonline.com 
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instead of recreating the whole filer 

Automation systems manufacturers 

often refer their customers to server-

side ad insertion services. BSI, DJB, and 

Arrakis use Securenet; ENCO partners 

with StreamGuys. 

SOURCE SIDE 

Inserting spots locally into the audio 

feed that subsequently goes in the 

streaming encoder is a technique I'll 

refer to as "source side!' 

RCS has been accomplishing spot-

insertion on the source side for many 

years. I spoke with Neil Perchuk of RCS 

about their automation system, Zetta. 

Perchuk described their method of 

local ad insertion: "Zetta has the capability of 

doing splits, which is our way of creating alter-

native schedules for the automation system for 

multiple channels. Say, for example, you have 

your main terrestrial channel, an HD I, an HD2 

RCS Zetta 

and a webcast. We go from the main content 

to the spot block, and we can cascade off into 

multiple blocks — one each for HD I, HD2 

and a web stream, with separate spots from the 

main terrestrial channel:' said Perchuk. 

"Zetta will also perform a pitchless 'stretch 

and squeeze' of all of those blocks, so that they 

Your Proven Choice for Translators 

i 
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WideOrbit offers everything a station needs to stream: 
bandwidth, ad insertion, stats and analytics and 
Sound Exchange reports. 

all can then cascade back at the exact same 

time to the terrestrial channel, so that wher-

ever you're hearing those spot blocks on, you'll 

seamlessly go back to the main content point!' 

The audio stream generated by Zetta is sub-

sequently fed in to an audio streaming encoder 

and then off to a CDN, such as Ama-

zon Web Services or other server-side 

companies mentioned earlier. 

I asked if a publisher could essen-

tially use both source side and server 

side. 

"Yes, you could mix and match. 

You could get insertion from another 

provider for some of your streams and 

still use Zetta for other parts of your 

streams:' 

Needless to say, that could make 

log reconciliation complicated. 

FUTURI MEDIA 

Futuri Media facilitates streaming from the 

source side, even providing clients 

what they call the streaming trans-

mitter. 

Support for Futuri's source-side 

streaming system includes ongoing 

support, real-time analytics and pro-

active monitoring of stream uptime 

and connectivity. The streaming 

transmitter includes Omnia audio 

processing, AdsWizz ad integration, 

HTTP-live streaming (HLS) and "the 

same Flash-free Media Source Exten-

sions technology in use by YouTube 

and Netflix." 

Futuri's POST is for stations that 

want to facilitate audience and revenue growth 

through on-demand audio. Using POST, the 

station can make use of its broadcast audio, 

edit it, and then add an image from Futuri's 

fully-licensed library, after which it can be 

deployed across Facebook, Twitter and the sta-

tion's website. Speed to publish enables stations 

in PPM markets to receive credit for audio 

listened to within one day, and Planner func-

tion stations to automatically add sponsorships 

to on-demand audio. 

OMT 

WebSecure+ is a stand-alone web server for 

OMT's iMediaLogger Digital Logger. One of 

the features of WebSecure+ is the ability to set 

up podcasting on your station's website. Station 

personnel select the external podcasting option 

in WebSecure+ for a selected iMediaLogger . 

feed and then integrate the direct link to the 

website, thus allowing access for podcasts to 

listeners. WebSecure+ also provides support 

for iTunes and RSS so listeners won't have a dif-

ficult time finding what they want to hear. 

Spot insertion for both streaming and on-

demand media provides an opportunity for a 

station to grow its overall revenue. 

Using source-side, a station has greater 

control of CPM, but will need at least some 

amount of time from personnel to manage sales 

and trafficking. Using server-side ad insertion 

reduces the involvement of local personnel but 

means the station will have little control over 

what spots play out to on-line media users. 

The bottom line? If you find yourself in-

volved in the decision about which method to 

use, it pays to listen online to examples of each 

before committing either way. O 

Futuri's streaming transmitter includes Omnia audio 
processing, HTTP-live streaming (HLS) and "the same 
Flash-free Media Source Extensions technology in use 
by YouTube and Netflix." 
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QED Responds to Ransomware 
Attack From Comrade Virus 
by Larry Wood, CPBE 

es been several months since the 

ransomware attack on KQED(FM) 

in San Francisco on June 15. Since 

then, every work day feels like I 

am trying to run under water. That's because life 

without normal network services in a modern 

large broadcast operation (about 350 employees) 

is, to say the least, a major challenge. 

Many of my daily activities are impossible, 

while others require re-inventing the wheel or do-

ing things the old way, BC — before computers. 

After consulting with expert infection consul-

tants and the FBI, KQED's initial decision to not 

to pay the ransom and proceed to making a full 

recovery on our own was confirmed as the best 

approach. Without going into too many details 

of exactly how the attack was able to succeed, I 

will try to give you an idea of what was affected 

and how we got through the problems. 

My first clue that something was wrong was 

a call from the Burk remote control, informing 

me our Sacramento station had no audio. The 

KQEI(FM) site audio is fed over a GatesAir 

Intraplex by an MPLS data line. We occasionally 

get short line drop-outs, so my first response was 

to call our master control to get them to connect 

via ISDN, if they had not already done so. 

I also turned on my little radio to make sure 

our main San Francisco station had audio. It 

did. I could not get through on the MCR hot 

line and quickly discovered I could not call 

any phones at KQED. We have a VOIP phone 

system, and it was down hard. 

KQED(FM)'s Steve Pinch worked almost 
around the clock for days to develop work-
arounds for every problem and showed the 
production and news people how to make 
them work. 

OK, I thought, that all made sense: The 

MPLS and the VOIP phone system share IP 

services. I reasoned there was a network issue 

at the studio. 

About this time, my colleague Steve Pinch, 

our FM engineering IT expert, called me to 

let me know there was a virus attack on the 

network, and he was headed back to work. He 

wouldn't be able to go home for a full night's 

sleep for the next several days. 

Not fully trusting VoIP, we have a second hot 

line into MCR that provides a dial tone from 

the telco central office. Once I got through, I 

found the ISDN was connected and audio had 

returned to our Sacramento station. I could now 

assist the announcer getting traffic reports on 

the air by using our Telos phone system, which 

was connected to the telco central office with a 

PRI and was working normally. 

Our Comrex BRIC-Link for getting traffic 

reports via AOIP was dead. The traffic reports 

would have to come from one of our talk show 

lines for the next three days. It didn't sound 

great, but it worked. Our multiple streaming 

audio feeds to various streaming providers 

were down. These would not be back until we 

cautiously began restoring the most critical net-

work services, 12 hours after the shutdown. 

Steve and the IT staff immediately placed 

themselves into the trouble, but I didn't have to be 

at work until the next morning. It gave me time 

to ponder what the changes would be and what 

work-arounds we would need to keep going. 

The next morning, I was met with hand-

written signs scattered throughout the building, 

warning people not to use their computers or 

phones, and that information updates could be 

found on the white board in the central atrium. 

Except for the fact we were on the air with 

normal programing, it felt like we were back in 

the 19th century. 

The IT staff, assisted by Steve from radio 

engineering, worked at a feverish pace to 

keep what wasn't infected safe and to restore 

services. Virtually all ports on the network 

switches were immediately shut off when the 

infection was detected. Until we knew exactly 

what happened and how it spread through 

the network, "disconnect everything" was the 

philosophy, in the hope the infection could be 

kept from doing any more damage. 

This means several things were turned off that 

weren't infected and couldn't be infected. But as 

we all know, it's better to be safe than sorry. 

That is why we lost the traffic report BRIC-

Link and program audio to the Sacramento 

transmitter and a lot of other things. The 

Intraplex uses IP for its connection and the 
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ports were shut off. That's also why ISDN was 

able to keep going for the next three days, no 

IP needed. Higher priorities came first and 

then we could start getting other things going 

again, port by port. The highest priority was 

staying on the air with normal programming. 

On air and news came first, and finding ways to 

keep them going was a challenge for both the 

engineers and the news people. 

We hired outside consultants to assist us in 

protecting what was not infected, while at the 

same time getting services going again. The FBI 

was on site to collect evidence of the crime. 

They copied the entire contents of several PCs, 

including both those that had been left on 

and those that had been power cycled. Other 

PCs, like mine, had been "touched" earlier by 

the malware, but had been turned off before 

the actual attack. All of these details helped 

determine just how the bad guys worked and 

perhaps give clues as to who was the culprit. 

In many ways, we were lucky We have a 
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great IT department, good backups and the 

resources, both human and financial to take the 

crisis head-on and keep going. 

Our main bit of luck was that our on-air 

broadcast systems for both TV and radio were 

not hit by the attack. More about this later, but 

for now let's just say it could have been a lot 

worse, were it not for several good decisions 

made to keep critical systems isolated. 

Dalet Galaxy, our news and production 

system, was not so lucky This was hit, 

and in the end, the servers and clients 

needed to be completely reloaded. The 

Dalet database and file storage, includ-

ing all audio, stories and metadata were 

not hit, but they would not be accessible 

for four weeks. 

We were also lucky that our Public 

Radio Satellite System equipment was 

unaffected and on the same network as 

our on-air Dalet system. We were still 

receiving both live and non-real time 

programming. Also, our Telos phone sys-

tem was still working for the two-hour daily talk 

show and news interviews. The assistant pro-

ducer call screening program was not working. It 

needed to link to the Telos on a different VLAN, 

and that link was disconnected. Communication 

with the hosts became primitive, and the next 

event countdown clock was gone. 

Why were some computers affected and not 

others? The infection agent gleaned a system 

password and found its way into the active 

directory server. From there, it found and 

attacked every PC that was on active direc-

tory and was powered up. All of this we would 

figure out later. 

How did our on-air Dalet keep going? Dalet 

Radio Suite, our on air system, was not on the 

KQED Active Directory. By design, Radio Suite 

had a separate domain and its own network 

switch. The ports on the network switch for 

Dalet Radio Suite were never turned off, but its 

link to the main KQED network was removed. 

It truly became an island with no outside con-

nectivity. 

Most production and news was done with 

Dalet Galaxy which was on the KQED active 

directory On Thursday morning before the infec-

tion, we had about 50 working Galaxy servers and 

clients. By late Thursday afternoon, we had zero. 

However, each production room had one on-air 

Radio Suite computer mostly used by producers 

as a utility PC and call screener. Despite their 

reduced capacity these Radio Suite PCs became 

the new main production computers. 

The Sadie computers we use for craft editing 

were not infected, but with the network discon-

nected getting audio to and from the computers 

became a real challenge. Dalet Galaxy comput-

ers in the news edit rooms were replaced with 

Radio Suite PCs, and several were added in the 

newsroom for editors and other news use. 
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Here's what what else was affected: 

• The Nautel Importer 

• the Arctic Palm HD and RDS scrolling 

information manager 

• the main shared production utility computer 

• the on-air utility computer 

• the main VOIP phone system computer 

• the computer at the KQED transmitter 

• most desktop computers on the network 

• and the building security system. (It's not 

a broadcast PC, but access rights could not 

be changed to get people into areas they 

needed to get to in order to fix network 

problems.) 

There were other computers and services not 

infected, but since we could no longer connect 

them to the KQED network, we could no longer 

use them, and those included our new Telos VX 

phone system; the PC that received Associ-

ated Press and Bay City News wires and passed 

them on the Dalet; audio file converters and 

file transfer between systems; the Burk remote 

control and the Burk Autopilot application; the 

EAS CAP network connection; and the trans-

mitter status and control via IR Our NTP server 

couldn't be reached by 50+ devices. The Comrex 

and Tieline devices were off for several weeks 

until we turned their network ports back on. 

We quickly rebuilt the Nautel Importer, 
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since we are part of the Broadcaster Traffic 

Consortium. It was a bit of a challenge to get 

it going on 64 bit Windows 7, but after several 

days we got it going and back in use. In the 

mean time, we discovered we could feed the 

Harris Importer to the Nautel Exporter and it 

worked fine. 

THE SLOW ROAD TO THE NEW NORMAL 

IT set up a full-time help desk in the main 

atrium, and this is where staff could go to get 

laptops connected to the internet-only Wi-Fi. 

At first, smartphones were also connected to 

the Wi-Fi, but the Wi-Fi slowed down so much 

that they had to be removed. The LTE at our 

building is ultra-fast and a better choice for the 

phones. 

There were also several printers set up, and 

requests for important files to be retrieved from 

the backups could be made there, as well. After 

four weeks, the network printers were added to 

the Wi-Fi, and people could print directly from 

their laptops. 

Almost immediately after the attack, most 

people installed Slack, an instant messager 

for business, on their smartphones and that 

became the message service in place of email 

in the days after the attack. Although the main 

Exchange email server was down, we had a 

backup email service through Mimecast, which 

people were able to access in the first week. 

Phone lines returned after two weeks. 

After three weeks, most files could be re-

trieved from the network by request and placed 

in a Google drive. 

Before the attack, reporters could already 

get audio into Dalet from the field by using 

FTP. This became the main source for audio 

imports. Since the network connection was off 

for protection, in order to provide a method 

to connect to the FTP site over the internet, a 

wireless donee was added to the PC that runs 

the audio importing application. The Wi-Fi-

to-internet was shared with all of the KQED 

staff, and at times ran so slowly the app would 

need to be restarted. Even when it was running, 

the change from a direct Gig connection to a 

Wi-Fi connection that would drop to 1Mb and 

the huge increase in use caused many extreme 

slowdowns. 

One work-around was for the production 

people to copy files in real time over an audio 

cable between PCs in order to meet a deadline. 

At first the use of USB drives to transfer files 

was prohibited. These can be used to spread vi-

ruses and we weren't taking any chances. Later 

some USB drives were used, but these had to be 

scanned by the IT department. 

NETWORK SERVICES RETURN 

After patching network routers and 

switches, new filters could be created to limit 

what devices could be seen on the network. No 

PC needs to be able to see every other PC on 
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the network, even if it is password protected. As 

in our case, network accounts can be compro-

mised. To be sure nothing stopped working, 

the implementation of these filters had to be a 

careful process. 

Needless to say, there were a few surprises 

when some device would quit working. The fil-

ter would be removed, and the device with the 

issue would be examined to see what it needed 

to work and the filter would be modified and 

reapplied. 

File importing and exporting was reconfig-

ured and placed back on the high speed network 

and that made life easier for News and Produc-

tion. The call screening software was re-enabled 

for our talk show. The roll out of rebuilt PCs 

started in early August and people could once 

again log into a network. The completely rebuilt 

Dalet Galaxy system returned, and at that point 

everybody breathed a collective sigh of relief. 

This story is by no means over. It will prob-

ably be several months before all the noncriti-

cal services and utilities return. 

With the benefit of this experience, there 

are certain things I'd like you to know and 

consider: 

Takeaway # 1. Have a reliable way of com-

municating with your MCR. It could be a 

landline. It could be every operator's cell phone 

number. It could be a good old radio two-way; 

we use them at KQED and having one in our 

MCR is now a priority. 

Takeaway #2. Have a way to communicate 

with staff, such as a general voicemail box off 

site, or a business instant message program, like 

Slack. Make sure all staff members know how 

to access it. A cloud-based station wild could 

contain lots of "what to do if" documents. Keep 

it updated. 

Takeaway #3. Have hard copies of critical 

documents on file, and a copy on an engi-

neering laptop not normally on the network. 
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Although disconnected from the studio, 
the network at the transmitter continued 
to wort allowing the Burk Plus to function 
normally. Operators could dial into the Burk 
Plus for readings and control. 

My network documentation, including all 

IP addresses and passwords, was not avail-

able for three weeks — including transmitter 

wiring, shipping forms, EAS log masters, time 

sheets, etc. Don't forget to keep the hard copies 

updated. I had a copy of all important network, 

engineering and transmitter files on my home 

PC, but they were nine years old. 

Takeaway #4. Have work-arounds in place 

for everything. How do your news people get 

interviews into their computers and edit them 

without a network? And then how do they 

get those files into your on-air system? If any 

equipment in your air chain requires a network 

connection to function, have a non-network 

dependent device as a backup. 

Takeaway #5. Some staff will be more un-

derstanding and adaptable than others. Keeping 

people up to date about the crisis will go a long 

way. But there was also a large increase in sweet 

treats throughout the building in the weeks 

following the attack. 

Takeaway #6. Keep your critical systems in 

protected islands! Our radio listeners and TV 

viewers could never tell there was a problem, as 

our regular programming kept going. 

Takeaway #7. The staff working on the crisis 

will work longer and harder than anyone could 

expect. Keep them fed when they are here be-

cause they won't take the time out to feed them-

selves, as they should. Don't get in their way and 

make sure all staff requests go through managers. 

Recognize their efforts, thank them regularly. 

While we don't know who the villains in 

this story are, we do know who the heroes were. 

First, the IT department led by Michael 

Kadel. They were the real saviors of the day and 

the weeks that followed. 

Steve Pinch in FM engineering is truly 

responsible for ensuring that KQED(FM) 

stayed on the air with normal programming. 

He worked almost around the clock for days to 

developed workarounds for every problem and 

showed the production and news people how 

to make them function. 

His counterparts in TV, Jay Strauss and 

Larry Bursten, kept the TV station on the air. 

I also think the production people, the news 

people and all the staff at KQED deserve credit 

for their dedication and perseverance in difficult 

times. We often talk about how we would re-

spond to a disaster like an earthquake. This was 

a disaster of a different kind, and we got through 

it intact and still going strong. We are a news or-

ganization with a mission to serve our listeners, 

our viewers and our internet audience. We lived 

up to our mission, and we will apply what we 

learned to future disaster recovery planning. 

UPDATE FROM LARRY 

It's now been three months after the attack, and I 

have a few updates on how KQED has recovered 

and what permanent changes we have been 

adopted to keep us safe from future attacks. 

First, I will state that we know that no 

safeguards will ever be 100-percent affective. 

With that in mind, backing up and keeping the 

network secure continues to be KQED's first 

priority. 

Next in importance is making the opera-

tional network environment as usable and 

straight forward as possible. Secure and usable 

are two different goals that often fight each 

other. The more secure the network is the less 
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MANAGINGTECHNOLOGY 

useable it is, and vice versa. 

One way we try to keep usability high while 

still keeping the on-air and production audio 

systems secure is with virtual machines. While 

our Dalet client PCs are on isolated networks, 

users can log into virtual machines using 

remote desktop and get full virtual network 

access for email, printers, storage and Internet. 

This maintains the direct network connec-

tion to Dalet Galaxy, while at the same time 

allows for news and production to complete 

all the tasks associated with their workflow, 

i.e., uploading raw audio, writing stories to go 

with the audio, sharing drafts and early edits 

for review with editors and then sending them 

to production as needed for the final mix and 

then to air. The VM login adds an extra step, 

but provides full isolation. 

One new software anti-virus program we 

have implemented is Carbon Black. Should 

any user connect an infected file directly to 

their computers, Carbon Black stops the attack 

AES 16e - 16 AES/EBU I/O Channels 

two ways. 

First it works by detecting known viruses, 

malware and ransomware the conventional 

way, through a virus definition database. And 

second, for previously unknown threats, it 

works by detecting suspicious activity on a PC 

and shutting down the network port of the 

suspect PC. 

And since email is a major source of infection 

agents, we have increased the security level of 

our email by enabling more features in Mime-

cast, including requiring all email client devices 

to register before they can be used. This is easily 

done, but for me it included almost a dozen de-

vices, including PCs, laptops, phones and tablets. 

Mimecast also examines every link that gets 

clicked on for potential problems. The Mimecast 

security page opens first and there is a pause 

while the site is examined for possible problems. 

From an engineer's standpoint, almost all of 

my troubleshooting tools are back. 

I can once again log into equipment at the 

E44 4 Analog I/O 8, 4 Digital I/O Channels 

studio and my various transmitter sites via 

VPN. I can do this from within KQED, at home 

or anywhere with a fast Wi-Fi connection. 

Several times in the last few months, because 

I didn't have remote connectivity, I was ham-

pered in quickly correcting a fault condition. In 

one case, I had to drive to the transmitter at 2:30 

a.m. because I could not connect from home to 

troubleshoot and correct a problem. 

Not having remote connectivity to your 

broadcast equipment is like not having your 

best assistant there to help you — the assistant 

who is always where you need them to be, 

when you need them to be there — even on 

a mountain top at 2:30 in the morning. The 

equipment manufacturers have done a great job 

of building that little remote helper into much 

of today's vital broadcast equipment. I won't be 

taking those for granted again. 

Larry Wood is Chief Engineer of KQED(FM) 
San Francisco and KQEI(FM). Sacramento, Calif. 
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ECHTIPS 

You Can Never Have Enough 
Control (or Monitoring) 
by Dennis L. Sloatman 

'm a confessed control freak 

Not the kind who longs to 

be the unquestioned supreme 

leader of corporation or a small 

sovereign state. Rather, the kind who needs 

to have granular control and telemetry of my 

remote sites. 

Those who know me are aware that I never 

believe I have enough control, no matter 

how much I already have. It never seems to 

be quite enough when some late-night issue 

crops up at any one of my seven sites. 

This is a broad topic worth a series of 

articles, but for this issue, I'll focus on the 

emergency power system. 

Sure, you have status alerts to warn 

you the generator is supporting the load at 

the transmitter site (or studio), but is that 

enough? I say no! I will now try to make the 

case that this is little but the bare minimum 

— and what do you think of someone who 

only does the bare minimum? You need some 

flair here! 

At minimum, you also should have status 

(or metering) to alert you when the generator 

is running (not necessarily carrying the load), 

generator line voltage, alarm status (such as 

over-speed, over-crank, oil pressure, low wa-

ter level, etc.) and the all-important fuel level. 

I'll get to another important bit of telemetry 

a bit later, but I'd like to develop the justifica-

tions for the items I just mentioned before 

getting to that. 

The vast majority of the time, your genera-

tor sits quietly at the remote site and awaits 

its mission to maintain your signal when the 

lights go out. But if you've been the business 

as long as I have, you come to realize that the 

WE NEED YOUR TIPS 
Tech tips may be suitable to earn SBE 
recertification credits. Send your tips to 
radio@RadioMagOnline.com. 

Metering for the "normal" side means that engineering can keep 
track of utility power as well as generator power. 

generator, with all its moving parts, sensors, 

batteries, liquid levels and outdoor location, 

can well be among the most troublesome 

equipment you have in your purview. 

I can't recall how many times the genera-

tor failed in the moment of truth, despite its 

twice-yearly inspections, weekly tests and 

various visual inspections by the engineer. 

Sensors fail without notice, as do batteries, 

belts, hoses — and then 

there are the rats that 

build a nest in the con-

troller and chew crucial 

wiring (yes, that hap-

pened to me in 1984). 

Recently in Los Ange-

les, we had a power outage 

in Beverly Hills, during 

which the generator failed 

to come on online (good 

thing we had an alternate 

site — another important 

topic for another time). 

The deal was the genera-

tor ran during a weekly 

test scheduled by the 

ATS plant exerciser (days 

before the power outage) 

and then shut down due 

to an over speed condi-

tion. We were unaware 

of that. 

After that, the engi-

neering department came 

up with a comprehensive 

"wish list" of everything 

we should have for gen-

erator monitoring. The list 

included remote generator 

alarm monitoring (even if 

only a "summary" alarm), 

generator run status, 

load-on-generator status, 

and a few other, really cool ideas: battery volt-

age (also alerts you charger issues) and block 

heater current. 

We went to work deploying these ideas 

for all our sites in LA, and trust me, all the 

work paid off, particularly when coupled with 

email/text alerts. 

For example, we knew a battery was dead 

before that became a problem, and we knew 
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can't recall how many times the generator failed in "the 

moment of truth," despite its twice-yearly inspections, weekly 

tests and various visual inspections by the engineer. 

if a generator failed a weekly test for some 

reason, such as an "over crank" alarm. 

It was a lot of work up front, but this pays 

long-term dividends. Newer generators may 

come equipped with web servers, and better 

yet, SNMP — a godsend as you'll have ac-

cess to every parameter available to a service 

technician. 

I have included a picture of the GenLink 

software I use to monitor parameters the gen 

set at my studio plant. Essentially, all these 

serve to remove the "surprise" factor from 

your job, insofar as the critical generator 

system. 

Earlier I alluded to "another important bit 

of telemetry." Let's say you know when your 

site's generator is running, when it has an 

alarm condition, when the site is actually on 

emergency power, and if the battery charger or 

block heater has failed. 

That's still not enough — has the normal 

power returned yet? You've checked your 

Everything you need. The iXm bundle. 
Get the 1Xm along wtih first-class accessories. For an unbeatable price. 

.Xrn Windscreen Keeps the noise away 

Get tile unol.te protection for your iXrn. 

iXm Uplink. Transfer your interview via ¡ Phone. 

utility's outage website, and you see they're 

aware of the power outage and have "dis-

patched a crew" but can't be sure when the 

power has been restored, unless the Automatic 

Transfer Switch switches back to utility power. 

I know that waiting for that to happen can 

seem like days. So, some time ago while an 

ATS was being installed and still de-ener-

gized, I added metering on the utility side, so 

that I would be alerted when the utility power 

was restored. In that fashion, I knew the gen-

erator had 30 minutes more to run, because 

that is how I choose to adjust the Time Delay 

Emergency to Normal setting system in my 

ATS. 

You just can't have enough of this stuff, 

folks. Let's resolve to reduce or eliminate 

unscheduled site visits! 

Dennis Sloatman is the director of engineering 

and IT for SummitMedia Corporation's 

Richmond, Va., stations. 
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Miwuk Tribe Bets on Online Radio 
by Jason Ornellas OBRE, GRO 

he Jackson Rancheria Band of T Miwuk Native Americans own 

and operate Jackson Rancheria 

Casino Resort, which is located in 

Northern California, in the city of Jackson. The 

tribe of the Miwuk Indians are in charge of the 

casino, hotel, RV park, general store, gas station 

and Rancheria Radio. The current studio facil-

ity was once an unused, open room that was 

part of the tribe's government building. 

The four brands of Rancheria Radio were 

founded in November 2015 and all were 

designed by the tribe themselves. Rancheria 

Radio currently has four music channels: Spin, 

Fuze, Ranch and Sage. (In the near future, a 

fifth brand, a Native American channel, will 

start.) Spin is a top 40 hits station; Fuze is active 

rock; Ranch is country; and Sage is easy listen-

ing soft rock music. These brands create a wide 

variety for all of the resorts customers as well as 

members of the tribe. 

The whole project of creating four radio 

brands from the ground up took a collection of 

professionals to accomplish. The following is a 

list of key personnel in the build out of its new 

and current studios: Rich Hoffman, CEO; Justin 

Valencia, program/music director; Manny 

Duarte, broadcast assistant; Dan Rehart, direc-

tor of IT; JJ Kaden, programming consultant; 

and, the Jackson Band of Miwuk Indians. Rob 

Goldberg, RadioDNA president, and Adam 

VanConant, RadioDNA engineer, played cru-

cial roles as well. 

The studio furniture was custom designed 

by the folks at Radio DNA. The tribe, on the 

other hand, does all of its own manufacturing 

and craftsmanship, and built the studio furni• 

ture themselves for both the on-air studio and 

production room. 

RadioDNA designed and constructed 

Rancheria Radio as a Wheatstone WheatNet-

IP facility. The On-Air Studio consists of the 

versatile, low-profile Wheatstone LX-24 con-

sole. The LX-24 console works with the whole 

Rancheria Radio's 
production studio 

accommodates live 
DJ mixing, with 

Pioneer's Serato. 

WheatNet-IP intelligent network to access, 

control or utilize any or all sources on the same 

network. The on-air studio uses three differ-

ent blades; a Mix Engine blade, A/D Blade and 

the M4 mic processor blade. The Mix Engine 

blade handles all the DSP processing power for 

the console, logic (GPIO) and distributes the 

four stereo PGM buses, four stereo AUX sends, 

per-channel mix-minus feeds, monitor outputs, 

and other bus signals to the network. The A/D 

Blade is a combined analog and AES digital 

input/output BLADE. It handles both the input 

and output, each with eight stereo channels, 16 

mono channels, or any combination totaling 

16 discrete channels. The Wheatstone M4 mi-

crophone processor provides four completely 

independent channels of mic amplification and 

processing in a single rack unit of space. The 

TS-4 is one of Wheatstone's smallest Talent 

Stations, the TS-4VW is vertically orientated, 

and fits virtually anywhere around the three 

guest positions on the countertop. In addition 
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to all the Wheatstone gear, the on-air studio 

uses a Telos Hx6 telephone hybrid with two 

VSet6 headsets. Also found in the air studio is a 

Denon USB/SD media player, multiple Yellow-

tec mounts and Electro-Voice RE320 dynamic 

vocal microphones. 

The production room serves as a backup air 

studio as well as a mix studio for DJs. The studio 

console is the Wheatstone IP-12. The IP-12 is 

a 12-fader control surface that is part of the 

WheatNet-IP through its IP88CB console audio 

BLADE engine. Each of its 12 input modules is 

equipped with an LED source name display and 

an A/B source selector; sources can be set via a 

rotary encoder in the master section. This studio 

Another view Rancheria Radio's on-air studio, featuring furniture built by the Miwuk tribe from 
a RadioDNA design. 

also contains a M4 microphone processor and 

two TS-4 guest turrets panels. The DJ equip-

ment that is setup in between the guest positions 

consist of a Pioneer DDJ-S2 Mixer with built in 

Serato. This is used for live Ming on the air for 

any of the radio stations. 

Rancheria Radio uses RCS Zetta for auto-

mation and music playout and G-Selector for 

the scheduling of music. Because they are both 

products of RCS, they are easily compatible 

for Rancheria Radio. The group of four brands 

doesn't have a TOC, but they do utilize two 

WheatNet-IP all-digital blades for integration 

of the automation playback. 

And because Rancheria Radio does not have 

a terrestrial FM or AM signal, it's available only 

through its website and mobile apps. When 

figuring out how to stream and build its mobile 

platform, RadioDNA and the staff of Rancheria 

Radio turned to Securenet Systems for a full 

turnkey solution. (Securenet, a Florida-based 

company provides radio streaming services 

and website hosting to customers in over 200 

countries and the US.) 

The playout audio streams from Ranche-

ria's four different formats are all processed by 

an Aura8IP-3 audio processing blade. (This 

single-RU device has eight independent proces-

sors built-in, giving the group some room to 

grow.) Outputs from the playout system make 

their way in to this blade, by way of WheatNet-

IP, and are processed and sent to audio codecs 

which generate streams further distributed to 

end-users by the Securenet system, either by a 

streaming player or mobile apps customized 

for Rancheria. The company provides mobile 

app templates for every client for both iOS and 

Android streaming, and each music station 

of Rancheria Radio is able to customize its 

own look on the app with the brands logo and 

creative skins. 

Rancheria Radio is the official radio station 

for the Jackson Rancheria Casino and Resort. 

You can stream any of the stations online at 

www.rancheriaradio.com or any of their mobile 

apps. 

Rob Goldberg of RadioDNA also contributed 
to this article. 
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RFENGINEERING 

by Jeremy 
Ruck, PE 

U 

Handle the Nuisance of 
Intermodulation Distortion 

e 
nless you are a hermit or a Stylite, 

robust interaction with your 

neighbors is usually a good thing. 

Of course, this is not the case 

with broadcast transmitters, where living in 

isolation is usually the preferred state. 

Systems that start talking together are kind 

of like the neighbors on either side of you who 

party together and leave beer cans in your yard. 

Those guys are a nuisance, and so is the RF 

equivalent, intermodulation distortion, or more 

simply, intermodulation. 

This phenomenon has at its source the fact 

that we live in an imperfect world. In school, it 

was convenient to neglect air resistance and con-

sider all systems as being linear. Unfortunately, it 

ain't that way out here in the cold, and the actual 

non-linear nature of systems can cause multiple 

signals to combine and form transmitted prod-

ucts at new and undesired frequencies. These 

new products may land on frequencies used by 

other systems, and if high enough in magnitude, 

cause interference to other users. 

Most times intermodulation products are 

created in a transmitter power amplifier, which 

is reasonable, given its active nature. ¡MD can 

also be created in receivers, and many times oc-

curs in vintage radios or, in some cases, in the 

front end of a receiver pounded by high signal 

levels. In much less common cases, usually 

limited to ones where the field strength is high, 

metallic objects can act as a rectifier or mixer 

and create trash. 
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The late great Don Markley used 

to talk about a case where a spur 

created from the mix of two proximal 

FM stations was wreaking havoc on 

aircraft communications. Through 

direction finding techniques, he 

traced down the source of spur as be-

ing rusty fasteners on the siding of a 

communications shed. The kicker was 

the shed belonged to the FAA— the 

original complainant! 

If we consider an amplifier that 

is perfectly linear and inject two 

signals at different frequencies, then 

our output will contain only those 

two original frequencies shifted 

only by amplitude and phase. The 

non-linear nature of devices allows 

for the creation of the additional 

products. In the simplest case of intermodula-

tion, non-linear conditions create harmonics, 

which are integral multiples of a single funda-

mental frequency. Most transmitters will have 

a filtering scheme to reduce the level of these 

products of which the second and third are 

usually the most egregious. 

As the quantity of signals increases, the 

number of potential products increases as well. 

Products are referred to by "order; which is the 

sum of the absolute values of the coefficients of 

the fundamental frequencies. 

As an example, the product of twice one fre-

quency minus the other is third order. Similarly, 

an example of a fifth order product is three times 

one frequency minus twice the other. 

Note that as the order increases, the prob-

ability of a given product decreases, as amplifier 

harmonics typically decrease in magnitude as 

their frequency increase. Although the prob-

ability of a seventh or higher order product 

occurring is non-zero, it is very small. 

To see how the number of potential products 

spirals upward, consider a site with two FM 
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Spectrum analyzer results showing low-level IMD products. 

stations. The number of potential third, fifth, 

and seventh order products are 12,30 and 56, 

respectively. Increase the number of stations by 

one, and the result is 31, 114 and 286 products, 

respectively. Make it four stations, and now you 

are at 64,337 and 1,115 potential products. 

At large communications sites, the number of 

potential products can easily be in the thousands. 

Of course, not all products will be there and 

consideration of modulation types, equipment 

design and frequency separation factor into the 

potential of a given product. While a microwave 

and AM transmitter creating a spur is possible, if 

you find one of these actually occurring, I would 

suggest buying Powerball tickets. 

FILTERING 

In the event that products are found to exist, 

no equipment issues are present, and the cause 

of products is outside frequencies coupling 

through the antenna system, the typical way of 

elimination or reduction is through filtering. 

Filtering reduces the magnitude of outside 

signals reaching the device, thereby reduc-

ing the magnitude of products created in the 
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amplifier. Products transmitted also travel 

through the filter and are therefore reduced in 

magnitude. 

Four basic filter topologies exist, and the 

utility of each depends on the source and fre-

quency of the signals involved. 

In a case where two FM stations are po-

tentially mixing, a band reject in the form of 

a notch in the path of each may be sufficient. 

The use of notch filters becomes impractical 

and costly if a greater number of signals are 

involved as each external frequency entering 

a device requires its own notch. Low pass or 

high pass filters may be appropriate in cases 

where the frequencies are disparate. Ultimately, 

the best solution is probably a band pass filter 

centered on the desired transmit frequency. 

Such filters can be thought of as high pass filter 

cascaded through a low pass filter. 

FIND THE SOURCE 

If the location of a generator of an 

reb"rmi•mo''' 
815-222-3556 

undesirable product is unknown, direction-

finding techniques will be necessary. Triangula-

tion of the source location can usually be made 

through successive iterations of identifying 

a peak azimuth from various locations in a 

circle around the source and plotting them on 

a map. If the horizontal plane pattern of the 

receive antenna is broad, it may be necessary 

to triangulate multiple times to converge on a 

location, while moving closer to the apparent 

source each time. 

When the source is finally determined, it is 

desirable to establish the level of the products 

to determine compliance with the commission's 

rules, or lack thereof. A spectrum analyzer, 

filter assortment and sample method is the 

equipment set of choice. Filters are important 

to ensure that the fundamental frequencies 

are sufficiently reduced not only to provide 

sufficient dynamic range, but also to ensure that 

other spurious products are not generated in 

the front end of the analyzer. 

Filters and cable assemblies must be ac-

curately characterized at the frequencies under 

consideration in order to derive correction 

factors for their responses. Depending on 

the methodology utilized, additional correc-

tion factors may be required for the sample 

apparatus, as well. Transmission line sections 

that use removable plug-in sample slugs can be 

assumed, based on manufacturer literature, to 

have a flat response across their specified op-

erational range. Directional couplers, however, 

typically have a frequency-dependent coupling 

value. Variations in the coupling value can 

induce inaccuracies into measurements, espe-

cially those that diverge from the fundamental 

by a significant amount such as harmonics and 

higher order products. 

Ideally, the frequency response of a direc-

tional coupler should be fully determined 

across the entire spectrum under consideration. 

If this data is not available, or cannot be ac-

quired, then the assumption must be made that 
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the coupler will provide a sample that increases 

in magnitude by 6 dB per octave. In other 

words, a measured second harmonic, which is 

twice the frequency of the fundamental, will 

be 6 dB higher than the actual sample or level 

being "transmitted". The third harmonic will 

be 9 dB lower than measured, the fourth 12 dB 

lower, and so on. 

The ideal equipment for characterizing and 

tuning filters and other apparatus is a two-port 

network analyzer. 

Once the measured levels are determined 

and appropriate corrections for cables, filters 

and other components made, the actual value 

relative to the fundamental carrier should 

be checked to ensure rule compliance. The 

two sections pertinent to radio broadcasters 

are 73.44 for AM stations and 73.317 for FM 

stations. In each case, the emission limits are 

frequency based relative to the carrier. 

For AM stations, the emission limitations 

form the familiar NRSC mask and vary with 

frequency. Closer to the carrier 

the attenuation limits are lower, 

reaching -65 dBc in the range 

removed 60-75 kHz from the 

carrier. Beyond 75 kHz from 

the carrier, products must be 

attenuated to at least -65 dBc for 

transmitter powers of 158 Watts 

or less. Above this threshold, the 

attenuation level is the lesser of 

-80 dBc or 43 plus ten-times the 

base- 10 logarithm of the power 

in Watts. Good practice is to 

shoot for 80 dB down, and if it 

is not achieved, run the calcula-

tion and see if compliance is 

achieved. The 80 dB figure is 

based on transmitter powers of 

at least 5 kW, so lower transmit-

ter powers will allow for a lower 

attenuation level. 

In the case of FM stations, the attenuation 
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Network analyzer characterization of notch-filters to be 
used ahead of spectrum analyzer input. These filters reduce 
the amount of the fundamental signals getting in to the 
analyzer, which effectively increases the dynamic range of 
the measurement, allowing an easier "capture" of the actual 
IMD products, should they exist. 

required is -25 dBc in the 120-240 kHz from 

carrier range, -35 dBc in the 240-600 kHz from 

carrier range, and beyond 60 kHz out, the 

familiar 43 plus ten-time the base- 10 logarithm 

of the transmitter becomes relevant. As was 

the case with AM systems, the attenuation 

level is the lesser of this value and -80 dBc. It is 

important to note that even signals attenuated 

well below these levels can cause problems to 

other users, namely LTE uplinks. In that case, 

and others, filtering may require the addition of 

shielding to keep the neighbors happy. 

Identification and elimination of inter-

modulation products is usually straightforward, 

although every once in a while, a curve ball is 

thrown that challenges the acumen of the most 

astute engineer. In such cases, a combination 

of elimination theory and Occam's Razor will 

usually get you to the answer, and more impor-

tantly, get the beer cans out of the yard. 

Ruck is the principal engineer of Jeremy Ruck 
and Associates, Canton, 

@Radio Ahead 

.4"ae 

• "e fee, , >4 , 1#e 
• - e. e a d. ...4„.• 
''• 
On the road to HD Radio broadcasting? 

Nautel has you COVERED. 

nautel.com/HDradio nautei 

28 OCTOBER 2017 radiomagonline.com 



A AKIS SYSTEMS INC. 

ARC-15BP ADVANCED 
RADIO CONSOLE 

analog Er digital with USB sound c3rd E Bluetooth 

Cat5 cabling far today's infrastructure 

Balanced Fr unbalanced outputs 

a NEXT 
generation 
analq console 
that mixes analog 
E digital with a PC iSIE1 
sound card built in And, for 
today s infrastructure the ARC- 15 
uses _lat5 
cables 

*Bluetooth 
Cell phone B Audio 
Streaming option 

S3,799 msrp 

now with DANTE 
Anil) options 

SIMPLE-IP 

•. Fifteen channels 

•• Two Stereo Program outputE 

1-5 mic, 8-12 stereo line, PC. B Phone in 

LiSB interface for play and record from a PC 

Mix minus ri-out for an external Telephone hybrid 

conductive plastic faders B multimillion operation switches 

•• Socketed Es for ease of on site repair B LEO lamps for long life 

visit our Website toy for more information 

www.arrakis-systems.co 

CAT 5 
cables 

included 



What's Your Number?. 
Head to 

WWW.surveymonkey.com/r/YSTRNS7 

to take the survey now. 

The station's off the air and you're 
out of pocket 
No problem. Jerm Active Flowcharts get you back on the air fast. 

Sometimes you're just not available when a critical alarm occurs. That's 

when Jet Active Flowcharts take over. 

Turn your transmitter site into an island of reliability with ARC Plus Touch 

and Jet Active Flowcharts from Burk Technology. 

Call today for a free system configuration. 

www.burk.com I sales@burk.com 978-486-0086 x700 URK 
TECHNOLOGY 

Call us to make your own deal! 
Buy an ARC Plus Touch with RSI & AutoPilor and get one 

Plus-X or PlusConnect I/O unit of your choice 'or free. 

Save up to $ 1,595. 

Offer valid through December 31, 2017. 

BuRK 
TECHNOLOGY 

' 

www.burk.com I sales@burk.com I 978-486-0086 x700 

Radio magazine is aimed at the community 

of radio engineers, and if you're reading this, 

that means you. 

Towards that end, we want to present 

the most accurate salary and compensation 

information that we can for people in our 

community. 

You are the key to that accuracy. I know 

we're all doing a lot of work on a daily basis 

and that time is precious; but for your own 

benefit, and that of others in our career com-

munity, please take 5 minutes to complete 

this year's Salary Survey. 

In our November issue, we'll present the 

results. Last year, we learned some very inter-

esting things, and in 2017,1 expect we'll learn 

more about industry trends. I know that you'll 

find the results to be useful, and I can't wait to 

share these important insights with you! 

FIND THE NEW 
AUGUST WINNER 

Congratulations to 

Shawn Novatt 
Director, WHPC (FM) 

Garden City, NY 

The mic was 

in the top left 

computer monitor, 

to the right of the 

Cumulus logo on 

the screen, lower 

right hand corner. 

He won a 

UXA-110 TRACKLINK 

USB Interface 

The wnner Is drawn from the correct entnes for the 

issue two months ono,. No purchase necessary. 

For complete rules. go to RedloMagOnline.carn. 
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The StreamGuys Content Ecosystem 
Manage. Measure. Monetize. Deliver. 

Err-; Podcast CMS 
and Hosting 

Audio and Video 
Live Streaming 

DELIVER 

0. . 11111 End-to- End SaaS 
tr Broadcast Tools 

01, ./ MANAGE 
Turn your he content into 
automated archives with our 
SGrecast prbduct. 

Record podcast episodes 
from your live stream. 

Establish your station on 
smart spe2kers with our 
custom voice development. 

• Our HTML5/HLS SGplayer 
delivers content seamlessly on 
ALL browsers and devices. 

SGplayer displays album art 
song and title. 

• SGplayer integrates with 
Goole DFP, AdsWizz. 
and TargetSpot. 

04 MONETIZE 

eC 

• Visually tag arc• insert pre, 
mid, and past-rail ads into 
your podcast episodes with 
our SGrecast product. 

• Keep your content evergreen 
by automatically replacing 
old ads With new campaigns. 

03 

Dynamic 
Ad- insertion 

02 

MEASURE 
Analyze your audience 
with our IAB and Podcast 
Working Group compliant 
statistics. 

Our statistics tools are 
supported by our 
knowledgeable staff. 

Streaming Media Services for the Smartest Businesses on the Internet 

or www.streamguys.com I sales@streamguys.com 
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GALLER 

WEATHER RADIO 
Model CRW-S With Same Decoding 

Sensitivity .28 microvolts for 12 dB quieting. All seven frequencies. 
SAME decoding demutes receiver, closes relay and gates audio 
to 600 ohm rear terminals. Another set of rear terminals has 
continuous 600 ohm audio output. Double conversion crystal 
controlled, crystal filter in first I.F., ceramic filter in second I.F. Dual 
gate MUS FET front end. 50 ohm coaxial input. Adjacent channel 
(-±25 kHz) down to 70 dB. 19" rack mount, 1.75" H, all metal 
enclosure. In stock — available for immediate delivery. 

THE WEATHER RADIO WILL NOW DRIVE A REMOTE SIGN BOARD 

GORMAN REDLICH MANUFACTURING CO 
257 W. Union Street Athens, Ohio 45701 

Phone: 740-593-3150 jimg@gorman-redlich.com 

www.gorman-redlich.com 

TRANSCOM CORPORATION 
Serving the Broadcast Industry Since 1978 

Visit our Website- www.fmamtv.com for updated listings 
Send your e-mail requests to: transcom@fmamtv.com 

Fine Used AM & FM Transmitters & New Equipment 

AM 
5 KW 2003 
12 KW 2001 
60KW 2007 

BE AM5E, solid State 
Nautel XL12, solid-state 
Nautel XL60 

FM 55 KW 2000 Harris DIGIT CD Exciter 
3.5 KW 2000 Harris Z3.5CD, solid-state 1-phase 
1.3/3 KW2006 Harris Digital Z6HD, solid-state 1-phase 
5 KW 1988 BE FM 5A 
10 KW 2004 Harris Z10CD, solid-state 
10 KW 1998 Nautel FM10, solid-state 1- phase 

10 KW 1988 BE FM 10A ( 2XFM5A Combined) 
35 KW 1990 Continental 816R5B 
35 KW 1991 BE FM35B 
Retuning and testing available - Call or email for quote! 

Miscellaneous Equipment 

Used Misc. Equipment Exciters 
BE FC30, SCA Generator Harris DIGIT 

Bird Model 8936, 10 kW air-cooled Continental 802B 
RF Load 

Harris N + 1 Controller 

OMB Sr. systems for radio complete with antenna and cable for under i5000 l 

2655 Philmont Ave., Suite 200, Huntingdon Valley, PA 

L  800-441-8454 215-938-7304 Fax: 215-938-736 
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Engineering Software 

• Create " real-world" coverage maps, interference 
studies, and population reports with Probe 41"' 

• Find STL broadcast auxiliary and Part 101 
microwave frequencies and generate PON letters 
with Microwave Pro.' 

•AM Pro 2"', used daily by FCC engineers, 
performs skywave and groundwave allocation 
studies and AM coverage mapping. 

•Map FM stations and discover upgrade possibilities 
using FCC minimum separations and contour-to-
contour methods with FMCommanderr' 

The Leader in 
Broadcast oft 
Engineering COMMUNICATIONS(*) 

R.F. Communications Software 
Software! and Engineering Consulting 

www.V-Soft.com (800) 743-3684 

NAVE WE 007 
oSTUFF FOR Y061 
Ita*For your Sage-Endec: Both the 3644 

Digital and Original SE-1822 Models 
S -Multi-Station Relay Adapters & Expande,. 

-Remote Controls with RWT Automation 
Interface 
-Automation Interface Modules, RWT & 
RMT activation 

el% * Phone Flashers with Door/Alarm 
Input: 
-Single Line 
-Multi-Line ( up to 12 lines) 

*Audio-Pod Mic Controllers: 
-With and Without Mic Pre-Amp & with 
Headset Amplifier 
-With IFB Talk-Back & Send Options 

*Mic-Pro Mic ON/OFF Controllers: 
ellift -Original Mic-Pro - Works with Studio 

Slave Auxiliary Relay Pack 
-Mic-Pro 2 - Stand Alone Mic Controller 

111111F *Studio Slave Auxiliary Relay Pack: 

et -8 Form-C Relay Outputs for Controlling 
Studio Functions, Muting, Signs, etc. 

*Studio Solid-State Relay: 

ei
-For Controlling 115VAC Lamps or 
other Devices, up to 5 Amps - Directly 
Interfaces with Slave Auxiliary Relay 
Pack and Phone Flashers, N.O.Contacts 

ce * or any 5-30VDC Control Input 
Silence Sense Detectors: 
-Relay Output I • 
-Pager/Dialer Output that Calls or Pages 
You, 2 inputs, 2 lines 

For details on these and other products for 
the broadcaster, please visit us on the web. 
give us a call, or contact your favorite 
distributor. 

2174 Chandler St. Camarillo, CA 93010 
805.987.7881 800-249-0487 

• Has your AM station lost coverage? 
• Is your AM ground system over 30 years old? 
• Has your ground system been damaged or vandalized', 

www.amgroundsystems.com 

866-22RADIO 

19111SICSIFITSt 
111«teriels.te.ontrElimir-rite 

mom». 

• 

=888-765-2900 

GET YOUR OWN COPY! 
Each month the Radio Technology Leader brings you 

the latest must-road ludrmustkra about radio broadcasting. 

your own FREE subscription go to 
www.myradiornaq.com 

form TODAY! 

ADVERTISER PAGE PHONE WEBSITE ADVERTISER PAGE PHONE WEBSITE 

Acoustics First 

Arrakis Systems 11,18-19,29,35 970-461-0730 

Bay Country 

28 888-765-2900 

16 877-722-1031 

BGS 23 352-622-7700 

Broadcast Software Intl 15 888-BSI-USA-1 

Burk 

Deva Broadcast 

DM Engineering 

Enco 

Gorman Redlich 

Graham Studios 

30 800-255-8090 

25 855-428-7272 

33 800-249-0487 

1,3 800-ENCO-SYS 

32 740-593-3150 

27 866-481-6696 

www.acousticsfirst.com 

www.arrakis-systems.com 

www.baycountry.com 

www.bgs.cc 

www.bsiusa.com 

www.burk.com 

www.devabroadcast.com 

www.dmengineering.com 

www.enco.com 

www.gorman-redlich.com 

www.graham-studios.com 

This advertiser index is a service to readers Every effort i • 

Inovonics 17 800-733-0552 www.inovonicsbroadcast.com 

Lynx Studio Technology 21 

Nautel Electronics 

714-545-4700 www.lynxstudio.com/radio 

12,14,20 902-823-5131 

26,28,34 

RCS 9 914-428-4600 

StreamGuys 31 877-287-2938 

Tieline 5 317-845-8000 

Transcom Corp. 32 800-441-8454 

V-Soft Communications 33 800-743-3684 

Wedel Software 13 415-992-7607 

2,7,36 252-638-7000 Wheatstone 

www.nautel.com 

www.rcsworks.com 

www.strearnguys.com 

www.tieline.com 

www.fmamtv.com 

www.v-soft.com 

www.wedelsoft.com 

www.wheatstone.com 

made to ensure accuracy, but Radio magazine cannot assume responsibility for errors or omissions. 
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Put the "A" in "EAS" 
by the Wandering Engineer 

The Blue Alert system was designed to give 

law enforcement the means to speed the appre-

hension of violent criminals who kill or seriously 

injure local, state or federal law enforcement 

officers. At the request of the Justice Department, 

the FCC is now considering the creation of a 

designated Blue Alert "event code" that will be 

disseminated by the EAS system. 

ong before anyone figured out 

that broadcasting could be 

entertaining, informative or that 

it could be financed by advertis-

ers (in fact, before radio could speak and TV 

see) broadcasting's most obvious and highest 

purpose was front and center: saving lives and 

property Everything else we do, good or evil, 

pales in comparison. If we don't do this, we 

have no legitimate reason to exist and "our" 

spectrum should be given away to unlicensed 

services, mobile alerting, and all those IoT 

devices and things that do good. 

That said, emergency communications 

are a complex topic, and an arena filled with 

special interests, including us broadcasters. The 

proposed addition of a "Blue Alert" exposes 

the complexity of this spooky world. Let's go 

through the basics. 

First: alerting and informing are two 

distinct functions. Alerting is a brief message 

that quickly and unavoidably tells people to take 

cover to prevent death or injury EBS did that. 

All EAS did was automate the alerting function, 

prioritize it and target it with a resolution of 

down to one-ninth of a county It is intention-

ally simple, fast, compact and language agnostic. 

Alerting has many enemies. The most perverse 

UPPORT MATIIRS 
(ireat support means finding the 

right support person at the right time 

nautei nautelcom 

is complexity As the alerting codes expand and 

the processing of those alerts becomes more 

complicated, the odds of failure and thus death 

and disaster increase. 

Second: every available means should be 

used to get the alert message out quickly and 

unavoidably. EAS was designed to create a 

"road block; when necessary. No matter what 

button you pushed on your radio or TV chan-

nel you turned to, you would be greeted with 

the same emergency message at the same time. 

Not so gloriously, many a broadcaster elected 

to delay certain messages to better fit in the 

program stream. Nonetheless, broadcasters 

were certainly correct in believing that under 

some circumstances, they could and should hit 

the alert button themselves. Many a broadcast 

weather department has identified a tornado 

long before the weather service managed to 

validate the situation, enter all the data and 

push the button. (This may become moot as the 

weather services shift to artificial intelligence 

and automate their processes.) 

Yesterday at 9 p.m., while I was on the light 

rail, all of the smartphones simultaneously went 

off with the age-old, skeuomorphic 853 and 960 

Hz tones from the EBS days of a quarter century 

ago. It was an Amber Alert. I tuned around, 

looked at a few web pages... nothing for several 

minutes, until broadcasters began posting their 

material. By default, smartphones will all alert. 

There were a few broadcast EAS receivers 

built that would automatically turn on/wake 

up, and of course, Weather Service radios do 

— but weather radios don't necessarily carry 

alerts that are not weather related, even storm 

surge is a recent addition to WX radio alerting. 

Probably the best part of "Advanced Emergency 

Alerting" (in progress as part of Next Gen 

broadcast) is that it more-or-less mandates that 

Next-Gen media devices be able to alert and 

then direct people to the relevant information. 

Third: informing is entirely a different 

matter, which may or may not follow an alert. 

Informing is what news departments do. 

There is no other establishment that aggre-

gates, parses, verifies, prioritizes, analyzes and 

presents and explains timely information. After 

"take cover" — alerts instruct us to "tune to 

our local station" for a reason. Obviously, only 

a handful of broadcasters take on this role, but 

for every square inch of this country, if not 

the whole world, there is at least one broadcast 

news organization that serves it. 

We can separate broadcasters into partici-

pating and none-participating stations, but in 

the end, it is a broadcast news organization that 

traffics in school closings, shelter locations and 

general directions. 

Katrina was a disaster, but it would have 

been orders of magnitude worse without 

broadcast news departments and broadcast 

engineers stringing up antennas and reviving 

communications equipment — with a healthy 

hand from the other guys with "free spectrum," 

and some know-how, the Hams. 

There is absolutely no other organization 

in our world, government or private, that can 

come close to performing this function. Con-

flating the functions of alerting and informing 

makes nothing but an incomprehensible and 

unmanageable mess. 

So, Blue Alerts? Only a bad person would go 

on the record opposing this, or any other use of 

emergency alerting and informing. And that's a 

problem. There are no adults in the emergency 

communications room to keep things that con-

flate the two functions apart or weigh the risks/ 

rewards of added complexity. 

We broadcasters have either given up or 

lost our lead in emergency alerting, and while 

they are low probability events, they are high 

impact. Only broadcasters have any chance 

at all of processing the information and 

distributing it, albeit now on many platforms. 

If we don't do this, we really don't deserve the 

spectrum. O 

The Wandering Engineer is an industry stalwart 
who has been in broadcasting since the days of 
Marconi and Tesla. He gives his thoughts on the 
current state of broadcast engineering and the 
broadcast engineer 
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A AK! S SYSTEMS INC. 

MARC-15 
MODULAR ANALOG 

the MARC is a next generation analog console that mixes 

analog and digital technologies with LISB PC sound card modules 

(on air software included). For today's cable infrastructure the MARC 

uses CAT5 cabling and RJ45 connectors (cables included). Three stereo 

buses plus dual conferencing 

phone hybrid mix minus buses 

handles the big jobs. 

very low 
profile tabletop 
design E fast access 
to level adjustments and cabling 

now with DANTE 
AnIP options 

visit our Website today for more information 

-1111141111 

Control room 
and 

Studio 
monitcrs 

conductive plastic 
faders and LEO lighted 
switches for reliability 
Socketed ICs for fast 

on site repair. 

CAT 5 cables 
for all 
input/output 



The Forever Console...Wheatstone LXE 

Adapt to new technology, new techniques, and new work-

flows with LXE. Completely configure/reconfigure your 

console - every button, knob, and display on the surface is 

fully programmable using our intuitive ConsoleBuilder' 

GUI/scripting interface. 

With ScreenBuilder"LXE, you can design dynamic custom 

touchscreen interfaces to augment LXE's extensive screen 

set. Beautiful to see and use. 

Need more input faders? Enable up to four layers to double/ 

triple/quadruple the number (up to 32) in 

the same footprint. 

LXE is built to last in every way. 

Learn more: wheatstone.com/Ixe 

%Wheotrtone 
BROADCAST AUP. 

phone 1.252.638-7000 I wheatstone.com I sales@wheatstone.com 




