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Scrambling/signal theft/
new TV standards




Mr. customer
we hear you.

Our friends told us “Sure Vitek
makes the best traps. But even
you aren't perfect.” So we listened.

And we built a better trap.

Introducing Thermalok?

Thermalok is the new Vitek Trap
that incorporates the most ad-
vanced technology in the world. It
addresses the two major concerns
of our customers. .. frequency
drift and weathering.

We solved the first concern...
frequency drift with temperature

variation .. .by introducing
Thermalok.* with its unique
dielectric assuring that the signal
remains trapped regardless of

temperature extremes (from 0°F
to 100°F).
We solved the second concern

.. deterioration by weathering

..with our truly revolutionary
“Molded Strain Relief Connector.”
The weakest link in the installa-
tion “chain” was the juncture of
trap and strand. From its first day
aloft, this joint began to deterio-

rate from the inevitable motion of

the winds.
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Quality and Innovation

The “Molded Strain Relief”
Device. applied over the back end
of the Connector, now adds suffi-
cient mechanical strength to
greatly lengthen the effective life
of the trap. It also provides a
highly improved seal against in-
gress by water, humidity or salt
spray.

Incidentally, the Molded Strain
Relief comes in a variety of highly
visible colors. so it provides added
service as a color indentification
tool in auditing.

Find out why it pays to add
some life to your security system.
Get more information on
Thermalok® Write or Call Augat/
Vitek Inc., 901 South Ave., P.O.
Box 111, Horseheads, N.Y. 14845.




Standard’s Agile 24:

“If it wasn't the best
receiver for the money,
we wouldn’t use it.”

American Television & Communication Corporations (ATC)

ATC is not the kind of company to pass out comments
like this lightly.

One of the oldest cable operators around— 1968 —with
more than 135 systems nationwide, ATC can afford to be
extremely picky when it comes to choosing the types of
equipment specified for their systems.

Which is why they took a long hard look at Standard'’s
Agile 24 receiver, putting it through its paces in such diverse
environments as Columbus, Ohio; Two Rivers, Wisconsin;
Kissimmee, Florida; and Raleigh, North Carolina.

ATC also liked the Agile 24's specifications, and price.
But it was nearly a year before they would let us say it.
They wanted to be sure, and we respect them for it.

Our relationship with ATC is no different than any
other customer. They expect quality, reliability and service
—and we're becoming known as a company that delivers
this and more.

In addition to the Agile 24 stand-alone, 24-channel
receiver, our TVRO product line also includes MSO quality
low noise amplifiers/block down converters, microwave
interference filters, and earth station antennas, plus full
system design service and field technical support.

Standard has the industry knowhow to put you
in the cable business or improve the quality of your
service.

Let’s talk about your specific system requirements.

@@ Standard

Communications
PO. Box 92151 « Los Angeles, California 90009-2151 « 213/532-5300
...the TVRO System people
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SPOTLIGHT 6
Frank Bias

Beginning with this issue, CED
inaugurates a new section highlighting
the industry’s engineers and technical
managers. This month, CED profiles
Frank Bias, vice president of science
and technology with Viacom
International. “The positions he takes
on tricky technical policy issues almost
invariably are adopted later by the rest
of the industry,” says Wendell Bailey,
NCTA vice president for science and
technology. A 40-year veteran of the
communication engineering business,
Bias’ professional affiliations are an
alphabet soup representing the key
societies: IEEE, SMPTE, SBE, NCTA, SCTE
and EIA.

COMMUNICATION
NEWS 14
Closer satellite spacing?

Birds positioned closer than two
degrees are ‘possible,’ but not
advocated, said FCC Satellite Radio
Bureau Chief Ronald Lepkowski at the
Satellite Communications Users
Conference, Aug. 28-30. Viacom
Cablevision may not have to worry
about LPTV interference at its Oroville,
Calif., system because the LPTV
transmitter itself may be affected by
interference. But the problem may
grow. The FCC approves cable’s 18 GHz
channel plan and Cox Communications
drops out of the Metronet project.

INTERFACE 19
New TV standards explored

There hasn’t been a group like the
Advanced Television Systems
Committee since the NTSC established
U.S. TV display and transmission
standards some 40 years ago. As the
NTSC set the specifications for our
current system, so the ATSC may
develop improved NTSC, MAC or HDTV
standards for the United States. The
NCTA, EIA, IEEE, SMPTE, satellite,
broadcast TV and equipment vendors
all are represented on the committee.

FEATURE 20

Video games no fad, but
CATV technology needed

Bill Frezza and John Gaby, manager and
lead software engineer with the
Metronet program of General
Instrument’s Jerrold division, argue that
video games aren’t dead. Single-user
games, pitting people against machines,
are in decline. But multi-user games,
pitting players against each other, have
already demonstrated enormous
appeal. CATV networks are the only way
to run these kinds of encounters, both
argue.

FEATURE 26

Fighting theft of service

Sam Towne, Gill Cable manager of
addressable devices and quality control,
offers practical pointers on organizing a
theft of service campaign. Secure top
management support first, he says.
Then organize your task forces and do
some serious research before audits,
inventory controls and converter
recovery programs are set up.

TECHII 31
RF and baseband
scrambling compared

Oak Industries scientists Vasudev
Bhaskaran and Mircho Davidov take a
look at encryption systems, weighing
each in terms of scrambling depth,
security, cost, residual effects on video
and flexibility. High scrambling depth
has to be weighed against cost, they say.
After summarizing and discussing the
various RF and baseband systems, both
recommend baseband digital methods.

PRODUCT
PROFILES
Character generators

This month, CED highlights equipment
manufactured by 18 companies.

40

Parental Control 43

Control of adult or other programming
by subscribers can be accomplished
through use of key lock traps or
addressable converter systems. In some
cases, this feature also can be provided
on an off-premise addressable system.
CED takes a look at the various options
available.
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About the Cover

Imagination is the heart of multi-user
video games and may have a future in
cable, say Jerrold’s Bill Freeza and John
Gaby in this month’s cover story. Artist
Malcolm Farley uses his imagination to
illustrate this concept on this month’s
cover.
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BFA Paint System $31,995
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D-5000 Character Generator $10.995

D-1512 Character Gene-ator $5,995
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D-1000 Character Generator $4,195
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Dollar for dollar,
our graphics
stack up better.

3M offers character generators priced
from $4,195 to $10,995. And our BFA
Paint System, priced at $31,995. In each
case you can pay thousands more for
comparable equipment without seeing any
noticeable difference in quality.

Our D-1000 Character Generator is
a self-contained, two-channel, fuil-featured
generator with 70 nanosecond resolution.

Our D-1512 Character Generator
is self-contained with two fonts, a genlock
keyer and 512 color possibilities.

Our D-5000 Character Generator offers
35 nanosecond resolution for broadcast
and production applications, over 150 fonts
and 512 colors. It's expandable to multiple
keyboards and channels.

And our BFA Paint System is a
stylus-operated, menu-driven art station
for broadcast news, weather and sports
graphics, with 16 million color possibilities.

Comparable paint systems seil for three
times the cost of our BFA Paint System.
And the savings are similar with our three
character generators.

So whether you're a small production
studio or a flagship TV station, don't make
adecision withoutlooking into 3M graphics.
Because the object is to look like a million,
not to spend a million.

3M Broadcast and
Related Products Division.

3M hears you
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Chances are when Frank Bias blows out the can-
dles on his 65th birthday cake this Oct. 1, he won't
be thinking about retiring. He'll be looking forward
to grappling with the latest technical challenges
confronting the cable engineering community.

Bias, who entered the communications field as a
student engineer in the test department of General
Electric more than 40 years ago, has seen cable ma-
ture from the mom & pop shops of yesteryear to the
40- and 50- channel megasystems of today.

He remembers the day when the industry was
run by technicians who climbed poles to bring TV
reception to areas that couldn't receive off-air pro-
gramming. And he recalls the time when Califor-
nians lined up in the rain to obtain the converters
that would bring them their first glimpses of pay-TV.

But perhaps his fondest memories are when, as VP of cable engineering for Viacom, he would put on
his hard hat and go see what the crews were doing on the system.

Bias joined cable in 1969 as associate director of cable technology for CBS Television Network. Before
then, he spent nearly 30 years in broadcasting, rising up through the ranks at GE. "It takes a lot of cour-
age to change careers at 50. Frank won the respect of everybody in the industry for doing that,” said joe
Van Loan, vice president of engineering for Viacom Cable.

A year later, when CBS divested itself of its cable interests, Bias elected to go with the cable side and
became transmission systems manager for Tele-Vue Systems Inc., now known as Viacom. In 1971, he
became director of engineering, and in 1974, vice president of engineering. Three years later, he trans-
ferred to New York, becoming vice president of engineering for the communications division of Via-
com International. There, he was responsible for the design and operation of cable systems, serving 300
thousand subscribers, and for the company’s MDS and television originating studio facilities. In 1979,
he advanced to vice president, science and technology.

At Viacom, Van Loan says Bias is looked upon as much as a father as a superior. “‘He is sought after
for his opinions, not just for technical advice,” he added.

Despite his achievements, Bias, who self-effacingly describes himself as a ’keeper of minutes, an
emptier of ashtrays,” has never sought the spotlight. “It has been said I'm more of an engineer’s engi-
neer,” he claimed.

But his contributions to the industry have not gone unnoticed.

“When | think of Mr. Bias, | think of a rock who represents a cornerstone of engineering efforts in
the cable industry, of someone who has attempted to bring a higher level of competence to the indus-
try from an engineering standpoint,” said Norman Weinhouse, Norman Weinhouse Associates.

“He is the Walter Cronkite, the dean of cable engineering,” said Wendell Bailey, NCTA'’s vice presi-
dent of science and technology.

During his two-year tenure as NCTA engineering committee chairman, “Bias infected the group with
a zest for excellence and service to the industry that transformed the committee from a closeknit group
of 10 to 15 people who met semi-regularly to 50 very active members who meet two days a week once
every eight weeks,’’ Bailey added.

And the positions which Bias takes on tricky technical policy issues almost invariably are adopted
later by the rest of the industry, Bailey said.

Besides being a member of the NCTA engineering committee, Bias is a fellow of the IEEE, an active
member of the Society of Motion Picture and Television Engineers, a member of the Society ot Broad-
cast Engineers and a senior member of the SCTE, from which he was named ““Member of the Year’’ in
1977. He also has been active on Electronic Industries Association’s and U.S. National Committee of
Broadcast Engineer’s committees. In 1979, he received the NCTA’s “Outstanding Engineering Achieve-
ment Award, Operations.”’

Perhaps, it is this commitment to cable engineering that keeps Bias from retiring. Especially at a time
which he deems critical to the industry’s future.

“I'm fascinated to see how cable’s relationships with the telcos, DBS and VCRs develop. I'm going to
keep working as long as | can.,” he reaffirmed.

—Constance Warren

Communications Engineering & Design



Our new FM microwave systems give you
cable compatibility and solid-state power
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Hughes FM Microwave Systems

Now you can enjoy the greater range and flexibility of FM along with
traditional Hughes AML system quality and dependability. Hughes FM
Microwave systems’inherent broadband andtransparent characteristics
make them ideal for networking, interties, regional advertising,
educational and TVRO fo head-end applications. Hughes designed and
manufactured GaAs FET amplifiers give you solid state power options
from Y2 wattto 2 watts. Oryou can choose our new optional klystron with
a design life in excess of ten years and 10 watts of output. These FM
Microwave Radios are currently available from 10.5 GHz t0 13.2 GHz.

Formore information write or call Hughes Microwave Communications
Products, PO. Box 2999. Torrance, CA 90509. (213) 517-6233.

AML — ANY MODULATION LINK

Creating a new world with electronics

HUGHES AIRCRAFT COMPANY

©1983
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AND SOMEWHERE OUT THERE
THE COMPUTER’S
JUST TOTTING UP PROFITS.

DBC addressability pays.

The computer may be in the basement,
across town or across the country.

But it knows who’s watching what

in this building. It’s taking orders

and itemizing bills.

Home-run or Loop-through, DBC can
design an addressable system that will
turn any building into a money machine.

DBC leads in addressability.

We’ve been at this quite a bit longer
than anyone else. And while the tech-
nology of addressability is upgraded
almost monthly, we conservatively judge
ourselves to be easily a year ahead of
any competitor

/MAY’mE

We know we'll retain that edge, because
we design and build almost every single
component in our systems. So the ability
to expand and to add on every innova-
tion that comes along, is built in.

] DBC addressable revenue comes

quicker, smoother.

Modernizing or replacing existing sys-
tems is quicker with DBC, and installing
new ones is a breeze. We have a proven
record of smooth, trouble-free, easily
monitored performance. And although
our technology is superior, we're eager
to keep our prices competitive.

DBC trouble-shooters know what
they're doing.

That’s because we do design and build
all the components. So our service
people are second to none...totally
familiar with every piece of equipment
and its function.

And those people are yours at a
moment’s notice.

/———‘\
v H ’YOlSILVER.I

N——

We are the biggest and most experienced
supplier in the profitable field of
addressable TV. You do not have a
systems problem we cannot address.
Which simply means, DBC must be
considered when you plan to set up or
replace any addressable system.

Please contact us.

DBC TURNS ALL YOUR TV'S INTO PAY TV'S.

Don Atchison

Route 3, Box 536 Lakeside Drive
Decatur, Alabama 35603 Tel: 205-355-8577

Addressable Systems

124 Belfield Road
Rexdale, Ontario Canada M9W 1G1
Tel: 416-241-2651 Telex 06-989357
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October

8-10: lowa Technical Seminar, sponsored by the lowa Ca-
ble Association, tutorial on modern cable television sys-
tems, Des Moines. Contact Jean Hamilton, (515) 245-7566.
8-11: Tennessee Cable Television Association Convention,
Maxwell House Hotel, Nashville. Contact Dan Walker, (615)
256-7037.

9: Southern California Chapter of Women In Cable Meet-
ing, Marina Marriott Hotel, Marina del Rey, Calif. Contact
Jeanne Cardinal, (213) 410-7312.

9-10: Satellite Technology for Non-Technical Managers,
New York City. Sponsored by Phillips Publishing Inc. Con-
tact Conference reqistrar, (301) 986-0666.

9-11: Blonder-Tongue SMATV/MATVICATV/TVRO seminar,

Summit Hotel, Dallas. Contact Sharon Leight, (201) 679-

4000.

10-12: Magnavox Mobile Training Seminar, Philadelphia.

Contact Laurie Mancini, 800-448-5171.

10-12: Telcos & Videotex, Sheraton Harbor Island Hotel,

ggn Diego. Contact Online Communications, (212) 279-
90.

12-14: SMATV/Private Cable Hands-On Workshop, Dallas.

Contact Burrull Communications Group, (608) 873-4903.

14-16: The West Virginia Cable Television Association’s

fall meeting, The Greenbriar, White Sulphur Springs, W.

Va. Contact (304) 345-4710

16-17: Videotex conference sponsored by the Yankee

Group, New York. Contact Lisa Caruso (617) 542-0100.

16-18: Mid-America Cable Show, Hilton Plaza Inn, Kansas

City. Contact Rob Marshall, (913) 841-9241.

16-18: Jerrold Technical Seminar, Columbus, Ohio. Con-

tact Kathy Stangl, (215) 674-4800.

17: SCTE’s Denver Chapter will hold an all-day ‘‘Basic Ca-

ble” tutorial at Denver University’s Driscoll Center. Con-

tact Sally Kinsman, (303) 696-0380.

17: Delaware Valley Chapter of SCTE Meeting, George
Washington Motor Lodge, Willow Grove, Pa. Contact
8Bruce Furman, (215) 657-4690 or John Kurpinski,(717) 323-
518.

17-19: Minnesota Cable Communications Association
Convention, Amfac Hotel, Minneapolis. Contact Mike Mar-
tin, (612)861-1166.

23-24: Videotex conference sponsored by the Yankee
grggp, Palo Alto, Calif. Contact Lisa Caruso, (617) 542-
100.

24-25: Blonder-Tongue SMATV/MATV/CATVITYRO Techni-
cal Seminar, Rodeway Inn, Bloomington, Minn. Contact
Eugene Foster, (612) 941-9800.

Looking ahead

Jan. 10-14, 1985: NATPE '85 Mo.

Jan. 30-Feb.1, 1985: Texas Cable Show, Convention Cen-
ter, San Antonio,Texas

Feb. 5-6: Arizona Cable Television Association Annual
Meeting, Phoenix Hilton Hotel. Contact Susan Bitter
Smith, (602) 257-9338.

April 14-17,1985: NAB, Convention Center, Las Vegas.
June 2-5: National Cable Television Association Annual
Convention, Convention Center, Las Vegas.

Aug. 25-27, 1985: Eastern Cable Show. Congress World
Center, Atlanta.

Sept. 18-20, 1985: Atlantic Show, Atlantic City.

Dec. 5-7, 1985: Western Cable Show, Convention Center,
Anaheim, Calif.

Checking response flatness for these units?

| ¢ = o
Accuracy o | | — °
4.5-450 MHz

MHz Ratio: 100 to 1

Call or write for
free color brochure

Available at major
CATV Distributors

it’s easy with Sadelco’s SC 450 Spectrum Calibrator

saue‘co. Inc- 75 West Forest Avenue, Englewood, New Jersey 07631 201+569-3323
General Representative for Europe: Catec AG Luzernerstrasse 145, 6014 Littau. Tel.041-559275 Telex: TELF1 78168
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10z.P>11b.C

Where P = Prevention and C = Cure

It took the NTSC about three years to agree on a format for broadcast television in
the United States. That was more than 40 years ago.

Today, a similar flurry of standards work is underway, and the outcome will affect
the cable, satellite, broadcast and consumer electronics industries for many years to
come.

Since 1982, a joint NCTA/Electronics Industry Association Engineering Committee
has been working on interface and compatibility standards for consumer devices
hooked to cable systems.

The ATSC, composed of broadcast, cable and satellite industry representatives,
has been at work for a little less than two years on transmission and display
standards for all television applications. In addition to setting specifications for
improved NTSC, the ATSC seeks accords on new 525-line formats like multiplexed
analog component systems. The group also is working on HDTV standards.

Last June, the FCC advisory committee on technical standards for DBS service
submitted its own conclusions on transmission, encryption and receiver protocols
for DBS. And a technical committee recently established by the DBS Association will
extend its predecessor’s work, beginning with receiver standards. The group will
concentrate on interference, antenna, receiver and satellite colocation issues, while
the ATSC focuses on signal format.

Like the ATSC, the DBSA committee is conducting its work in a flexible, public,
open manner. Chairman Harley Radin, vice president of Direct Broadcast Satellite
and Co., is looking for a low-key, constructive effort resulting in voluntary standards
for the industry.

Many of the group’s recommendations, like those of the ATSC, joint NCTA/EIA
and DBS advisory committees, witl have a direct impact on the cable industry.
Encryption standards, for example, will become operational issues for the industry
as HBO and other programmers scramble their signals.

New transmission, interface, and ultimately, new display standards also will move
from the realm of debate to the marketplace, in the process becoming issues of
finance as well as of technology.

Standards are money—for operators, manufacturers and programmers alike.
Most technical accords involve gains and losses—gains for suppliers and existing
users of the specified technologies, and losses for those who must replace, modify
or purchase proprietary systems.

As was the case when our 525-line NTSC television format was adopted, winners
and losers may be spawned as a by-product of technical decisions made now. There
can be few guarantees in such a process. But there can be little excuse for inaction
when the opportunity for input exists.

The ATSC and DBSA technical committees, as well as NCTA/EIA committees, are
forums for open debate and compromise. The cable industry can avoid rude
shocks if constructive participation occurs now, as the issues are discussed, and
before a concensus is reached.

sy Y T
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Now when you install CATV converters,
you can install Panasonic reliability.

When you install the new Panasonic  tuning for quick search and a built-in So now there is no reason to give

CATV converters for your cable holding bay for the remote when not  your customers just any CATV con-

customers, they'll be getting farmore  in use. Even an optional parental verter. Give them the performance

than just the reliability they've come  guidance key so your customers can — and reliability of Panasonic

10 expect from Panasonic. control the channels children watch. For information on how to supply
Take our TZ-PC110 with fuil-function When remote control isn't yet a your cable system with Panasonic

infra-red remote control It includes  customer priority, there's the “remote  CATV converters, call (201) 392-4109.

supscriber-oriented feaiures such as  ready” TZ-PC100. And it accepts our =

15-channel memory to make tuning  optional remote control unit at any Pa nasonlc

easier, two -speed up/down scan  time. since no field retrofit is needed. Industrial Company
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1.75°spacing ‘possible,” FCC says

NEW ORLEANS—Satellite spacing of
two degrees may not be the stopping
point, says FCC Satellite Radio Bureau
Chief Ronald Lepkowski. “Although
further reductions at C-band would be
costly, it’s a possiblility at Ku-band.”

“’Closer spacing would have to be ex-
amined, if only to determine whether
it's technically feasible or not,” he says.
“I'm not advocating it, but it must be
looked at as a technical issue.”

Lepkowski’s comments were made at
an FCC workshop at the Satellite Com-
munications Users Conference held
here Aug. 28-30.

Currently sitting on a pile of applica-
tions from 21 companies for 85 orbital
slots, the commission expects to de-
velop rules for allocating spaces before
the end of the year, he says. A lottery is
being considered as one option, and
FCC action is expected late this year or
early next year, Lepkowski reports.

The commission also will be taking a
look at what to do with non-conforming
antennas in the two-degree environ-
ment, and an exception policy may be
considered, he says. But he indicated
there will be no reconsideration of the
FCC's 29-25 log theta specifications for
side lobe performance.

While defending the commission’s
choice of the new specs, he acknow!-
edged that there may be some prob-
lems with smaller antennas. Still, he
argued that “the pattern is feasible and
meetable for most of the off-axis area,
depending on the type of traffic car-
ried.”

Other conference speakers dis-
cussed the prospects for DBS, and one
termed the outlook for European high-
power DBS ‘‘not good.”

HBO Vice President for Network
Planning Robert Zitter insisted that the
company will scramble all its satellite
feeds in 1985, using the M/A-COM
VideoCipher Il system. Zitter said HBO
would ship descramblers to its affiliates
by the end of the year.

Discussing Scientific-Atlanta’s B-
MAC encryption system, john Lowry,
chairman of S-A’s Digital Video Systems
subsidiary, focused on depth of scram-
bling. “We don’t believe the system can
be broken in audio, and estimate it
would cost $50,000 per box to descram-
ble video,” he said.

Using the Data Encryption Standard
algorithm, keys and codes are changed
four times a second, Lowry said. The
line translation scrambling system puts
sync information in the VBI and elimi-
nates the color and audio subcarriers.

14/October 1984

M/A-COM'’s Mark Medress, vice pres-
ident of Video Products, estimated that
VideoCipher !l would be in production
in November. The line segment dis-
placement scrambling system elimi-
nates all sync information and inverts
video. All addressing data and audio in-
formation are contained in the horizon-
tal blanking interval, he said.

VideoCipher il also uses the DES al-
gorithm.

David Beeching, director of market-
ing and sales for Oak Communications’
Satellite Systems Division, predicted
that two additional major programmers
would follow HBO's lead and scramble
their signals in 1985, with more jumping
in the following year.

Oak’s system uses analog video with
audio embedded and transmitted in
video. “To our knowledge audio has
never been broken on our system,”
Beeching said.

General Instrument’s Bill Lambert,

vice president of the firm’s Satellite Sys-
tem Division, gave a January 1985 pro-
duction target for the Star-Lok system,
which uses sync elimination and video
inversion scrambling. Audio and con-
trol data are inserted in the VBI, and the
system can be configured for IBM-PC
control. Using the DES algorithm, key
changes are made once every 25 hours.

Originally seen as a Ku-band DBS
product, Star-Lok is adaptable for both
cable and MDS use, Lambert said.

Also at the show was a new Ku-band
RF terminal by Scientific-Atlanta
Aimed at the common carrier market,
the compact transceiver is designed for
roof mounting and eliminates the need
for a shelter, said Mike Hooper, market-
ing manager for business communica-
tion with S-A. The RFT-1200 is designed
for voice and data applications.

Also showing a data system was An-
com, the Alcoa-NEC subsidiary. Hitch-
ing a modem to a DBS receiver, the
company demonstrated its method for
downloading data. —Gary Kim

FCC approves 18 GHz cable plan

WASHINGTON—On Aug. 8, the FCC
voted to allow cable operators to use 72
contiguous 6 MHz channels in the 18
GHz (17.7-19.7 GHz) band, instead of
the two non-contiguous 36-channel
segments previously allocated for cable
TV use.

The ruling resulted in the adoption of
a consensus plan recently proposed by
NCTA and four other 18 GHz band
users, namely Harris, Hughes, M/A-
COM and Ericsson. The plan called for
the reassignment of cable operator fre-
quencies into one contiguous band and
of the other users’ frequencies into
non-contiguous channels.

While no cable equipment has yet
been built for 18 GHz operation,
NCTA’s Director of Engineering Wil-
liam Riker said the previous frequency
plan would have required two AML sys-
tems for two-band operation. With the
new ruling, one AML system will suf-
fice, he sajid.

The FCC opened up the 18 GHz band
to cable operators in September 1983,
when it allowed operational fix service
users to share the CARS band with ca-
ble operators, broadcasters, common
carriers and other communications ser-
vices. Operational fixed service users
had occupied the 12.2-12.7 GHz range,
but were removed from those frequen-
cies in the late 1970s when the FCC de-
cided to reserve those channels for
DBS.

“The commission moved the OFS to
the 12.7-13.2 GHz band because it
would cause minimal displacement,”
said FCC’s Cable Bureau Supervisory
Engineer john Wong. Operational fixed
services wouldn’t need to buy or swap
equipment, just retune their transmit-
ters, he added.

But cable operators objected, saying
the extra load in the CARS band would
create interference.

The FCC also gave OFS users more
priority in the band, meaning their ap-
plications would be chosen over cable
operators’ filed the same date, Wong
said.

The FCC addressed the cable opera-
tors’ complaints by giving them two
36,6 MHz channel segments in the 18
GHz band.

But the NCTA petitioned the FCC ear-
lier this year, arguing that the two band
assignment was not cost-effective.

The consensus plan was formed later
and presented to the FCC as the best
possible solution to the cable operators
and other 18 GHz users’ concerns,
Riker said.

But even with the new channel align-
ment, cable operators will have diffi-
culty transmitting beyond an 8-mile
range, Wong said.

Riker agreed, saying,"We would have
preferred additional frequencies in the
12 GHz range.”

—Constance Warren
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Viacom safe from low power TV interference

PLEASANTON, Calif.—Viacom’s Oro-
ville, Calif., system may not need to
worry about LPTV interference because
the LPTV station may never be built. At
least, not at its original site, says Del
Heller, director of engineering for the
MSO.

The California operator previously
petitioned the FCC, objecting to Global
Village Channel 2's construction permit
because the station might interfere with
its reception of a distant signal transmit-
ted from the San francisco Bay Area.
The FCC denied the petition, claiming it
was filed too late.

But the transmitter site specified in
the original application is an AM radio
tower located in a low area of the com-
munity, surrounded by hills. The site
would restrict the station’s coverage
and keep it from reaching its full market
potential, Heller said.

Alsq, the station could run into some
interference problems caused by a
nearby lumber processing facility. Elec-
trical driers used to cure the lumber
generate significant electrical interfer-
ence in channels 2-5. This interference

could severely degrade the LPTV signal,
Heller said.

The LPTV station may loose its finan-
cial backing, as well. During conversa-
tions between the Viacom Oroville
plant manager and Global Village, the
LPTV station raised doubts about
whether its principal financial backer, a
Cambridge University offical, would
continue to support the venture. The
backer reportedly is concerned about
the site selection and potential interfer-
ence problems, Heller exptained.

But even if Global Village moves
ahead with construction, FCC regula-
tions will protect the California cable
system from LPTV interference. The sec-
ond user of a frequency, in this case
Global Village, must resolve any inter-
ference with a prior user. Viacom has to
document the problem, however.

The FCC window for filing objections
to LPTV construction permits is narrow,
and operators must respond promptly.

“Sure, we'd like to see a 30-day win-
dow for lottery permits instead of the
current 15 days,” Heller said. But nei-
ther he nor other industry members ex-

pect the FCC to change the deadline.

Heller said Viacom missed the 15-day
filing for Global Village because it
hadn’t been subscribing to a clipping
service that lists all FCC-related LPTV ac-
tivity. Even if it had, though, the opera-
tor would have only had one week in
which to repond, because the clipping
service doesn’t arrive at Viacom’s door
until one week after the FCC action is
taken.

In that week, the operator must deter-
mine expected interference levels,
based on well-documented calcula-
tions, and respond to the action. This
process usually takes two people two
days, Heller said.

Viacom has its own staff—Heller and
another employee—monitoring and co-
ordinating LPTV efforts for each Viacom
system. Cable systems also can sub-
scribe to services such as Comsearch’s
CLIP—Cable TV/LPTV Interference Pro-
tection—which will do the monitoring
and interference analysis for a fee.

Michae!l Morin, vice president, Mass
Media Services for Comsearch, says that
large carriers, such as Cox, and single
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headend systems alike are subscribing
to the service. The service costs $50 a
month for a small system.

Comsearch issues a report each time
an FCC action is taken and at the end of

the month. Interference analysis is
based on the predication method used
by the commission and takes into ac-
count the proposed LPTV station’s
power, coordinates and channel use;
the average terrain separating the site
from the headend; and the location of
distant signal transmitters.

Morin says 25 headends have signed

up for the service since its formal intro-
duction at the National Cable Show last
June. And he expects demand to grow.
“With the FCC granting 40 to 50 permits
amonth, LPTV interference is becoming
a serious threat. Two years ago, the ser-
vice may have been ahead of its time,
but now it's timely,”” he said.

Robert Bond, project manager for
broadcast communications services,
Compucon, disagrees. He cites com-
pany studies that show a lack of interest
in LPTV monitoring services.

—Constance Warren

Don’t throw traps away
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Lemco's new Trap
Saver puts them back
into service.

Insert the tool into
the trap and broken
tap F-port. Expand the
mandrel by turning on
the threaded stem
until it engages. Turn
the handle, and
remove the broken
piece.

Traps cost anywhere
from four to 17
dollars, and this tool
can save hundreds of
them.

Hardened steel, zinc
plated.
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Cox bows out
of MetroNet

DENVER—In early August, Cox Cable
Communications told Chase Manhattan
Bank officials it was withdrawing from
the home banking and cable interactive
service venture between itself, Chase,
the Jerrold division of General Instru-
ment and Sytek Corp., in which Gl
owns a controlling interest.

The decision, publicized early last
month, was made 10 months after Cox
and Jerrold announced their two-way
interactive video entertainment/video-
tex agreement.

Despite Cox’s withdrawal, Jerrold and
Sytek will go ahead with the project, Jer-
rold Spokeswoman Patti Reali said. And
Chase Manhattan “is continuing its rela-
tionship with Jerrold,” a bank official
said.

The agreement called for Cox and
Chase to develop the interactive ser-
vices, including home banking, and for
Jerrold to develop the Communicom
home addressable terminal. Jerrold and
Sytek were working together on the
MetroNet data transport network archi-
tecture and system protocols.

Referring to poor results from its San
Diego market trials, Cox Official David
Anderson said the company felt it had
been a pioneer long enough.”

The San Diego project lost half of its
subscribers whenever a fee for the in-
teractive services was charged, Ander-
son reported. Fees ranged from $5.95 to
$7.95 and a total of 1,000 subscribers
participated in the project over a three-
year period.

Anderson cited the lack of commer-
cially available hardware as another rea-
son for the operator’s withdrawal.

While Cox believes interactive ser-
vices are not commercially viable now,
it will continue to monitor the field and
has left its Enhanced Cable Services de-
partment, which used to head the vi-
deotex venture, intact, Anderson said.
The operator also will continue its ef-
forts in pay-per-view.

Jerrold is not so skeptical.

The company is continuing to back
the project. The Cox withdrawal only
really affected our manufacturing
schedule,” said Bill Freeza, MetroNet
program manager.

“Production will have to wait until
there is a customer,” he added. And
market trial units, originally targeted for
the fourth quarter of 1985 deployment,
will be held back until Jerrold firms up
its plans.

—Constance Warren
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There was a time when communications were simple . . .

C-COR
keeps it

Feedforward

C-COR's new FT-500 Series
feedforward trunk
stations offer arare
combination of
sophistication and £ET
simplicity. For one thing, the WS-
circuitry contains a genuine breakthrough
in broadband amplifier design. A superior
delay line called the Triple S™ (Sealed Signall
Synchronizer) is cast in a ceramic material,
protecting this critical component from
moisture, heat and misadjustment. The result:
stable performance over extreme temperature
variations. Typically, distortions produced by an
FT-500 Series trunk are 18 dB below those of a
standard amplifier. A system'’s reach can be
extended by asmuchas 50 percent,
Furthermore, an FT-500 Series trunk has only six
adjustment points. It's as easy to setup as a
standard amplifier. It's sophisticated, yetsimple.

Call or write today for the full feedforward story.
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A condominium is

only as good
as the amplifier
that feeds it

An absolute beauty. Sits smack on the water. 18-hole golf course. 43 tennis
courts. 129 boatdocks. Indoor plumbing. The works. But when they watched the
Olympics, they couldn’t tell Mary Lou Retton from Bela Karolyi.

Enter Broadband's line of high-performance
amplifiers.

Designed for CATV, SMATV and MATV home-run
or branching systems, our Super Multiple Dwelling
Amplifier (SMDA) and Flexible Muitiple Dwelling
Amplifier (XMDA) meet most requirements for
apartment, condominium, hotel and motel distri-
bution systems.

A single SMDA or XMDA can service an apart-
ment or condominium of up to 200 units. That's a
lot of cranky people off your back. And with three
levels of surge protection and the usual Broadband
reliability built in, they stay off.

Both units are super-flexible and feature a wide
range of options; each can be customized to your
system’s requirements.

In the SMDA you get our top-of-the-line unit with

SMDA: Flexibility with two-way capacity.
300 MHz & 440 MHz bandwidths.

20 to 40 dB gains.

Plug-in return amp for 2-way operation.
Push-pult hybrid circuitry.

120 volt line- and 30/60 volt cable-power options.
Variable gain & slope controls.

Plug-in pads & equalizers.

Extruded aluminum housing.

Three levels of surge protection.

Reader Service Number 11

bi-directional capability. The XMDA will fill most
current needs. It lacks two-way capacity but offers
virtually the same options as the SMDA — and at a
price competitive with the least expensive apart-
ment amplifiers today.

Broadband-engineered and guaranteed, both
units have push-pull hybrid circuitry and are capa-
ble of full channel loading at the design bandwidth.

Tough and dependable, these units offer the
maximum in flexibility and performance. No condo
should be without one — and no system that
services condos, hotels or motels should be with-
out enough.

For additional info on specifications or pricing,
call us toll-free at 800-327-6690, or write Broad-

band Engineering, Inc., 1311 Commerce Lane,
Jupiter, Florida 33458-5636.

XMDA: Flexibility at low cost.

300 MHz & 440 MHz bandwidths.

20 to 50 dB gains.

Push-pull hybrid circuitry.

120 volt line- and 30/60 volt cable-power options.
Variable gain & slope controls.

Plug-in pads & equalizers.

Power-passing option.

Extruded aluminum housing.

Three levels of surge protection.

({7 BROADBAND

Quality and Innovation



=nteriace

ATSC explores new TV standards

By Gary Kim

NTSC: Frequency-multiplexed chrominance

Audio Audio
and Chroma Luminance and
Data Data

MAC: Time-multiplexed chrominance

NTSC uses a subcarrier at 3.58 MHz to encode color,
producing hanging dots, dot crawl and luminance/
chrominance crosstalk when the signal is demodulated.

There hasn’t been a group like the
Advanced TV Systems Committee since
the National Television System Com-
mittee established U.S. television dis-
plays and transmission standards. But
if, or perhaps when, our current 525-
line format is abandoned in favor of
another, it will in large part be the work
of the ATSC. Representing a consor-
tium of associations and interests in-
cluding broadcasters, the NCTA, EIA,
IEEE, SMPTE, U.S. equipment manufac-
turers and satellite broadcasters, the
ATSC was spun off about a year and a
half ago from the Joint Committee for
Intersociety Cooperation. The JCIC is a
Washington, D.C.-based standards
group including many ATSC members.
“The ATSC is really the same as the
NTSC committees were, although there
aren’t as many manufacturers as then
and the regulatory climate is different—
less regimented,” says ATSC executive
director Dick Green.

The group currently is organized into
three major technology groups, each
exploring different evolutionary paths
for television in the United States.

The first group is looking at improved
NTSC formats. Technology Group Two
is looking at enhanced versions of
NTSC such as multiplexed analog com-
ponent systems. Group Three is work-
ing on standards for high-definition
television systems with twice the reso-
lution as NTSC, wider aspect and stereo
sound.

Each technology group has various
subcommittees working. The Tl group,
for example, has a task force examining
transmitter, receiver, and camera im-
provements. In addition to new pro-
cessing techniques such as prefiltering
and predistortion, the ""NTSC Zero
Plus” task force is taking a look at digi-
tal frame stores, a step beyond digital
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processing. The Tl group is planning on
demonstrating its improved NTSC for-
mats in November.

The T2 group proposed "strawman’’
specifications for improved 525-line
MAC signals in July of this year, and ex-
periments with the new standards are
being conducted by such companies as
CBS, Comsat, Scientific-Atlanta and
Phillips, Green says. "The important
thing is that the group has agreed on
the key parameters for satellite distribu-
tion. The system is FM-transmission op-
timized, and among the significant pa-
rameters is line-alternating color to pre-
serve bandwidth.”

Green says this format isn’t good for
studio formats, where color on every
line is still preferable. Chrominance,
luminance and compression ratios also
have been set, he adds.

The T3 group had developed its
HDTV "straw man”’ early this year, and
already has passed the standards along
to the Consultative Committee for In-
ternational Radio (CCIR), which reports
to the I[nternational Telecommunica-
tion Union. The CCIR meets every four
years, and recommended the existing
standards for digital stereo, Green says.

"That was a heartening development
for us, because it established an envi-
ronment for a worldwide studio format
for HDTV,” he adds. The T3 group is
working on a preliminary standard that
has to be approved by the U.S. State
Department, and Green expected to
send those specifications in during Sep-
tember. The 1125-line system proposed
uses a 60-field, component encoding,
5x3.33 aspect ratio format. "The big
question is whether the 50-hertz coun-
tries, especially those in Europe, will
agree,” according to Green.

The Asian and European broadcast
unions participate in ATSC meetings,

MAC formats compress luminance and chrominance
information, transmitting them serially. Theresultisa
reduction in nonlinearities such as group envelope delay.

and Green reports good cooperation
with them, although he says it’s too
early to tell whether the Europeans will
buy the 60 Hz standards. ""The issue
now is how much it will cost to convert
from a 60 to a 50 Hz format,” he says.

The Japanese have been working on
HDTV for 14 to 15 years and have done
more technical work than anybody,
Green says. The ATSC’s system is very
similar to theirs. But Green said the cur-
rent specifications are a proposal, not a
recommendation yet.

With so many diverse interests repre-
sented, it might be supposed that the
level of discord or disagreement is
large. Green says it isn’t. "Nobody’s
locked into a big investment on any
particular system yet, so the general at-
titude is 'let’s develop the best possible
technical system,’ instead of fitting the
standards around an existing set of
components.”

It might also be supposed that the
objectives of the groups are antagonis-
tic. Again, Green says it isn’t so. ""There
are applications for all three systems.
Better NTSC is a good idea no matter
what. And we also need a better FM
transmission system. Studios really can
use HDTV—perhaps an electronic
equivalent to 35mm film."”

In a sense, the three sets of standards
can be seen as a progression: better
NTSC first, improved NTSC in the me-
dium term and HDTV as a long-term
system.

If everything goes according to
schedule, the CCIR will make a deci-
sion on the ATSC proposals in October
1985. Before that the U.S. State Depart-
ment will have given its blessing, pre-
sumably in April 1985.

"We're well on our way to a world
HDTV standard—at least we’ve got a
good shot at it,”” Green says.
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‘The renaissance of

video games

Recent developments in broadband communications technology have made possible an entirely new form of interactive enter-
tainment—the multi-user game. This article describes this new type of social encounter and explores the psychological aspects
that differentiate multi-user games from traditional arcade type video games. The underlying network technology also is de-
scribed—specifically, the MetroNet network being developed by General Instrument.

By William Freeza, program manager,
and John Gaby, lead software engineer,
MetroNet, Jerrold division, General
Instrument Corp.

Suppose—just suppose—that tonight
when you come home from work you
can dial a number on your telephone
and the drama that unfolds on your (TV)
screen stars—you.

Thus began an extraordinary article
written by Bob Lucky in 1979', which
envisioned the evolution of person vs.
person, computer mediated video
games in which hundreds of players,
each in the comfort and anonymity of
their own home, could simultaneously
participate in a new interactive enter-
tainment medium called the GameNet.
When Lucky’s article was written, the
technology was too expensive for com-
mercial introduction and the circuit-
switched, twisted pair telephone net-
work could not support the kind of data
traffic that would be generated. Now,
thanks to five years of declining semi-
conductor prices and new broadband
data communications architectures that
utilize two-way cable TV systems, sub-
scribers will soon be offered the vicari-
ous thrill of victory and agony of defeat,
along with more traditional forms of en-
tertainment like HBO and ESPN.

Most significantly, these new enter-
tainment products will directly address
the issues that contributed to the fading
popularity of today’s videogames, hope-
fully ushering in an era of sustained
growth in non-passive video entertain-
ment.

Loosing ‘kick’

In away, Lucky foresaw the decline of
the videogame industry long before it
peaked when he observed that “there is
something unsatisfactory about a ma-
chine as an opponent.” Just like a drug
to which a user becomes addicted, sin-
gle-user videogames loose their "kick.”
The technology did for a time adapt,
moving from Pong to Pac-Man to laser
disc games like Dragons Lair, but it was
quickly outpaced by the videogame jun-

kies who became bored with the robot-
like sameness of each new game. Down-
loading the same games over one-way
cable or dial-and-dump telephone
connections fails to address this “’habit-
uation’”’ problem. Such approaches
merely offer different delivery econom-
ics for a product that has been shown to
have no staying power. Mattel, like
other manufacturers, did attempt to
bring in a human element with its two
player Intellivision. The logistics of find-
ing flesh and blood opponents of the
appropriate caliber, however, proved
too difficult, and the restriction to two
players proved too limiting.

Network based multi-user games, in
contrast, pit human ego against human
ego, individually or cooperatively, with-

out requiring players to get together.
They capture the essence of role playing
fantasy games like Dungeons and Drag-
ons and add the real-time action of air-
craft flight simulators. Literally hun-
dreds of interacting players can come
and go from a never-ending game scen-
ario constructed as a microcosm of life
—complete with heroes, villians, friend-
ships, coordinated group action and
serendipitous encounters. Most impor-
tantly, the system does all the hard
work. It creates and maintains the set-
ting for this social encounter, matches
up allies and opponents and provides a
learning environment for novice users
who need an experienced guide to
show them the ropes, providing an elec-
tronic dude ranch of sorts. The level of
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difficulty, as well as the mix between in-
tellectual activity and reflex action re-
quired for any game, can be adjusted
for the particular target market. A given
game also can evolve as the player pop-
ulation matures, i.e. when the initial
"’kick”” begins to wear off as determined
by on-line usage statistics.

An earlier example of these concepts
can be found by looking at the experi-
ences of a computer-based education
system called PLATO. Research began
on PLATO at the University of lllinois as
early as 1960. By the late 1970s, a system
had evolved that could support as many
as 600 simultaneous users in 18 states
across the nation. While PLATO's pri-
mary use was for education, it had a
number of unique and interesting char-
acteristics, which made it suitable for

other purposes as well. The system con-
sisted of two mainframe computers con-
nected to about 1200 terminals over
lines supporting a data rate of 1200 bits
per second. It was unique in two ways:
all the terminals were the same and all
used high resolution graphics. These
characteristics, combined with a versa-
tile interprocess communications facil-
ity and a relatively free environment,
paved the way for the development of a
number of highly sophisticated interac-
tive computer games.

Naturally, the first games to evolve
out of this environment were a series of
sophisticated single-user games. Al-
though the initial single-user games
were very popular—so popular that ac-
cess to all games was permanently re-
stricted to only very unreasonable

hours—they involved relatively straight-
forward interaction of the individual
and the computer. The interactive
multi-user games that came later
quickly eclipsed them in popularity.

Successful pioneers

The first truly successful multi-user
game was a space wars game called Em-
pire. The game was based on both strat-
egy and reflex and allowed up to thirty
simultaneous players to combat for the
domination of the universe. Rather than
being a free for all, however, the players
were divided into six teams and were
forced to cooperate with other mem-
bers of their team to achieve their goals.
The game was an overwhelming suc-
cess, notwithstanding the access restric-

We step into the exclusive “Prancing Pony” tavern where the mighty dwarf fighter Crush and his faithful side-
kick Orange are making arrangements for one of their more harrowmg adventures.
It seems that Crush had decided that he would like to make a sojourn to level five or maybe six of the dungeon

(not an undertaking to be taken lightly), and he had posted a notice on the castle bulletin board to this effect.
Crush’s fame as a leader “extraordinaire’” soon lead to a veritable flood of applicants. In a short time the party
had acquired Aryel and Big Daddy, both powerful priests; Volcker, a wizard of great power, two lower level fight-

ers, and the secretive and powerful Samurai Kahn.

"The party is almost complete,” muttered Crush. "We need
only a good thief to handle the traps, and we can be off.”

Bowman, one of the lesser fighters in the party, spoke up:
"Crush, | am concerned about the strength of our party. We
only have one wizard and not enough fighters to cover our
rear.”

“Look,"” replied Crush, "'when [ venture that deep I like to
travel lean and mean. No dead wood. Volcker is one of the best
wizards in the business, and Kahn saved my life.”

Just then a short woman, seemingly hardly more than a
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child, entered the tavern and cast her eyes about. "’/ am look-
ing for a dwarf named Crush,” she said. "I am called Elenor,
and am an excellent thief. | would like to join your party.”

At this point Crush almost choked, roaring with uncontrolla-
ble laughter. ""A hobbit thief2’" he managed at last. "Now ['ve
seen everything. Look, kid, why don’t you run along before
you get hurt. We are going on a serious trip and don’t have
time to babysit."”

"At least let me buy you a drink,” Elenor asked, producing
money from a fat purse.

1
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Crush quickly recognized the purse to be his very own. Bellowing like a stuck pig, he reached for this young up-
start who dared to pick his pocket ready to crush and destroy. But even as he prepared to attack his opponent, a
dagger appeared, as if by magic, in Elenor’s hand, and Crush was stopped with the point poised at his throat.

A smile broke out on Crush’s face. He laughed and said: “You’re a good kid. Welcome aboard!”
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tions. Empire logged an excess of 270
hours of usage a day and sustained this
rate over a period of three years.

Oubliette was another successful
multi-user game. The game’s principle
design goal was to provide a computer
mediated version of the role playing
fantasy game of Dungeons and Drag-
ons. Oubliette was quite complex. The
player took the role of an adventurer
who joined with a band ofi other players
to explore a vast dungeon filled with
marvelous treasures and perilous dan-
gers.

Cooperation amongst players was es-
sential. Players met in “taverns’’ and
formed parties.

To provide a “feel” for how the game
was played, a dramatization of an epi-
sode typical of Oubliette is presented
on page 21. The example illustrates the in-
terplay of game action and player imagi-
nation, so important to the success of
multi-user games.

it is important to note that even cas-
ual players of games like Empire and
Oubliette tended to get caught up in the
spirit of the game and began to strongly
identify with various aspects of the fan-
tasy. In Oubliette, the ""fantasy” attach-
ment became so pronounced that char-
acters and the equipment they acquired
were actually bought and sold for real

money. There was even one case in
which a “fully equipped’ character was
sold to another player for $100.

Although fancy graphics and real time
action enhanced this fantasy attach-
ment, they were only incidental to the
multi-user interaction. This interaction
is central to the psychological aspects
that keep the players coming back for
more.

The centralized architecture of the
PLATO system provided a technical so-
lution to some of the problems involved
in writing and operating multi-user
games, but it had several severe limita-
tions precluding its use as a commer-
cially viable delivery system for games.
The most serious defect was the com-
munications medium. The University of
lllinois campus frequently used direct
microwave connections. Off campus,
however, telephone lines had to be
used. Bandwidth restrictions limited the
amount of information that could be
exchanged with the terminal. This alf
but preciuded distributing the “smarts”
of the game by downloading the game
itself to the terminals. It also limited
what was possible in the area of real
time animation since it was not possible
to send sufficient information to the ter-
minal rapidly enough for sophisticated
effects.

A second problem came from the use
of large mainframe computers, which
ran the game programs. Although
PLATO could boast up to 600 simulta-
neous users on their two mainframes,
this was only true if people used educa-
tional programs, which generally re-
quired a lot of thinking and very little
computer time. Games were very much
more CPU intensive. The system could
handle no more than 80 simultaneous
game players, and then only if the
games were well-written and allowed
only minimal real-time action.

The ‘MetroNet’ fit

This is where MetroNet comes in, a
broadband, distributed, packet-
switched network under development
by General Instrument and its Sytek af-
filiate for use in two-way CATV sys-
tems. MetroNet is designed to support
a variety of interactive residen-
tial data services (commonly referred to
as videotex) including bank-at-home,
shop-at-home, electronic mail, pay-per-
view movie purchases and other forms
of electronic information retrieval. Uti-
lizing between one and six regular TV
channels, MetroNet divides the allo-
cated spectrum into multiple 300 KHz
wide, 128 kbps data channel pairs. Each
channel pair can be shared by terminals
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on the system using a carrier sense mul-
tiple access with collision detection
(CSMA/CD) protocol. Two-way connec-
tivity between upstream and down-
stream data paths is achieved via a sim-
ple packet repeater in the headend.

The terminals that operate over Met-
roNet are entirely RAM (random access
memory) base. This means that the op-
erating system, communications proto-
cols, and animation software can be
downloaded over the cable, rather than
burned into ROM (read only memory).
This allows for the distribution of the
“smarts” of the games, offloading the
central computer to such an extent that
a small and inexpensive minicomputer
can handle many more players than a
large mainframe could in a centralized
architecture. An inexpensive, semi-cus-
tom video chip set also is being devel-
oped, which will allow the terminal to
perform dynamic perspective scene
generation in real time. The parameters
describing a scene (for example a battle-
field covered with buildings, mountains
and enemy tanks) can be stored locally
in the terminal, with images being gen-
erated and displayed on the TV screen
from the ever-changing perspective of
the player. Each player will seem as if he
were driving along, looking out the
front window of his tank. The “moves”’

of the other tanks, which are really
other players on the network, are trans-
mitted at periodic intervals over the 128
kbps data channels. The terminal soft-
ware will interpolate positions between
updates. This allows for a completely
distributed implementation of a multi-
user action game, solving the perfor-
mance and economics problems en-
countered with PLATO and other sys-
tems like it.

While the single-user videogame in-
dustry is undoubtedly in decline, it is
important to realize that video games
are not just another hula hoop fad. Atari
and Mattel may not have hit the mother
lode, but anyone who has been or has
known a videogame junkie has to be-
lieve that there is something basic bur-
ied in the human psyche waiting to be
tapped by a more sophisticated form of
this entertainment. The thrills and stim-
ulation involved in personally confront-
ing risks and challenges, the camrader-
ie that occurs when groups with a com-
mon purpose are under pressure, and
the opportunity to achieve recognition
from one’s peers through heroic (or vil-
lianous) deeds are separated from the
disincentives that accompany such ac-
tivities in real life. One’s failures in the
fantasy world remain anonymous and
can quickly and safely be forgotten. Per-

sonalities can be changed or discarded
at will, with no external repercussions.
Prejudicial barriers, so apparent in the
real world, do not bar individuals from
experiencing the satisfaction inherent
in attaining and and maintaining leader-
ship positions.

Interactive video entertainment is
destined to become weaved into our
lives, just like the passive entertainment
media have in the past. Piggybacked
onto emerging videotex information
and transactional services, these multi-
user games address the very shortcom-
ings that caused the earlier games in-
dustry to run out of gas. Satisfying the
entertainment needs of the first com-
puter literate generation is going to take
more than finding another way to de-
liver movies. After all, CATV, DBS, LPTV,
SMATYV, broadcast television and VCRs
all ultimately peddle the same product.
What multi-user games are really trying
to do is to harness the imagination and,
until someone can figure out a way to
control dreams, what could be more en-
tertaining and/or profitable?

1)R. W. Lucky, “GameNet,” IEEE
Communications Magazine, November
1979.

2) PLATO is a service mark of Control
Data Corp.

3) Oubliette is a trademark of Bear
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Practical pointers
on signal theft

By Sam Towne, Manager,
Addressable devices and
quality control, Gill Cable

The technological advances that have
made possible the cable industry’s ex-
panded channel capacities, tiered pre-
mium services, descramblers, address-
able and pay-per-view functions also
have created new theft of service prob-
lems. You can't just rely on audits of ille-
gal connections to control theft of ser-
vice problems. You also must confront
converter tampering, inventory con-
trols, descrambler recovery, theft of
equipment, investigations, prosecu-
tions and civil suits.

Theft of service is a complex problem.
And all too often the impact of theft is
underestimated and the subject is rele-
gated to the “we ought to get around to
that someday” category. By the time the
subject comes up again, it is usually in
the context of the extensive impact on
system revenue due to unchecked theft
of service.

As a result of my own involvement in
combatting theft of service and discus-
sions with many others, it has become
apparent to me that nearly every suc-
cessful anti-theft of service program has
the same basic elements.

Clearly the most important element
of a successful effort to curtail theft of
service (and theft of equipment) is a
wholehearted commitment from system
management.

Nearly as critical is the selection of
personnel to coordinate and implement
the program. Depending on the size of
your system and the extent of your theft
of service problem, it is advisable to
limit the number of people involved at
this level. Situations may evolve that re-
quire secrecy, so discretion must be
one of the attributes considered in se-
lecting the people to spearhead the pro-
gram.

Use a task force

| suggest a task force approach with
five specific areas of responsibility.

B Internal: Examine inventory con-
trols, company policies and procedures,
make necessary recommendations and
coordinate implementation.

B External: Conduct research to
identify specific kinds of theft of service

and the extent of each type; recom-
mend and implement action plan.

B Community: Responsible for
contacts with local law enforcement,
community relations, press and public-
ity.

B Recovery: Establish and coordi-
nate recovery of descramblers from dis-
connected and delinquent accounts.

B Legal Remedies: Consult with le-
gal counsel, coordinate support effort
for civil and criminal prosecution, ap-
pear as witness where necessary.

This does not necessarily mean that
you need a minimum of five people as
some of these functions can be com-
bined. The important element is that re-
sponsibilities be clearly defined.

The objectives of this task force are to
analyze the nature, extent and impact of
current theft of service problems; rec-
ommend a course of action; and imple-
ment a coordinated plan approved by
management. The group also should
review policies and procedures and
make recommendations on preventative
measures. The ultimate objective is, of
course, to convert the majority of those
now stealing service to paying subscrib-
ers.

The task

The first priority is to define the char-
acteristics and extent of each type of
theft within your system. What is
broadly termed “theft of service” can
be more appropriately separated into
four different categories.

B lllegal connections external to
the residence (which would include re-
moving premium service negative
traps).

B Tampering with cable company
equipment within the residence, includ-
ing descramblers, converters, etc.

B Theft of equipment from the ca-
ble company or from subscribers either
by cable company employees or non-
employees, including subscribers who
fail to return rented descramblers.

B Unauthorized sale of descram-
blers, positive traps, etc. not owned by
the cable company.

The objective is to gather as much fac-
tual information as possible. The imme-
diate benefit of this research is that you
can concentrate your initial efforts on

the most correctable problems. This
approach may seem to be obvious and
simplistic, but ['ve talked to many peo-
ple in the cable industry who were frus-
trated trying to control a theft of service
problem they had never taken the time
to analyze.

In the case of illegal connections, if
you currently have an audit team, do
not accept their numbers at face value
until you have done a sample audit to
confirm them. One of the important
questions to consider is whether sub-
scribers are connecting themselves or
being connected by others in the busi-
ness of making illegal hookups for
profit. Another important question is
what percentage of disconnects are
missed, leaving the drop activated, and
creating an unauthorized connection to
be caught by a later audit. Once you
have the answers to these questions,
you may want to take a good look at pol-
icies and procedures in this area.

Probably the best way to get some
data on decoder tampering is to con-
duct an exchange program. Select a
suitable sample of subscribers that have
decoders and send representatives out
to exchange them for other units. By
testing the units recovered in this man-
ner, you can determine the extent of
subscriber tampering. This is most
effective if you target subscribers who
have only the lowest priced pay service.
If you find a significant percentage of
tampered units in this group, you will
also want to sample other single service
groups.

Another source of information about
subscriber tampering and unauthorized
sale of descramblers comes from tips
phoned in by honest subscribers. We
have operated a secret witness tip pro-
gram for approximately three years and
received hundreds of verified tips, in-
cluding several that resulted in arrest
and conviction of thieves. We offer a
reward for information that is verified
and results in recovery of our equip-
ment and/or arrest and convictions.

Don’t overlook information available
from your own employees. Make sure
they know who to contact with any in-
formation they may have and encour-
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age them to report any suspicious situa-
tions.

Watch inventory

Although you may not have any inter-
nal theft problem, don’t neglect to
study your company’s inventory control
system for descramblers. One of the
program objectives is prevention, and
the inventory controls are a vulnerable
area.

There are several functions that
should be examined for potential im-
provement.

B Shipping and receiving docu-
mentation and reconciliation.

B Warehouse security and access
control.

B Issue and return controls and
reconciliation.

B Return of units picked up from
disconnecting subscribers.

Inventory control of de-
scramblers is a difficult area to cover.
One method that has worked well for us
is flow charting of all processes in han-
dling of descramblers, assigning each a
location and status code, and inputing
each change of status or location into a
computer equipment inventory data
base. For example, device serial number
1234 is issued (status) to installer num-
ber 456 (location) and when it is in-

stalled in a home, the account number
of that subscriber becomes the new lo-
cation code.

We use a locker system for issuing
devices to installers and the unused de-
vices are returned to the locker at the
end of the day. The inventory is recon-
ciled the next morning against the com-
pleted work orders and additional units
are issued.

One of the more unpleasant aspects
of theft of service is that occasionally
cable company employees become in-
volved. The vast majority of employees
are honest, and they will most likely let
you know if they suspect that some
thefts are occurring. If you have reason
to believe employees are stealing des-
cramblers, the first step is to determine
where and how the units are being sold.
Are they selling to individual subscri-
bers or to a middleman?

One common thread that seems to be
prevalent in employee thefts is narcot-
ics or alcohol abuse.

Recover converters
Descramblers are a common theft
item in residential burglaries. You
should have someone in contact with
the police burglary investigation unit
who can obtain assistance in identifying
recovered descramblers and ‘ensure

they are to returned to your company or
the proper subscriber. This is also an
excellent way to establish a good work-
ing rapport with the local police agency.
Your subscriber agreement should
cover the policies and responsibilities of
the subscriber in the event the descram-
bler is stolen or destroyed.

More descramblers are lost by sub-
scribers failing to return them than are
stolen. In many states, including Califor-
nia, failure to return rented or leased
personal property is defined as theft,
provided that there is a signed rental
agreement and certain steps are taken
to attempt recovery. Check with legal
counsel concerning similar laws in your
state.

The most successful way we found to
alleviate this problem was to create a
descrambler recovery team within our
marketing department. The team coor-
dinates closely with credit and team
collections to reach delinquent ac-
counts before a non-pay disconnect is
scheduled. They go out to the residence
and offer the subscriber the option of
paying the delinquent balance and stay-
ing on service or surrendering the de-
coder.

This way, the system retains a lot of
subscribers who would have been dis-
connected and recovers a lot of equip-
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ment that would have been difficult to
retrieve after disconnect. They also re-
spond to voluntary disconnects where
the equipment was not recovered in the
normal procedure.

These specialists are compensated on
a commission basis and required to pur-
sue every account assigned to them un-
til it is resolved in some way. This ap-
proach has been helpful in identifying
““skips’’ so skip tracing can be expedited
without undue delay. Because the suc-
cess of this approach hinges heavily on
timing, an account tracking system that
gives clear visibility of problem ac-
counts with equipment assigned is es-
sential.

Use the law

The unauthorized sale of decoders is
now illegal in many states and some ci-
ties have enacted laws pertaining to ca-
ble piracy. The detection of this type of
activity is not too difficult, so the main
question is how to proceed. You must
seek legal advice to gain an understand-
ing of the applicable laws and what the
preferred course of action will be.

There are several important steps
which should be considered. The sub-
scriber agreement | mentioned is very
helpful, and | strongly recommend that
you give it serious consideration. It will

be the basis for any action you may wish
to take to exchange or recover equip-
ment or to collect damages. It also be-
comes a policy statement advising sub-
scribers that you regard certain actions
as very serious and not to be taken
lightly, such as the responsibitity to care
for and return equipment.

Know as much as you can about your
subscriber. Get identification and place
of employment if possible when they
rent descramblers. Some people will
sign up for service with no intention of
paying for it and repeat the process
again using different names as long as
they can get away with it.

Several cable companies have had
excellent success with an amnesty pro-
gram. Individuals can avoid prosecution
by turning in their unauthorized de-
scrambler with no questions asked. This
amnesty offer is publicized through an
intensive advertising campaign.

Sweep the system

Whatever course of action you take,
there remains the task of obtaining reli-
able evidence. While this is not too diffi-
cult in the case of illegal connections, it
becomes a formidable task in the case
of tampering or use of unauthorized
decoders. A technique that has been
successful in the latter case is the use of

a swept return loss bridge to observe
the characteristic ““signature”” of a spe-
cific descrambler.

Use a portable sweep analyzer to
sweep the subscriber drop while ob-
serving the reflected energy on a scope.
Various devices will exhibit reflected
waveforms that are consistently recog-
nizable. This approach is only applica-
ble if the device being used reflects a re-
liably identifiable “signature.”” Another
approach is to monitor the drop with a
spectrum analyzer and measure any ra-
diated frequencies that may be a prod-
uct of oscillators and mixers within the
decoder that would further identify a
specific type of device.

Use of this kind of electronic detec-
tion requires an extensive amount of re-
search by your engineering staff to de-
termine the reliability of the technique
in your particular application. Not every
device is as clearly identifiable as oth-
ers, so you must have absolutely relia-
ble results to consider this approach.

Theft of service is a new reality of the
cable business. You can adjust to it,
budget to deal with it, and control it or
you can vacillate and incur the losses. |
hope I've given you some useful ideas.
The purpose of all this is to convince
those now stealing service to become
paying subscribers.

the essence of cable
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RF and baseband scrambling: pros and cons

By Vasudev Bhaskaran, senior research
scientist, corporate RED, and Mircho
Davidov, director of corporate RED,
Oak Industries Inc.

Presently, CATV systems offer 35 to 64
or more channels of programming. De-
pending on the type of programming,
there is typically a mix of scrambled and
unscrambled channels, with the pri-
mary intent of scrambling being to deny
access to the unauthorized viewer. (In
this paper "“scrambling” implies manip-
ulation of an analog signal to render it
unintelligible, whereas, “encryption”
implies manipulation of a digital signal
to achieve the same result.) As addressa-
bility becomes increasingly prevalent
and two-way services become a reality,
two trends in CATV video transmission
may emerge:

B Video signals will be transmitted
unscrambled and the HTU (home
terminal unit) will be controlled to
deny access to unauthorized chan-
nels. Such an approach will be best
suited for an off-premise decoder
and could be cost-effective in a
MDU (multiple-dwelling-unit) envi-
ronment. However, it may be sus-
ceptible to spoofing (fooling the up-
stream channel) and other forms of
piracy.

B Video signals will be scrambled and
access to a channel will be provided
by means of a descrambler in the
HTU. Such a scheme would be cost-
effective in a SDU (single-dwelling-
unit).

In a CATV system, there will be a mix
of MDUs and SDUs. Furthermore, in the
future, there will be a wide variety of in-
formation sources offered such as tele-
text, home banking, etc. Hence, it may
be cost-effective to incorporate a de-
scrambler in each HTU to prevent unau-
thorized reception of revenue generat-
ing video programming.

There are several ways in which a
video signal can be scrambled. Al-
though the scrambling techniques vary
significantly, the following attributes
can be considered fundamental in any
scrambling technique:

B Depth of Scrambling The technique
must assure that programming ma-
terial offers no entertainment value
to the unauthorized viewer. In some
instances, the nature of program-
ming material may be such that the
scrambled picture should not pro-
vide any observable details, which

would offend the unauthorized
viewer.

B Security The technique must a) be
time-varying so that real-time de-
scrambling is not (inexpensively)
possible; or, b) require very expen-
sive or absolutely unavailable de-
scrambling hardware.

B Non-Degrading The results of de-
scrambling must not exhibit compo-
nent or circuit-sensitive residuals,
nor be discernable in the descram-
bled picture.

B System Complexity The HTU may en-
compass several functions besides
the descrambler and, since the over-
all cost of the HTU should be low,
descrambler hardware must be
fairly simple.

B Multiple Scrambling As the type of
programming CATV systems offer
changes, there may be a need to ov-
erlay the previous simple scram-
bling technique (which gives good
depth of scrambling) with a hard to
defeat technique (which gives good
security).

B Bandwidth Expansion Scrambled sig-
nal bandwidth should be such that
video, audio and synchronization
signals can be transmitted in a 6
MHz bandwidth.

Scrambling techniques that meet one
or all of these attributes can be imple-
mented at RF or baseband. The first gen-
eration of video scramblers was imple-
mented at RF since such schemes re-
sulted in a simple descrambler that did
not require any demod-remod configu-
rations. Most RF schemes implemented
to-date possess weak security and mar-
ginal scrambling depth.

Baseband techniques evolved later
and are prevalent now. Such schemes
offer flexibility in that they can be ap-
plied to a satellite, STV or CATV envi-
ronment easily. Baseband schemes can
be implemented using digital or analog
scrambling. When digital video signal
processing becomes cost-effective, digi-
tal implementation of baseband scram-
blers may become prevalent.

At Oak, several RF and baseband
scrambling techniques have been simu-
lated on a computer.

Computer simulation
procedure

The simulation procedure consists of
the following steps:

B A frame of monochrome video is
digitized by a DeAnza image-array
processor. Display area of digitized
frame is 512 scanlines and 512 pic-
ture elements per scanline with
each picture element represented as
an eight bit quantity. The digitized
image can be displayed on a De-
Anza monitor. This image is input to
the VAX 11/780.

B The algorithm describing the scram-
bling technique is implemented on
the VAX. All filtering operations and
various transmitter, transmission
link and descrambler functions are
also modeled here.

B Scrambled image and descrambled
image can be viewed on the DeAnza
display monitor.

Simulations were performed for a
still-frame of monochrome video. A test
frame used in all the simulations is
shown in Fig. 1. For NTSC color signals,
perceived scrambling depth would be
more than that depicted in the simula-
tion results reported in this paper since
even a slight modification in the video
signal alters the color properties in the
perceived image and tends to be annoy-
ing to the viewer.

RF scrambling

Conventional RF scramblers accom-
plish video and/or audio scrambling by
jamming the video signal using a tone
or inverting video signal or suppressing
sync in the video signal.
Tone Jammer Interfering carrier is
placed near the video carrier, thus caus-
ing a beat pattern in the receiver, which
masks the actual video signal. Scram-
bling depth depends on the level of the
interference carrier and the frequency
at which it is located. One possible tone
jamming frequency is 2.25 MHz above
the picture carrier. Due to the manner
in which the audio signal is recovered in
the receiver, jamming tone at 2.25 MHz
yields a beat at 4.5 MHz, which in turn
jams the audio signal also. For effective
descrambling, a trap is needed to atten-
uate the interfering carrier. Trap atten-
uation must be around 40 to 60 dB to
avoid any residual effects in descram-
bled video. The trap also will attenuate
useful luminance energy. Scrambling
depth on video is marginal. Video signal
security is very weak since the scheme
is not time-varying and traps can be
built inexpensively. In a cable system,
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Fig. 2b Time-varying Nonlinear
Filter

Fig. 4b Random Line Reversals,
Random Line Transformations

Fig. 5¢ 64 Line Permutations,
Random Line Reversals

e e—— _
Fig. 6a Line Dicin Fig. 6b Line Dicing Descrambler Fig. 7 Encrypted Video
Output.VBS Filter Effects,
Multipath (10dB, 500nsecs)
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introduction of a tone-jamming carrier
for each scrambled channel will in-
crease the number of beats in the sys-
tem and, depending on the receiver
front-end, may cause degradations in
the nonscrambled channels also.
Video Inversion Scrambling is achieved
by subtracting from the signal a con-
stant RF carrier at the same frequency
and phase as the actual RF carrier. This
will result in the active video signal
being treated as a sync signal in the re-
ceiver, thus yielding a jagged sync bar in
the middle of the displayed picture.
Video scrambling depth is marginal.
Audio is not scrambled in this method.
Descrambling operation is complex
since RF carrier must be recovered with
correct amplitude, phase and fre-
quency. Errors in recovered carrier
phase will appear as color distortions
and errors in recovered carrier ampli-
tude will cause luminance distortions.
In a multipath environment it will be
nearly impossible to reconstruct the car-
rier accurately—thus, luminance and
color distortions are inevitable in a mul-
tipath environment. A PLL system may
be needed to regenerate the RF carrier
and, depending on the number of
scrambled channels, the PLL system
may turn out to be fairly complex.

The scheme possesses weak security
since the subtraction of RF carrier is not
done in a time-varying manner. Time-
varying scrambling can be realized by
subtracting from actual carrier an Rf
carrier with the same frequency, ampli-
tude and a phase varying on a line-by-
line or scene-change basis. Information
pertaining to phase can be sent as low
fevel modulation on the aural carrier. If
phase is varied on a line-by-line basis,
the inaccuracies in reconstructed RF
carrier at receiver will cause annoying
flicker in displayed image.

Sync Suppression Sync suppression

scramblers can be realized in one of two

ways:

B Sine-Wave Scrambler: The video sig-
nal is exponentially modulated by a
low-frequency sine wave. For de-
scrambling purposes, information
regarding this sine wave is transmit-
ted as AM on the aural carrier. The
phase and amplitude of the low fre-
quency sine wave are chosen so as
to cause sync suppression. The re-
ceiver false locks on active video,
thus yielding a jagged sync bar in
the middle of the picture. By varying
the frequency of the sine wave,
time-varying scrambling is achieved.

B Square-wave or Gated Sync Scram-
bler: [n this method, during the
blanking interval, modulated signal
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is attenuated by at least 6 dB, caus-
ing sync and color-burst to be below
active video, thus yielding a scram-
bled signal similar to that obtained
with the sine wave sync suppression
scheme. [n the descrambler, a gain
of 6 dB is switched in during the
horizontal blanking interval. The
time instants at which the gain is
switched in is transmitted by modu-
lating the aural carrier.

@ Depth of scrambling is identical
for sine wave and square wave sync
suppression schemes. Audio is not
scrambled in either method. Sine
wave scheme possess better signal
security due to the time-varying
manner in which the scrambling fre-
quency can be chosen. With the ad-
vent of digital TV chip sets in RV re-
ceivers, it is possible to defeat
square wave Sync suppressors since
such chip sets work on standard and
non-standard sync signals (provided
color-burst and standard vertical
blanking interval synchronization
signals are available). A sine wave
scheme cannot be defeated by
merely reinserting sync; modulation
on video must be removed. Other-
wise luminance and chrominance
distortions will result in the de-
scrambled signal.

Descrambler complexity is more for
the sine wave scheme since in the re-
ceiver, circuitry is needed to accurately
recover amplitude, phase and fre-
quency of the modulating signal. In the
square wave scheme, since the des-
crambling signal is a square wave, such
signals can be generated accurately and
easily by digital methods.

Descrambler residual effects may de-
grade video in the sine wave scheme.
Since the AM signal on the aural carrier
is used for descrambling, interference
from in-channel chroma subcarrier,
strong upper adjacent channel video
carrier can cause constant luminance
residuals in descrambled video if the
descrambling loop bandwidth is not too
tight. Furthermore, in the sine wave
scheme any noise in the descrambling
signal is transferred onto the video dur-
ing the demodulation process. In the
square wave scheme, since active video
is never manipulated during the scram-
bling process, there is no noise transfer
in the descrambling process. Any inac-
curacy in sync regeneration causes side-
by-side motion of displayed picture sig-
nal.

At Oak, two other RF schemes have
been investigated.

Erequency Inversion Inversion of video

frequency spectrum leads to a scram-

bled signal. Frequency inversion
schemes can accomplish video and au-
dio scrambling jointly. Furthermore,
such a scheme can co-exist with the
conventional RF schemes described
previously.

Non-Linear Filtering Video signals can be
scrambled by performing a non-linear
filtering operation on the IF signal. An
example of the computer simulated
scrambled signal obtained with a spe-
cific non-linear filter is shown in Fig. 2a.
Comparing this result with the scram-

bler input (Fig. 1), the scrambling depth
appears to be inadequate. However, in a
NTSC color signal, perceived scram-
bling depth would be much more. De-
scrambling is achieved by using the in-
verse non-tinear filter. This filter can be
implemented as a passive device and
such a descrambler can be very inex-
pensive.

If fixed non-linear filtering is used, the
scheme can be defeated fairly easily. A
computer simulated result for a time-
varying scrambler employing two non-

When the SRP 45 /7 switch master
character generator opens the door
for local promotions by the cable
operator customer and advertising
revenue are bound to follow.

1. Performance
* TIME TEMPERATURE, DATE

* ?NSE PAGES, 18 LINES 22 CHARACTERS PER
LI

* 8 vibrant colors
* FULL GRAPHIC SET

* INSERTION TIMER TO Satellite feed
7 day schedule

1 to 48 switches each day

-
designation of 1st page up each switch |

* switched and unswitched signals ; )
(constant for basic service, switched for g \
satelitte feed) /

* stand-by Power |
* Rack mounted %
* RF video out for off-line message creation

* Tape backup and transport to remote locations

1 SRP

LS AN AR

2. SUPPORT
Qur annual maintenance contract states, "If
(our) customer service personnel cannot assist
in remedying failure SRP Electronics will ship
a replacement unit by UPS prior to the end of
the next working day.”

3. Price — with all the above

*1,620

SRP ELECTRONICS, INC.
317 25th St. NW
Fayette, AL 35555
(205) 932-7264
Eastern Distributor:
John Weeks, Enterprises, Inc.
641 Grayson Highway

Lawrenceville, GA 30246
1-800-241-1232

Waestern Distributor:
Signal Vision, Inc.
22732-B Granite Way
Laguna Hills, CA 92653
(714) 586-3196

Reader Service Number 23

Communications Engineering & Design

October 1984/35

performance specs in units of one:




- TECHII

linear filters randomly chosen is shown
in Fig. 2b; good scrambling depth is ob-
tained with this method. A PN sequence
can be set for random filter selection
and this sequence in encrypted form
can be transmitted to the receiver, thus
ensuring excellent video signal security.

Residual effects on descrambled sig-
nal can be minimized if a nearly exact
inverse of the transmitter non-linear fil-
ter can be realized. Based on the extent
of non-linearity required, this is feasible
with today’s technology.

In this scheme, audio is not scram-
bled. A sync suppression scheme can
be added to further enhance scram-
bling depth.

Baseband scrambling

Baseband schemes possess analog
and/or digital (or CCD based) imple-
mentations. Presently, most baseband
techniques are implemented using ana-
log systems; while good scrambling
depth and security can be obtained, a
greater variety of scrambling techniques
can be implemented using digital sys-
tems. Several baseband scramblers
have been studied via computer simula-
tions; a brief description and simulation
results are included here.

Video Inversion/Syn¢ Suppression Such a
scheme is used in Oak’s Sigma and Or-
ion products and also in various other
commercially available scramblers. In
Sigma, sync is suppressed, digital audio
is inserted in sync interval and video is
inverted randomly on a scene change
basis. Even though a non-standard sig-
nal is transmitted in Sigma, it is not eas-
ily defeated in an ITT digital TV chip set
based receiver since both vertical as
well as horizontal sync signals are elimi-
nated (not suppressed) and nonstan-
dard signals are used in VBI. In Sigma,
extremely high security obtained by dig-
itizing and encrypting digital audio,
coupled with the video scrambling

scheme would thwart unauthorized
viewers from deriving any entertain-
ment value from the received signal.
Due to the high performance of the
HTU, such an approach will be very at-
tractive for a CATV system.

instead of suppressing sync, sync
could be randomly inserted within each
video line. This will yield a jagged bar in
the middle of the picture. Since sync in-
sertion introduces discontinuities in the
video line, bandlimiting the signal will
cause distortions in descrambled video.
Video Jitter Start time of active video of
each scanline is randomly jittered. This
has the effect of breaking vertical corre-
lation in a picture. Larger values of jitter
yield increased scrambling depth. Large
values of jitter can be obtained by modi-
fying blanking interval signals. Com-
puter simulated results obtained for the
video jitter scrambler with a random jit-
ter are shown in Fig. 3. This scheme of-
fers good scrambling depth; additional
scrambling depth can be obtained using
non-standard sync. The start time of jit-
tered video is obtained from a PN se-
quence, and this sequence is sent to
HTU in encrypted form for high video
security. Simulations have indicated
that inaccuracies in line start-time re-
generation at the descrambler can be
controlled so that negligible perceptual
degradations result in the descrambled
signal. For unauthorized descrambling,
the receiver must estimate the amount
of time-jitter. This can be done by esti-
mating interline correlations and then
advancing or delaying the received sig-
nal until the correlation is maximized.
However, such computations cannot be
performed inexpensively in real-time.

Instead of jittering the video, random
video fields can be delayed. Descram-
bling is achieved by delaying the fields
that were not delayed in the scrambler.
Even though extremely simple hardware
can be used for descrambling, this

scheme is unacceptable due to inade-
quate scrambling depth.

Time-Reversal Active video of each line
is transmitted as is or in a time-reversed
manner; sync and color-burst are sent
as is since unauthorized descrambling
would be simple if these signals were
also time-reversed. A PN sequence can
be used to randomize the time-reversal
process; for descrambling, the PN se-
quence in encrypted form is transmit-
ted, thus ensuring a high level of secu-
rity. A computer simulated result for
this scrambler is shown in Fig. 4a.

Good scrambling depth on the video
can be obtained with such a scheme.
Video security is acceptable for CATV
transmissions. The scrambling tech-
nique can be defeated using correlation
techniques. This requires several lines
of storage and high speed logic (an ex-
pensive solution).

The scrambler and descrambler are
implemented using A/D and two lines of
storage. This scheme, in combination
with a secure audio scheme such as Sig-
ma’s, is capable of offering a high per-
formance HTU. The residual effects in-
troduced by the descrambler are negli-
gible (line time distortion effects only)
except when the PN sequence is re-
ceived with errors. The digital PN se-
quence can be error-protected to over-
come this problem.

Sync suppression can be included to
enhance scrambling depth. Further-
more, since the signals are digitized, lin-
ear transformations on the digital signal
can be performed to further increase
the scrambling depth. In Fig. 4b, we
show video scrambler output wherein
video lines are randomly linear trans-
formed and randomly time-reversed.
This two-level scrambling process offers
excellent signal security even though
the linear transformation method by it-
self is insecure. (An analysis of signal
security of the linear transformation
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scrambler is described in [1]: This analy-
sis indicates that simple operations can
be performed to accurately descramble
the video without knowledge of the PN
sequence.) In Fig. 4b, linear transforma-
tion is applied to randomly selected
lines; if the inverse transformation pro-
cess in the receiver is not exact, annoy-
ing flicker will be perceived in the de-
scrambled image. To avoid this flicker, it
is preferable to apply the linear transfor-
mation randomly on the basis of scene
change.

Permutation of video lines A set of video
lines is randomly permuted and the re-
ordered lines are transmitted. At the re-
ceiver, lines are first stored and then re-
ordered. Permutation of the lines is ac-
complished by a PN sequence which
also must be available at the receiver for
correct descrambling. In Fig. 5a, we
show video scrambler output when a
set of 16 lines is permuted and in Fig.
5b, scrambler output with 128 line per-
mutation is shown.

Excellent scrambling depth can be
achieved with a 128 line store in trans-
mitter and receiver. Due to storage re-
quirements, the HTU would be fairly
expensive. Storage requirements can be
halved with no decrease in perceived
scrambling depth by randomly time re-
versing some of the permuted video
lines. Simulation result for a 64 line per-
mutation scheme with random line re-
versals is shown in Fig. 5¢c. Excellent sig-
nal security is also achieved since (1)
unauthorized descrambling would be
expensive, and (2) the PN sequence
used in the headend for line permuta-
tions is encrypted and transmitted to
the HTU.

Since sync and color burst are not

modified, secure audio transmission as
per Sigma scheme can be easily incor-
porated.

Line Dicing In this scheme, the active
video portion of each line is split into
two fragments and these fragments are
interchanged prior to transmission.
Length of each fragment is randomly
changed on a line-by-line basis and this
information is sent to the HTU. [Com-
puter simulated result for such a scram-
bler is shown in Fig. 6a.] This scheme of-
fers excellent scrambling depth and se-
curity. The descrambler can be
implemented using digital systems or
CCDs.

Since video line is fragmented and in-
terchanged, abrupt discontinuities may
be introduced in each scrambled video
line causing an increase in the band-
width of the scrambled signal. Bandlim-
iting the scrambled signal introduces
distortions at the discontinuities, caus-
ing segment distortions in the descram-
bled video. In the presence of multi-
path, similar distortions will arise. In Fig.
6b, the descrambler output is shown; in
this simulation, the line diced signal was
filtered by an idealized VSB filter and
then transmitted over a link which pos-
sessed a multipath of 10 dB, 500Nsecs.
(Ten dB is the attenuation of the re-
flected signal relative to the direct signal
and 500Nsecs is the delay in the re-
flected signal relative to the direct sig-
nal.) Multipath and VSB filtering causes
significant segment distortions. The
VSB filtering effect can be minimized by
stretching a few samples between seg-
ment boundaries; however, multipath
impairments can still be significant.

In unscrambled video signal transmis-
sion in CATV systems, a 5 percent line

tilt causes no visible effects, whereas
with a line diced signal even a 1 percent
tilt will cause visible low frequency
noise (less than 0.5 percent line tilt is
required for no visible noise effects).
Due to degradations caused by VSB
filtering, multipath and line-tilt, line-
dice scrambling may not be viable in a
CATV system.
MAC A, B or C Several MAC formats
have been proposed for video and au-
dio transmissions over a satellite link.
MAC formats, by the manner in which
they are created, yield a scrambled sig-
nal; the scrambling depth can be en-
hanced by using any one of the base-
band techniques we have described in
this paper. in its present form, the MAC
signal is not directly applicable to CATV
transmissions since baseband band-
widths are in the neighborhood of
6 MHz. Furthermore, with VSB-AM
modulation, there is greater potential
for cross-talk within the luminance and
chrominance channels (assuming im-
perfect detection in the receiver).

Video scrambling methods

Various attributes of the video scram-
blers discussed in this paper are sum-
marized in Table 1. For a CATV system,
the scrambling method will be selected
based on the peformance and whether
the type of programming warrants ex-
tremely high scrambling depth or mod-
erate scrambling depth that could be
realized at a lower cost.

Future trends in video
scrambling

It would be attractive to use a video
scrambling method that would work
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well in satellite, STV and CATV environ-
ments, so that widespread dissemina-
tion of the signals is possible without
any intermediate decode/re-encode
processing; clearly, a baseband scram-
bling method would be preferred. With
the development of low-cost, high-
speed digital signal processors, base-
band scramblers would be imple-
mented in the digital domain.

Looking further into the future, fully
digital video transmissions will be ac-
complished in CATV systems. Here, dig-
itized video would be encrypted prior
to transmission. When a DES-like en-
cryption algorithm is applied to the digi-
tized video signals of Fig. 1, a computer
simulated encrypted signal results as is
shown in Fig. 7. Encryption offers unsur-
passed scrambling depth and security.
In a CATV environment, most of the
proposed new services (e.g. teletext,
home banking, digital audio, etc.) are
essentially digital information. These
sources can be time-division multi-
plexed with digital video. The HTU ar-
chitecture will now resemble a small,
but powerful, computer capable of per-
forming a myriad of functions such as
decryption, error-correction, noise-re-
duction, etc.

Reprinted with permission of the Na-
tional Cable Television Association’s
Science and Technology Dept. This arti-
cle originally appeared in the NCTA’s
1984 technical paper series.
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Table 1
Summary of Selected Video Scrambling Methods

Scrambling Scrambling  Video Residual effects Descrambler
technique depth security in descrambled video hardware complexity Cost
RF Methods
Tone jammer marginal inadequate useful luminance low. 1 trap low
scrambles energy lost per scrambled
audio also channel!
Video marginal inadequate luminance and complex high
inversion chrominance
distortions
dueto
imperfect
carrier recovery
Sinewave adequate adequate  noise transter low low
sync from descrambling
suppression signal to video
Squarewave adequate inadequate video jitter due low low
sync {sync easily to inaccurate
suppression restored)  timing
Frequency good. good scrambled moderate moderate
inversion scrambles picture due to
audio also inaccurate timing
Nonlinear good good distortions low low
filter due to
tilter mismatch
Baseband methods
Video inversion/adequate adequate  distortions due moderate moderate
SyNcC suppression to inaccurate
DC restoration
Video jitter good excellent jittered video moderate high
duetoin-
accurate timing
Linereversals good adequate  negligible low moderate
Line excellent excellent  negligible high high
permutations
Line dicing excellent excellent significant high high
segment distortions
in CATV links
due to VSB
tiltering and
multipath
MACA,BorC good-in good not presently not not
conjunction applicable to known known
with other to 6 MHz CATV
scrambling links
methods

BURKEEN

Manufact:ur-lng
Company
11200 HIGH POINT COVE + OLIVE BRANCH, MS 38654

38/October 1984

The Best Kept Secret In
The Cable Plow Business Is
The B-30 Price.

Why Burkeen?

HERE'S WHY
Compact & Maneuverable
30 Hp fuel effecient Hatz Air Cooled Diesel
Exclusive spring isolated vibratory plow
Exclusive “ Replaceable Tip” Plow Blades
Heavy Duty Gear Box Drive Trencher
Heavy Duty Boring Attachment

PLOW - TRENCH - BORE
Burkeen Does It All

For the Dealer Nearest You
Call 1/800/647-9824

Reader Service Number 26

Communications Engineering & Design




HOWTO
TAKE THE

RECALL OUT

Belden's drop cable with DUOBOND PLUS™ shield helps you
prevent costly call-backs. It's also the most shield-effective drop

cableinthe CATVind

The DUOBOND PLUS shield
features a foil/braid/foil con-
struction with a shorting fold in
the outermost foil which pro-
vides superior shielding effec-
tiveness to typical 4-layer shield
constructions. The transfer im-
pedance graph demonstrates
this effectiveness.

The added benefit is easier ter-
mination. This means less
chance for error, resulting in
greater shielding integrity and
reliability. It also means fewer

ustry.

Easier termination for maximum shielding integrity.

call-backs, lower operating
expenses and more satisfied
subscribers.

Cabies with the DUOBOND
PLUS shield require only half
the steps for termination than
4-shield cables. Because it's
less bulky, more flexible and its
outer foil is bonded to the jacket,
stripping and connectorizing are
much simpler tasks. You can
minimize your connector inven-
tory to one size connector and
one crimp tool.

3
2
, %N ” DUOBONDPLUSA/
09
08 F A
07 N FolBeaid FollBraid 1
06 N
05 NS, o
- N
04 \
o A /
9 /
~
\\ /
NS
5 10 20 30 100 200 400 1000
Frequency (MHz)

Belden’s unique shield protection.

Solid copper covered
steel conduc!orl
Duobond Plus shield Cellular
with shorting fold polyethylene core

The inner foil of the DUOBOND | Drop cables with the DUO-
PLUS shield is bonded directly | BOND PLUS shield are avail-
to the core. Foil pushback and  able in RG59, RG6 and RG11
signal leakage problems are constructions—messengered,
eliminated. Protection from | non-messengered, dual and
shielding degradation is elimi- | flooded versions. All cables are
nated during installation—where | 100% sweep tested from 5 to
most shielding problems occur. | 450 MHz with a minimum return
loss of 23db for RG59 and 26db

The unique

shorting fold for RG6.

in.the outer When it comes to shielding
foil of the effectiveness and ease of ter-
DUOBOND mination, there is no equal to
PLUS shield Beldenin the CATV industry.
provides Belden's exclusive | Take the recall out of your
metal-to- shorting fold install. Call Belden today for

metal contact

forimproved isolation. Tradi-
tional overlapping foils fail to
reduce slot radiation as
effectively.

more information and a free
CATV catalog. Belden Elec-
tronic Wire and Cabile, P.O. Box
1980, Richmond, IN 47375.
Phone: 317-983-5200.

Thereis no equal.
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Character generators

Manufacturer/ No. of Type Character Characters Lines Proportional  Italics Flash Auto Auto
Model Styles Resolution Per Line, Per Page, Spacing Line Page
in Nanoseconds Max. Max. Centering Centering

Beston

Marquee CG-800 1 140 32 16 No No Yes Yes No
Cable Graphic Sciences

System 1500 8 n/a 40 Variable No No Yes Yes Yes
Chyron

VP2 6 from 45 35 62 24 Yes Yes Yes Yes Yes

Chyron IV 6 from 45 27 62 24 Yes Yes Yes Yes Yes
Dubner

CBG-1 180 50 100 30 Yes Yes Yes Yes Yes
FOR-A

VTW-210 1 52 32 8 No No Yes Yes No

VTW-400 2 50 26 8 Yes Yes Yes Yes Yes
Knox Video

K-60 1 7x9 dot matrix 32 16 No No Yes No No

K-100 1 Variable Variable Yes Yes Yes Yes No
Laird

7200 21 35 Variable Variable Yes Yes Yes Yes n/a
MCl/Quantel

Cypher 6 nfa Variable Variable Yes Yes Yes Yes Yes
MPB Technologies

Vista 80 4 35-40 Variable Variable Yes n/a Yes Yes Yes

Vista 90 7 from 14 35 140 64 Yes Yes Yes Yes Yes
Mycrotek

Max 2 70 32 8 Yes No Yes Yes Yes

Supra 10 40 32 8 Yes No Yes Yes Yes
Portac

KBD-2 1 nf/a 32 8 No No Yes Yes No
SRP Electronics

45/7 1 nfa 22 18 No No No Yes No
Teledac

T-1300 1 n/a 28 15 No No Yes Yes Yes
Telpar

CTI-180 2 70 32 16 Yes No Yes Yes Yes
Texscan

CDD-45 1,80p. 70 40 26 Yes No Yes Yes Yes

SpectraGen 4 1,20p. 35 40 26 Yes No Yes Yes Yes
Thompson-CSF

Vidifont v 8 48 Variable Variable Yes Yes Yes Yes Yes
3M

D-1000 1 70 22 20 Yes No Yes Yes No

D-5000 4,8 op. 35 80 16 Yes Yes Yes Yes Yes
Video Data Systems

CG-1000 1 70 22 10 No No Yes Yes Yes

Vidstar 2,80p. 30 Variable Variable Yes Yes n/a Yes Yes
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Background Character Horizontal Vertical Channels Wire/Weather Keyer Resident Graphics
Colors Colors Crawl/Speeds  Roli'Speeds Controlled Station Storage
by Basic System Interface
4 1 Yes/3 No 2 Optional Optional 1K No
128 128 Yes/1 No 1 Optional No 70 pg. 5 graphic fonts,
animation, library
512 512 nla Yes/4 1program, 1 preview No Yes 400,000 char. Palette animation
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