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INTEGRATED HFC PLATFORM FOR VOICE, DATA AND VIDEO.

Building the broadband delivery system that will enable you to compete aggressively
into the next century requires three things: flexibility to invest and adapt to changing

market demands, high capacity to make the most efficient use of available spectrum, and

integration to handle and manage multiple services over a single platform. You'll find all
these and more in the ADC Homeworx HFC Transport System.
Using OFDM modulation, Homeworx effectively doubles
the available capacity (up to 240 DSOs per 6 MHz) over
_ QPSK methods. This added efficiency allows both
telephony and high-speed Internet data services to be
provided using the same equipment and 6 Mhz spectrum.

The modular Homeworx architecture provides “pay as you go”
migratability from standalone telephony, data or video to fully integrated
broadband services. And comprehensive network management ties it all together.

So for flexible, efficient broadband service
delivery of voice, data and video, the answer

is as easy as ADC. Call us for more details at Ancmmmil
800 366-3891.
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nuring a meeting last month, | was asked if I thought high-speed QD MAGAZINE

data over cable was really going to be a viable service offering.
Standing in front of an intelligent, data-savvy crowd, | was tempted
to take the easy way out and just tell them what they wanted to
hear-a resounding “yes.”

Instead, 1 paused. Thoughts of 500 channels, digital
compression, full service networks, interactive TV,
Teletext and other failures or missteps flooded my brain.
I’ve seen a lot of neat technology that never went any-
where, largely for non-technical reasons (interdiction,
anyone?). So, call me skeptical. Call me jaded. I'm both.

But, do 1 think datacom over cable will take off?
Without a doubt, 1 do—unless the fickle public decides
the Internet, chat rooms and new on-line services were
just the latest passing fads. But with new content offer-
ings, the promise of on-line gaming, the ability of the
medium to renew itself almost constantly and the
incredible popularity of America Online and its
brethren, will on-line services flame out soon? 1 doubt it.

The challenge for cable systems isn’t really technical;
it’s operational. Can cable operators train their technical
and customer service personnel to understand and deal
with data problems? Can software be written so that cus-
tomers only get one bill? Can help desks actually pro-
vide help, without leaving a bitter taste in the consumer’s
mouth? Those will be the key questions going forward.

To amplify those suppositions, 1 point to an interesting
research survey by Douglas Shapiro, an analyst with
New York-based Deutsche Morgan Grenfell. While small
in scope, the survey directly contacted 30 paying cus-
tomers of high-speed data services offered by three dif-
ferent providers (@ Home, RoadRunner and Highway 1)
and reports on how they feel about speed, reliability, cus-
tomer service quality, installation procedures and overall satisfaction.

The good news: Consumers are elated with the system’s speed
and report few or no problems with modems. Shapiro says con-
sumers are almost *“exuberant” in their love for the service, with
some noting that it’s a steal at $40 per month. Even where some
problems have been encountered, nearly everyone said they’d rec-
ommend the service to a friend.

Now for the bad news: Customer service and technical support
have been identified as the Achilles’ heel. Of the 30 people contact-
ed, five reported problems. All of those were customers of Time
Warner’s RoadRunner service (mostly in Akron, Ohio). Complaints
ranged from lost e-mail to numerous outages; but complaints over
customer service really got people worked up.

That means anyone who plans to launch data services over a
cable system must have enough personnel to answer the phone; be
prepared to deal with a wide range of questions and problems; and
be better than the telcos when it comes to overall service.

Can the MSOs do it? Shapiro thinks so. He says the quick survey
shows that operators are indeed equipped to handle the complex
technical issues-if they devote the resources. Are you ready?
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Digital Ready

for the Next Wave

CLI-1750
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%vetek Home Wiring Test System

Fault Location, Leakage,
ingress and Digital Tests in
a Low-Cost Instalier Meter!

Precision lesting...Be digital-ready to meet the expanding
demands of the interactive revolution. With the CLI-1750
and LST-1700, you can ensure new or existing in-home wiring
is ready for digital signals.

Only the CLI-1750/L.ST-1700 offers FDR mode for precise
location of faults. FDR (unlike 'TDR) uses the entire frequency
range, allowing you to detect cable cuts and kinks, bad connectors
and splitters, plus other potential problems. You can even display
a sweep response with this feature. This highly sensitive fault
location helps maximize the use of cxisting home cabling,

Use the CLI-1750 with the LST-1700 Signal Transmitter to
identify potential problems prior to activating these services.
Limit subscriber callbacks and ensure optimal performance of
new digital services.

WAVETEK

Multi Featured...Along with in-home wiring tests, you also
enjoy all the other great features you've come to expect from
Wavetek meters:

* Frequency Agile Leakage Detection and Measurement
¢ Reverse Ingress Scan

¢ Digital Signal Measurement Option

¢ Simultaneous Mulii-Channel Display

¢ Extensive Data Logging and Measurement Capabilities
* Go/No-Ga Check for Compliance

Confidence...'Fhe Home Wiring Testing System is just part of
the complete line of quality test and measurement equipment
from Wavetek. Each delivers all the performance, precision,
speed, and ease of use you demand — at a value you expect from
a leader. Technicians around the world prefer Wavetek meters.

In the U.S. Call 1-800-622-5515

United States (1) 317-788-9351
Southeast Asia (65) 356-2522
Asia Pacific (852) 2788-6221
China (86) 10-6500-2255
Japan (81) 0552-43-0310

Worldwide Sales Otfices
United Kingdom () 1603-4H-824
I"rance (33) 1-4746-6800

Germany (49) 89-996-410

Eastern Europe (43) 1-214-5110
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26 FiberLine

By Gerry White, Bay Networks Inc.: and Chet Birger,

Internetworking and Security consultant
Modern cryptographic techniques. employing a combination of
symmetric and public key cryptographic mechanisms. can
address and resolve the security issues associated with data over
cable services. However. this must be accomplished in a way
that doesn’t drive up the costs of the service or equipment. while  Apout the Cover
preserving the eftective bandwidth available to users. Photo by George B. Diebold,

. The Stock Market
42 So you want to cash in on data?
By Michael Lafferry

Cable’s credibility is hanging in the balance with data communications. Systems integrators may
Hlustration by Theo Rudnak, SIS [|p the scales toward success.

48 Telephony through the hack door
By Dana Cervenka

Opportunity or distraction? The cable community’s engineers must decide if Internet Telephony. aka

3!" oﬂel‘amll‘s I]I‘eﬂal‘& lu Voice Over the Internet. is just the telephony entry vehicle they have been searching for, and if so,

l 0 s which applications make the most sense. There have been some promising new technological devel-
serve cus omers 0 opments of late. but many hurdles remain in the form of modems. standards. and even an uncertain
By Mark Laubach, Com21 Inc. regulatory future.

What is Quality of Service (QoS), and why -
is it important? The answer is that QoS is the 5’" “NU'WBV coax 'UI' dﬂla sSenices
foundation for future integrated services, [}.\' Alon Carmeli, T()ru.\'()n Comp.

multi-tiered offerings and predictable service
defivery required by a public residential
access network.

While some cable operators are considering using an interim telephony return solution to capi-
talize on the market for Internet access. there is another alternative: deploying data services over
two-way. pure coaxial plants. This article compares the two approaches and discusses a technol-
ogy that could be effective in conquering the noisy environment of pure-coax systems.

60 NCTA wrapup
By CED staff

At last month’s National Show in New Orleans. vendors were eager to show off new develop-
ments in digital fiber optic technology and network management to technology-hungry cable
executives. And in keeping with several recent industry gatherings. data. data. and more data
news seemed to dominate the show. including the latest developments from the MCNS group.

SCTE )° 16 Telecom Perspective
Pt n

By Fred Dawson

Cuble operators are at a crossroads when it comes to deciding how to interface their networks

CED magazine is recognized by the Society with the networking world at large. What role. if any. should ATM (asynchronous transfer mode)
of Cable Telecommunications Engineers. play in managing local traftic?
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here’s the satellite and broad-

band technology that bridges
the gap between yesterday and
tomorrow? Right here at Standard.

From our first frequency-agile
receivers and modulators to the
breakthrough innovations of the
still-emerging Stratum series of
advanced network modulation
equipment, Standard has been in
the forefront of headend technology,
offering value, ease of use, space
saving design and exceptional sig-
nal quality.

Need examples? How about our
Agile Omni Broadcast series, very
possibly the most acclaimed com-
mercial satellite TV receivers of
all time? Or our TVM series of
modulators that revolutionized

how MSOs regarded frequency-
agile performance? Or our space-
saving, cost-saving CSG-60 BTSC
stereo generator? Or the CATV
industry’s top-selling IRD, the one-
rack-high Agile IRD-II?

Standard will help you cope
with the challenges of bandwidth
expansion with our new TVM550
frequency agile modulator and a
changing industry with advanced
technologies like our remarkable
Stratum Series of signal distribu-
tion products. Stratum can put 78
channels in a six-foot rack space,
and give you all the status moni-
toring, redundancy and remote
control you could ask for.

Year after year, Standard has
continued a tradition of quality and

innovation. And we aren'’t stopping
now. To learn the latest about the
right technology for right now, use
that old tried and true technology
at the bottom cf this ad.

Give us a call.

The Right Technology for Right Now.

@) Standard

Communications

SATELLITE & BROADBAND

PRODUCTS DIVISION

P.O. Box 92151 ¢ Los Angeles, CA 90009-2151
310/532-5300 ext. 230 * Tl Free 800/745-2445
Fax: 800/722-2329 (Toll Free) ® 310/532-0397 (CA& Int1Only

Canadian Address: 41 Industrial Pkwy S., Units 5 & 6
Aurora, Ontario Canada L4G-3Y5

905/841-7557 Main *» Fax: 905/841-3693

Sales: 800/638-4741
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MMDS roll out service to customers.
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Probably. but this time. the challenges
aren’t technical in nature.

18 Spotlight
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octllee . 2 - 4 - By Dana Cervenka
O 0 D As @Home Network's Milo Medin
&l ® |0 ® (0| @ 0@ |®] stugglestokeep histechnologist's
F—-—-- 1 soul pure. he dishes out well-tested
P Poevey [ oues | JPcouu | Log| Heb| 0| \(fvice to his fellow data strategists and

tood to his fellow man.

Color Bursts, page 12.

20 Frontline

By Wendell Bailey. NCTA
Does Bailey really have a defective empathy gene? Or is it possible that not every single per-
son in the U.S. really needs access to a broadband, switched. two-way network?

22 Farmer’s Market

By Jim Farmer. Antec
An amazing chemical compound known as hydrogen hyvdroxide (HOH) could potentially be
used to cool distribution equipment. while providing other fringe benefits like getting rid of
some of the inetficiencies in the coaxial hard-line. and even powering the headend.

24 Capital Currents

By Jeffrev Krauss. Telecommunications and Technology Policy
The switch to digital TV channels that carry multiple standard definition programs will
present challenges in naming/numbering and navigation. While cable operators seem to
have a handle on user-triendly guides. broadcasters still have their work cut out for them.

94 Ciciora’s Corner

By Walter §. Ciciora. Ph.D.
How can the cable industry serve both the early adopters. who'll soon want advanced. digital
services. while not alienating loyal customers who are stifl happy with their analog services?

Still, The Best

Don't forget that, as exciting as our newer products
are, we started out as a supplier of cable markers.
And we still have the very best identification and
control markers on this particular planet!

) B . ma__. M B _._4&

@ TEICLiQaiLErl FiUMlHLLS
Direct merchants to the telecommunications industry

800-257-2448 or FAX 303-986-1042
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Ingress is the major roadblock to getting yom: A0S Syt X EN
return path up and running. IFortunately, e e G i
there’s the new HP CalLan Sweep/Ingress . LN :
Analyzer. It’s the only test gear that allows you A AL -
to quickly and accurately troubleshoot your
system, regardless of the presence of ingress.

When ingress corrupts reverse-path com-

munication, the headend unit (HP CaLan 3010H) Now you can

senses the problem instantly, and transfers the troubleshoot your

display of the ingress problem to the field unit SYystem at all times.
(HP CaLan 3010R). That means your technicians No matter how
can begin troubleshooting immediately. much ingress

And of course, the HP CaLan Swecp/Ingress Analyzer is present.
offers DigiSweep, the industry’s fastest, non-
interfering, digital-services compatible

forward and reverse
sweep. In fact,
reverse sweep
neasurements can
be performed in real-
time — even with
multiple users.

So don’t let ingress slow you
down. To find out how HP CaLan’s
Sweep/Ingress Analyzer can help
you identify, troubleshoot, and
eliminate your ingress problems, call
1-800-452-4844, Ext. 1748. Or visit us at:
hitp://www.hp.conv/go/catv
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Bandwidth Gave
Cable Operators
the Pole Position.
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But in The Race For Cyberspace
Only Motorola Can Put You In
The Winner’s Circle.

The race for cyber-
space has reached the final lap and the stands are filled with subscribers anxiously
waiting at the finish line. They won’t notice who finishes second, so it's essential that
you choose a vehicle that is second to none, Motorola’s CyberSURFR™ cable modem.

An exciting product of Motorola’s CableComm technologies, the CyberSURFR
modem drives data downstream at remarkably high speeds. Turning -
to the upstream path, it successfully outmaneuvers the inherent .
noise ingress in HFC networks, accelerating information through ,"& r
at 768 kilobits per second. Thus connecting personal computers to a \
transmission system that delivers lightning fast multimedia communica- CyberSURFR™
tions to your speed-hungry subscribers. And as these new speeds enable the Cable Modem
next generation of applications and content, the protocol adapts to meet the needs.

But speed alone is not enough. Unique technologies that economize precious
cable spectrum, use of proven frequency agility techniques, forward error correction,
and dynamic load balancing, provide your subscribers with ample bandwidth on
demand. While standards based encryption protects their sensitive information

Innovation, reliability, quality and attention to detail will allow the winners to pull
away from the rest of the pack. And since these characteristics are the hallimark of all
Motorola products, no one else is more capable of helping you lap the competition.

It's time to make your move from the pole position. Let Motorola fuel your race for
cyberspace. Pull over and make a pit stop with us at the Western Cable Show, Booth
#4334. See how Motorola's CableComm technology can become your system’'s new
driving force, propelling your team into the final straightaway.

B
e S P

RO AN
— MOTOROLA ==. - '~

See the Motorola sponsored Indy Car
and meet driver Parker Johnstone while
you're cruising the Western Show.

http://www.mot.com/multtimedia ¢ 800-2WAY-HFC 847-632-3409

A and Motorola are registered trademarks of Motorola, inc. CyberSURFR " 1s a trademark of Motorola, Inc. ©1996 Motorola, Inc
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The high-speed data race is on;
cable and MMDS ops do hattle

The race to provide high-speed Internet
access and data communications over net-
works is rising to a fever pitch as several cable
TV and MMDS operators have committed to
purchase modems and are rolling out cus-
tomized services to consumers.

Within the past 60 days, Continental
Cablevision launched its “Highway 17 service
in suburban Detroit (its third market), while
TCI deployed @Home in suburban Chicago,
marking the third market it is serving. Time
Warner is also up and running in a handful of
markets and plans to deploy asymmetrical
modems manufactured by Toshiba Corp. in
Portland, Maine.

Adelphia also got into the act, choosing to
purchase telco-return SURFboard modems
from General Instrument to go along with the
LANcity modems from Bay Networks it has
already deployed. Adelphia is offering data
services to 126,000 homes passed in Riviera
Beach, Fla. and plans to expand that number to
600,000 homes in Florida by later this year. By
the end of the year. 1 million Adelphia homes
will have access via either two- or one-way
modems.

MMDS operators are also getting into the
act. Spike Technologies Inc. launched its
broadband bidirectional wireless local loop,
offering Internet access. wide area network
connectivity and videoconferencing over
MMDS spectrum. The service is being provid-
ed by Spike’s Third Rail Wireless Services
division using Spike’s PRIZM Broadband
Delivery System.

The system requires only two 6-MHz chan-
nels, has an aggregate data rate capacity of
400 Mbps, utilizing a 20-sector antenna sys-
tem, and individual users get 10 Mbps burst
rate upstream and downstream.

Spike designed the PRIZM system around a
proprietary narrow-beam compact sectored anten-
na technology. The base station is a roof-mounted
design, and measures less than eight feet tall by
three feet wide and deep. Spike’s network opera-
tion center (NOC) contains ATM switches, high-
speed Ethernet switches, a bank of RF modems,
and mass storage. It is capable of switching up to
104 Gbps of digital traffic, allowing for future
expansion of the PRIZM system.

Not to be outdone, three other “wireless
cable™ operators have chosen to get into the
game, selecting equipment from Hybrid
Networks.

Hybrid has developed a 64 QAM-based

12 CED

microwave transmission technology to deliver
high-speed Internet access. The Series 2000
Wireless product family incorporates an inter-
nal 64 QAM modulator and adaptive equaliza-
tion for improved robustness and fewer errors
in a multipath environment.

It also provides 30 Mbps of speed in 6 MHz
of bandwidth. The architecture allows data to
be sent at 30 Mbps speeds split into three
channels of 10 Mbps each. Subscribers can use
conventional modems and telephone links for
the return connection while receiving data at
Ethernet speed. The 2 MHz channels can be
combined to suit the available frequency bands
and can be used independently to offer differ-
ent grades or types of service.

When connected to a LAN, a single Hybrid
modem can support up to 20 personal comput-
ers or workstations. For most applications, no
additional routers are required at the subscriber
location. The subscriber requires a rooftop or
window antenna, connected by a coax cable to
the modem/router. This system works with
wireless cable equipment, educational televi-
sion, and the new,
short-range

areas, with six other markets to follow.

Finally, Canadian operator Selectview, the
first company in Canada to receive approval to
offer wireless Internet access, has selected
Hybrid as its supplier of wireless access
modems and headend systems. With a trans-
mitter located atop the CN Tower, Selectview
has a broadcast reach to more than two million
homes and businesses in Toronto.

Gl offers turnkey
data solutions

General Instrument Corp.’s NextLevel
Satellite Data Networks Group is working to
provide turnkey high-speed data solutions to
cable TV operators by bundling its
SURFboard network with complete Internet
service provision through relationships with
on-line service companies such as Community
Networks Inc. (CNI).

Gl is working with CNI to provide
Cablevision of Loudoun County, Va. with a
complete data network solution. GI marries its
27 Mbps/telephone return modem and associat-
ed network with content developed by CNI,
which also provides a comprehensive set of
products and services which enable MSOs to

. T I 7 T O [T
microwave broad- 7 Rl e

cast systems pro- .
posed for use within

cities. The frequen-
cy bands supported
are MMDS, LMDS,
ITFS and MDS.

Wireless opera-
tors Metro.Net,
DirectNET and
Selectview will be
among the first to
test or deploy the
equipment.
Metro.Net intends to
use the technology
in upgrades in Las
Vegas; in Santa Rosa and Berkeley, Calif.; and
in Prescott, Ariz. There are also plans in 1997
to roll the systems out in the greater San
Francisco Bay area and Los Angeles, and other
cities and markets where Metro.Net controls
frequencies.

Meanwhile, DirectNET has signed a $3 mil-
lion purchase order for the system and
modems. DirectNET, a Virtual Private Network
Provider, will be rolling out a secure Internet
access service to businesses and end-user cus-
tomers in the Ft. Lauderdale and Miami, Fla.

management system.
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SURFboard ™

Broadband Network Hub
7000 Series

Gl ‘General Instrument

A mock-up of GI’s new, rack-mounted SURFview data network

launch and manage broadband data services.
Those services include data network design,
network management, systems integration, mar-
keting and promotion, content management,
community Intranets and customer support.
Once the data network is installed, CN1 also
provides subscribers with a content service
based on local community information and
events. For example, subscribers can access
up-to-the-minute traffic reports, school lunch
menus and notes on a child’s little league
team-all without going onto the Internet. CNI
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Il [ODAY, OPPORTUNITY

Il DOESN'T KNOCK.

tphones, fayes,

emails, telecomputes

and sends you video on
demand.

At Harmonic Lightwaves we built our reputation on cutting-edge
transmission solutions for HFC broadband networks. Our equipment is
known for compact, modular designs and performance that is always

a step ahead. The same is true of our upcoming line of digital products

Take our new TRANsend™ QAM modu'ator. Designed to transmit
advanced MPEG-2 digital video over conventional broadband
networks, our moduletor offers second generation technology
with Harmonic’s usual plug-and-play simplicity. It requires less
than half the rack space of its competitors. And its compliance
with all major industry standards (ITU-T/SCTE, DAVIC and DVB)
maksas it virtually “future proof.”

Our rew TRANsend™ MPEG-2 program encoder is similarly

well thought out. It compresses ore video channel plus multiple
audio channels. and outputs an MPEG-2 stream that’s fully
compliant at main profile and main level. Up to 10 of these
encoders fit neatly into one plug-and-play platform.

And iike zll our products, the new digital lineup incorporates our
NETWatch™ local and remcte system management capabilities!

As television, telecommunications and high-speed telecomputing
converge into one comnatibie digital domain, Harmonic will be
thare in every headenc, hub, node and network with products
that keep you online. Simpler, faster and better.

Ny

Harmonic Lightwaves
Transcending the ordinary.
www.harmonic-lightwaves.com

549 Baitic Way. Sunnyvale, California 94089 U.S.A.
tel: 800 730-4099 408 542.2500 fax: 408 542-2511
1

Modulator

’

QAM

HLP
Platform

Platform

MPEG-2
Program
Encoder
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also enables subscribers to customize a service
interface that delivers news and Web sites of
special interest on a daily basis, continuously
updating and making new content available.

Cablevision of Loudoun County began test-
ing the cable modems and network in February
1997. The commercial launch is slated for
April 15, 1997. The test will include 300 sub-
scribers. Several hundred more subscribers are
on a waiting list for commercial service.

GUI’s first generation SURFboard cable
modem is an internal [SA card that fits into the
subscriber’s PC. Gl has also announced an
external version that will use an Ethernet con-
nection to the user’s PC. It will be available in
May 1997.

On the software side, Gl is planning a suite
of products that, together, will make up a Web-
based management system that enables net-
work operators to manage SURFboard modem
networks. The “SURFview” management sys-
tem offers a simple graphical user interface to
monitor network operations.

Element managers monitor GI's Broadband
Network Hub, which packetizes TCP/IP data and
sends it out over cable TV networks via a modu-
lar chassis that provides an interconnect between
high-speed routers and the cable system.

The system will work with any PC or Unix
workstation with a Java-enabled Web brows-
er. The element manager interfaces with a
Web browser to retrieve a Java applet from
the HTTP server, which resides on the Hub.
In fact, to avoid distributing and maintaining
updated versions of software, components of
the management tool reside on the Hub.

Interdiction
enjoys comehack

Long-time cable industry veterans may get
a dose of deja vu reading this, but Motorola
and Scientific-Atlanta last month both
announced significant enhancements and
upgrades to video signal transport systems that
deliver “clear,” or unscrambled, signals to the
home, making set-top boxes unnecessary.

Motorola introduced the *“HomeClear
Broadband Video System,” a centralized
descrambling system that can descramble more
than 50 channels en masse while passing an
unlimited number of clear channels.

The system is built around core technology
developed by Multichannel Communication
Sciences Inc. of San Diego. Known as
“Omniband,” the system was invented by Ron
Katznelson, president of MCSI. Motorola
invested in MCSI last year through its
CyberSeed Venture program.

How Variable Constellation works
SNR (dB)
A
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Constellation __, QPSK

used in this tone QAM

Motorola officials were quick to point out the
advantage cable operators will have over com-
peting technologies, including direct broadcast
satellite, after deploying the HomeClear system.
Katznelson also said work is underway on next-
generation technology that incorporates pro-
gram guides and centralized digital video
decoders that would supply multiple TV sets.

The system is presently being trialed by
Time Warner Cable in San Diego, which plans
to test the viability of the technology and exper-
iment with multiple program tiering options.

About a week later, Scientific-Atlanta
announced a new line of four- and eight-port
750 MHz addressable interdiction units.

The new devices also have an expanded
return spectrum (5 to 40 MHz); are compatible
with enhanced-definition TV and digitally
compressed signals; accommodate 90-volt, 15-
amp network powering; have addressable
return path disconnects to ensure a “cleaner”
return path; and capability to supply power to
side-of-home telephony devices.

Unicom develops
return modulation

Planning on deploying high-speed data over
your network, but plagued by nasty ingress and
noise in the return band? A Silicon Valley start-
up is presently developing a new, higher-order
modulation method that promises to overcome
excessive noise and keep the upstream portion
of the two-way communication path open.

Ultracom Communications, led by Hybrid
Networks founder Howard Strachman, is devel-
oping “Variable Constellation/Multi-Tone
Modulation” expressly for the cable industry,
which has found the upstream path of its network

35 dB

il

QPSK 256 256
QAM

64 16
QAM QAM

QPSK QPSK

Source: Ultracom Communications Inc.
to be problematic in many cases. The technology
is described as a variant of orthogonal frequency
division multiplexing and discrete multitone,
which is used in digital subscriber line (DSL)
systems designed for telephone systems.

The modulation scheme divides several
QAM-based carriers into separate bitstreams
and packs them into small, densely-populated
RF channels using standard FDM methods.
The size of the constellation, however, varies
depending on the signal-to-noise ratio in that
channel. Where little noise is encountered, sig-
nals can be sent via 256-QAM. When the
noise level goes up, the system dynamically
shifts to lower-order schemes, all the way
down to QPSK, according to Strachman.

In fact, said Strachman, lab models suggest
that the system can deliver 7 bits per Hertz in
environments where other transport methods
no longer work.

Of course, the proof will come in real-world
tests, which Ultracom intends to undertake
later this year, said Strachman.

He noted that cable operators, by deplaying
this technology, can significantly reduce plant
maintenance costs and avoid having to con-
stantly “clean” and “tighten” a network’s
return band. “Why send trucks and people,
when signal processing can do the job for
you?,” argues Strachman.

Statmux hoosts
digital channels

General Instrument Corp. has announced an
upgrade to its digital compression system sa
that it now has the capability to transmit 16
video channels on a single, 24-MHz satellite
transponder. According to Gl executives, the
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system will be available for commercial
deployment this spring.

In the past, only eight to 10 channels were
available at acceptable quality levels. This
increased digital video capacity is made possible
through application of statistical multiplexing
(“stat mux”) capability. Through this technology,
14 of the 16 channels provide programming, and
two channels are reserved for redundancy.

Stat mux examines all the incoming video
feeds as a group, and dynamically assigns
compression bit rates based upon the complex-
ity and motion in each feed. The basic premise
is that, at any given time, there will be some
feeds that have a lot of motion, some with
very little, and some that are “average.”

Stat mux works by having all of the channels
that are included in a stat mux group report
their compression demands to one decision-
maker—in this case, the Packet Multiplexer. The
PM considers all of the demands, decides on
the bit rate to assign to each channel, then com-
municates that decision back to each channel.
This “negotiation” for bit rate takes place about
35 times per video frame-about 1,000 times per
second—to ensure that even the slightest change
in scene complexity becomes part of the deci-
sion-making process.

Monet group
shows off WDM

The Multiwavelength Optical Networking
(Monet) consortium has unveiled an eight-
wavelength, configurable network linking high-
capacity testbeds in three New Jersey locations.

The all-optical cross-connect testbed from
Lucent Technologies interconnects the local-
exchange network testbed at Bellcore and the
long-distance network testbed at AT&T and
Lucent Technologies. The three high-capacity
testbeds are now linked, using optical fiber, to
form the Monet New Jersey Area Network.

The testbeds all use wavelength division
multiplexing (WDM), enabling transmission of
digital and analog signals over multiple wave-
lengths of light through optical fibers.

The Monet consortium’s booth at February's
Optical Fiber Conference featured remote net-
work management of the New Jersey Area
Network and a demonstration of a prototype
wavelength-selective cross-connect network
element. Exhibit workstations also offered sim-
ulations of optical network performance.

The Monet consortium includes AT&T, Bell
Atlantic, Bellcore, BellSouth, Lucent
Technologies, Pacific Telesis and Southwestern
Bell Technology Resources Inc., in coopera-
tion with the National Security Agency and the
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Naval Research Lab. Monet was established in
December 1994 and is funded in part by the
Defense Advanced Research Projects Agency.

The cross-connect testbed, at Bell Labs in
Holmdel, N.J., configures the interconnections
between the long-distance and local-exchange
testbeds by switching wavelengths. The test-
bed verifies features and performance aspects
of wavelength selective cross-connection.

The local-exchange (LEC) testbed at Bellcore
in Red Bank, N.J. features ring-and-ring inter-
connection topologies, using optical-fiber and
link distances that are typical of LEC networks.
The LEC testbed contains wavelength add/drop
multiplexers and cross-connects.

The 2,000-kilometer long-distance network-
ing testbed in Holmdel, N.J., transmits 20
gigabits of digitized information, carrying 2.5
gigabits per second on each of eight channels
of light through a chain of optical amplifiers.

Monet consortium members are currently
building an experimental multiwavelength net-
work in the Washington, D.C. area that will link
facilities at Bell Atlantic, the National Security
Agency, and the Naval Research Lab in 1998.
They will interconnect the New Jersey area and
Washington area networks in 1999,

The Monet Consortium’s objective is to
define and demonstrate the best way to achieve
national-scale, high-capacity, high-perfor-
mance, cost-effective, reliable, transparent
multiwavelength optical networking—integrat-
ing network architecture, advanced technology,
network management and business drivers.

Monet envisions a transparent, reconfig-
urable optical networking layer capable of sup-
porting all currently employed or proposed
telecommunications standards. Those standards
include synchronous optical network (Sonet)
services ranging from OC-1, which carries 51.8
million bits of information per second, to OC-
192, at 9.953 billion bits per second, and asyn-
chronous transfer mode (ATM) broadband, mul-
timedia and high-speed networking services.

The optical networking layer would simul-
taneously support other new formats, allowing
arange of format-independent, bit-rate-inde-
pendent and protocol-independent service.
This has the potential of offering increased
flexibility and economic advantages in com-
mercial networks, and also is of particular
interest to the U.S. defense establishment.

S-A acquires
Danish manufacturer

Scientific-Atlanta Inc. has completed the
purchase of Arcodan A/S, a Danish manufac-
turer of headend systems, opto-electronics

and RF distribution equipment.

Financial terms of the transaction, which was
originally announced in February, were not dis-
closed. Arcodan revenues for the last 12 months
ending January 31 exceeded 200 million Danish
Kroner (more than $32 million USD).

Arcodan serves cable operators, installers
and systems integrators throughout
Scandinavia and the rest of Europe and
employs 270 people. Development and manu-
facturing takes place at its facility in
Sonderborg, Denmark. Its products are dis-
tributed through its subsidiaries in Germany
and Poland; a partly-owned subsidiary in
France; and through a direct sales and distrib-
ution network in Europe.

Arcodan joins three other Scientific-
Atlanta subsidiaries with operations in
Europe: sales and service facilities in the
United Kingdom and ltaly, and an opto-elec-
tronics research and development laboratory
in the United Kingdom. In addition to
Arcodan, Scientific-Atlanta has manufactur-
ing facilities near Atlanta and others in
Mexico, Canada, and China, plus relation-
ships with manufacturers in Japan and Korea
in supplying broadband equipment to cus-
tomers in more than 100 countries.

Jottings

Count two new additions to the list of com-
panies wishing to do business with cable TV
operators. US Robotics, the massive modem
manufacturer (which will soon be taken over
by 3Com Corp.), recently introduced an end-to-
end system that will help cable operators offer
high-speed data services over their networks.
The system is designed for today’s one-way
networks by providing a telco return path. US
Robotics intends to build modems that will be
offered at retail outlets . . . New entrant #2 is
SilCom Manufacturing Technology of
Ontario, Canada, which is developing upstream
amplifiers to support data services over cable
systems. SilCom hopes to reduce distortion and
power consumption of such amps while solv-
ing packaging and heat dissipation issues . . .
In just three short years, Corning Inc. has sold
1 million kilometers of a special singlemode
fiber designed for the long-haul, wavelength
division multiplexing market. Designed for the
1550 nm window, the fiber can send signals
twice as far as standard singlemode fiber. The
brisk sales pace shows that the long-haul mar-
ket is once again a hot one, according to
Corning officials. To amplify that position,
Corning said it was expanding its components
factory, which makes erbium-doped fiber amps,
among other things . . .
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‘ SPOTLIGHT

Medin: No
more dumb
pipes for
cahle

It’s hard to make the transition from technologist to
manager. Just ask @Home Network’s Milo Medin,
who illustrates his dilemma with an excerpt from the
comic strip “Dilbert.”

“There’s a guy in a devil suit talking
to Dilbert. He says, ‘C’mon, Dilbert!
Stop being an engineer and become a
manager.’ Dilbert tells him to go away.
He says, ‘Your technical skills are get-
ting stale. You’re becoming a general-
ist. Take the easy route.” The last frame
is this devil holding a box. He says, ‘I
brought you a suite of applications that
all work together.” And Dilbert replies,
“That’s unnatural. Be gone!’ That’s sort
of where | am right now,” says Medin,

Milo Medin
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though he keeps a Sparc workstation on
his desk to keep him honest.

In truth, Medin’s responsibilities are
too mammoth in scope to allow him to
have hands-on oversight of all the
technical aspects of @Home’s high-
speed data rollout, as he’s in charge of
the system architecture, the [P trans-
port system, the backbone and the
feeder system, as well as all of the
servers and all of the software that
runs inside the network.

As VP of Networks, Medin is
focusing his energies on rolling out
the commercial service in multiple
markets, working with the cable oper-
ators who are partners in @Home to make sure that
everything runs well. from the network management
systems to the in-home wiring.

In addition, Medin and his engineering organization
are concentrating on new product development to sup-
port telephone return as an option for those operators
who'd like to establish a footprint first, and then activate
their return paths later. He’s also working on the tech-
nology to support a variety of content-related services.

“We believe that our architecture of an intelligent
network, where there's caching, replication, multicast-
ing, etc., and not just a plain pipe for pushing data,”
explains Medin, “is the right architecture for being able
to feed any kind of a broadband data service.”

Cookie-cutter architecture

In fact, Medin has plenty of lessons to share from his
personal experience of a high-speed data rollout. “The
key things, in terms of deployment, are maintaining a
consistent architecture and set of equipment, because if
you have a bunch of things which are all different,
being able to manage them effectively becomes darn
near impossible,” he notes. “Having an architecture
which you can replicate in a cookie-cutter mode is vir-
tually the only way that you can field this (service).”

And in a refreshing change, the bottleneck now
becomes the PC, as the broadband network can deliver

information far faster than many computers’ brains can
handle. “You have to have performance from an end-
to-end perspective. It’s not just the network; it’s not
even the servers in the system,” he adds. “You have to
look at how the PCs are plugged in, and all of that, to
make a really compelling service.”

Medin, a relative newcomer to the world of cable
television, hails from the world of serious computing
power. Prior to joining @Home, he spent more than 10
years with NASA’s Ames Research Center, where he
led a team of contractors to construct the agency's first
real internal [P network. Eventually, that network
would evolve into the NASA Science Internet, connect-
ing more than 200 sites in 16 countries. With the help
of two satellite connections and a transcontinental fiber
link, the network served both the highest and the low-
est latitudes on the Internet: stretching from Greenland
to a base in the Antarctic. “I loved the time [ spent at
NASA.” notes Medin, “because technology there exists
to support a real mission: you're not just doing
research on networking for networking’s sake.”

Before NASA, while being schooled in computer sci-
ence at Lawrence Livermore Labs, the young Medin
worked as a contractor, helping program in Fortran and
Cray assembly code on supercomputers at the Labs and at
Los Alamos. Primarily, he worked on two defense-related
projects: one being modeling for solid-state laser design
for the Strategic Defense Initiative (the predecessor to the
“Star Wars™ program); the other was using computers to
model the effects of nuclear weapons detonation.

Would you like fries with that?

The child of Yugoslavian immigrants, Medin grew
up on a 20-acre grape farm nestled in a central
California valley. After his father died, when Milo was
only five years old, his mother took over the farm
operation, simultaneously learned how to drive and
how to speak English, and raised her son and his
younger sister to become valedictorians of their high
school graduating classes. “I have an enormous amount
of respect for my mother,” he says. “There were a lot
of easy ways out, and she didn’t take any of them.”

Neither does her son. A self-described political con-
servative, Medin believes that the government should
avoid playing the role of “Big Brother” when it comes
to taking care of its citizens; however. he also takes his
personal responsibility to fill the social welfare gap
seriously. It’s not unusual to find him handing out gift
certificates for fast-food restaurants to people on the
streets who need a hand.

Currently single, Medin spends much of his time
“eating his own dogfood.” No, it's not a result of his
bachelor lifestyle~that’s the phrase he’s borrowed from
Bill Gates to describe the consumption of one’s own
product or service. From his data-surfing travels,
Medin has learned first-hand what his customers want:
“That the service feels fast, that they can do things on
it they can’t do anywhere else.”

~Dana Cervenka
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By Wendell Builey,
VP of Science
and Technology, NCTA

Have a comment?
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A few weeks ago, I attended a conference in
Washington, D.C. on the future needs of public tech-
nology. Public technology is a code phrase for accessi-

Supplying
too much of
the wrong
thing?

bility of the masses to technical offer-
ings that other people pay for. Perhaps
that is a little too cruel. Let me try this:
the primary goal of groups that seek to
promote public technology is to make
sure that no one is left out of the bene-
fits that these technologies offer. There,
that sounds better. No matter how you
say it, it still comes down to this: how
do we make sure that the riches of the
Internet and cable TV and telephone
connectivity reach those who are not in
a position to normally acquire them?

We should all be thankful that there
are groups that work on behalf of the
“have-nots™ to make sure that as tech-
nology progresses, no one is left
behind. I know that I'm glad.

A collective gasp

The conference got my attention
when | realized that the single, overrid-
ing theme was the provision of a
broadband, switched, two-way network
for every single person and place in the
United States of America. Now, don’t
get me wrong. I'm a sensitive guy. |
care about the potential of a world
where only some of the lucky ones
have access to everything that technology can offer. |
mean, if the Internet is the be-all and end-all of human
interaction, then can we afford to take lightly the peo-
ple who can’t get connected? I don’t think so.

In fact, you will be pleased to know that the entire
panel (of which I was only one participant) all said that
they (or, more precisely, their companies) would also do
everything they could to help this future world come into
being. They (and I) only got into trouble when we said
that, as public companies which need to show results to
our owners, we would all need some incentives to make
the massive investments that seem to be at issue here.

The trouble was nothing so ignoble as cat-calls or
raspberries. It was more of a collective intake of
breath. At first. I thought that someone had uttered an
expletive that I missed-but no, it was the reaction of
the audience to the idea that this goal must be weighed
against the idea of corporate profit.

What about the “don’t-wants” ?

I am constantly reminded that not everyone can
appreciate the good deeds of corporate America if they
detect the tiniest hint of self-service in a project. It
seems not to matter that a company could have chosen
a less edifying project for its limited funds. No, there
are those who believe that all ends should match up
nicely with pure means.

I'm afraid that [ caused another of those sharp
intakes of breath when my turn came. I was doing
OK until I mentioned, almost in passing, that not
everyone might actually need a two-way. broadband.
switched network connection. | mean, what about a
person who just does not want to surf the Web? I'm
almost sure that these types exist. Are we to wire up
every nook-and-cranny on the off-chance that the
non-surfer dude will rise up from the couch and have
an urge to check out a homepage that he heard
about?

I'm afraid that this last idea made me an enemy.
When the part of the conference that I was speaking in
was over. and the crowd broke up to go to lunch. I was
accosted by a man who wished to take issue with my
words. It seems that he has concerns about the people
who will be left out of a world where some have wide
bandwidth. and others (shudder) only have twisted
pairs. “All." he stated with conviction, “must have the
same access and capability.”

“What about those who don’t even have a comput-
er?.” I responded. “They might get one. if they had
access to such a network,” he replied. “What about
those who have a perfectly acceptable 28.8 modem~do
they also need a broadband connection?.” I inquired.
Once again, he said “'yes.”

The crime. it seems. is not that someone has such
a marvelous network and doesn’t use it, but instead,
what if someone wants it. and doesn’t have it? Good
question. I could feel the gray matter sweating as
this was digested. Should every home and place of
business have a broadband, two-way switched net-
work, even if 15 percent of the population is func-
tionally illiterate and cannot use the keyboard on a
computer? Some people drive four-wheel-drive cars
and live in moderate climates. Does this mean that
there should be a subsidy by auto manufacturers so
that everyone can have four-wheel-drive for the two
times it snows in the mid-Atlantic region? I must
either be missing something. or have a defective
empathy module.

The basics first

I have a hard time understanding the motivation of
groups that latch onto the idea of the biggest. most
capable. most expensive network for everyone, when
so many need more basic things. Telephone compa-
nies. cable systems, broadcasters and every entity in
the telecommunications world do good things for their
communities all of the time. Is it enough? No. it never
is. Is the broadband. two-way switched network
enough? Maybe it’s too much of the wrong thing.

The world will change in our lifetime. More people
than ever before will have computer skills. More peo-
ple than ever before will have a desire to surf the Web
and learn new things, but not everyone. Not by a long-
shot. Many need other things first. Where are the
groups dedicated to seeing that they get the other
things? CED
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HOH: A
new money
saving

By Jim Farmer,
Chief Technical Officer,
Antec

Have a comment?
Contact Jim via e-mail at:
jofarmer @mindspring.com
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Here’s a great idea for making cable plant more effi-
cient. We are presently fighting several problems
which can be solved in a single paradigm shift. The
breakthrough came when 1 discovered
the amazing properties of a chemical
compound known as hydrogen hydrox-
ide (HOH). HOH is non-toxic. non-
compressive, exhibits a relatively high
specific heat and is not expensive.

We are having a lot of problems
powering the plant now, and we also
are having trouble cooling distribution
equipment. From optical nodes to line
extenders, as we force more circuitry
into a smaller space, the cooling prob-
lems get worse. We can solve these
problems with HOH, and get some
other benefits as well.

HOH is a fluid, and we all know that
fluids cool more efficiently than do
convective air flow and radiation, the
main methods used for cooling distrib-
ution equipment today. We need a way
to get HOH to each amplifier
station—then, we can use it for cooling.

idea

HOH as a dielectric

One way also allows us to get rid of
some of the inefficiency in the coaxial
hard-line. The coax contains a dielec-
tric material between the center con-
ductor and the shield. 1t does nothing
but sit there, adding cost and weight to the cable.
Replace it with a series of small spacers which hold the
center conductor in place. Insulate the center conduc-
tor, and send the HOH fluid through the space now
occupied by the dielectric. 1f the HOH is pure enough,
it makes a decent dielectric.

By replacing the dielectric in the coax with HOH,
which is pumped in after the cable is lashed, we save
in several ways. First, we no longer have to pay for the
dielectric, as it doesn't exist, except for some small
spacers. That should make hard-line cheaper. Second,
we save weight by not having the dielectric. This saves
freight costs, and makes the cable easier to put up.

We now have a way to get the HOH fluid to the
equipment that needs to be cooled: we pump the fluid
through the coax and through the amplifier stations.
Now, because the fluid will be moving, we can gener-
ate electricity at each amplifier. Simply put a small,
fluid-operated generator in each amplifier. It will be
turned by the HOH fluid we are pumping through the
system anyway, and will generate the power to operate
that station. No IR loss in the cable. no standby batter-
ies—just a mini-generator at each amplifier. (You will
recall that when current is passed through a resistance.
and every conductor has resistance, then we lose
power. The power lost is equal to the square of the cur-
rent, 1, times the resistance, R; hence the term “IR

(more properly. 1 squared R) loss” to signify that we
lose power because of resistance in the coaxial cable.
If we have no current, then we have no IR loss.)

The cable industry likes to be efficient, so what do
we do with the HOH fluid when it reaches the end of
a branch? What we would have at this point, after it
has been pumped through several amplifiers, is hot
HOH. So sell the heat! You should be able to sell it
to a subscriber who is located close to the last ampli-
fier, for domestic heating. A number of industrial
processes utilize HOH at elevated temperatures, so
you may find a local factory which will buy it. If you
can’t sell it, then put in a sauna, and charge for using
it. The HOH will be very efficient for heating the
water. Hey, saunas are big business these days. 1If you
build it, they will come.

Finally, if all else fails, you can simply forget about
the HOH fluid if you pass it under a bridge following
the last amplifier.

A honus: energy to power the headend

In most developed countries, you can get a suffi-
cient quantity of HOH fluid at reasonable costs,
though you may have to purify it somewhat in order
to make it useful as the dielectric in the coax. Local
suppliers may have the facilities for delivering HOH
very close to your present power insertion points.
NASA and others have done some interesting work
with a means of power generation in which the ele-
ments which make up HOH are combined such that
electrical energy is produced. In this process, HOH is
produced as a byproduct. It may be possible to pro-
duce your own HOH, using the energy released in the
production process to power your headend. On the
other hand, if electricity is not expensive in your area,
you may not realize a net savings as a result of pro-
ducing your own HOH.

There are no FCC Rules regarding the use of HOH
for this purpose, so far as 1 know. You may have to
contend with the EPA, but if you purchase your HOH
from a local certified vendor, you shouldn’t have any
problems. Some municipalities may insist that a trade
member be involved in connecting to an HOH sup-
ply, though.

Safe for cable jocks

HOH is a safe fluid, even for human consumption
(it is a major ingredient in beer, among other prod-
ucts familiar to cable jocks). If you develop a leak,
you should not be accused of polluting, at least, not
in most places. 1t’s safe for lawns and will not dam-
age asphalt. If present in large quantities, it is some-
times used to levitate objects, including humanoids.
There is some danger in this process, but you will
not be using HOH in quantities that will present a
problem.

Truly, HOH is a miracle fluid with a thousand uses,
and the potential to save us money. Wonder why no
one has thought of this before. CED
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CAPITAL CURRENTS

I-el‘s see. When 1 hit the “channel up” button on my
new digital TV set, does it go from channel 34.1 up to
channel 33.8, or up to channel 33.1? Or maybe they’l!

ATV channel

numbering
and
navigation

be called 34-A and 33-H. Or maybe
they’ll be called "NBC-1" and HBO-
W.> Or maybe my new remote control
won't have a “channel up” button at all.
People are only now starting to think
about the implications of digital TV
channels that carry multiple standard
definition programs, how to name or
number them, and how to navigate.
This is a particularly difficult issue for
broadcasters, who want to maintain
their “brand” identity during the transi-
tion from analog to digital, because
often their brand identity is tied to their
current channel number. But most
broadcasters will be moving to a differ-
ent channel for digital broadcasting.

Analog vs. digital channels

Analog TV channels occupy 6 MHz
of bandwidth, and over-the-air channels
are numbered sequentially from 2 to 69.
Television viewers today, whether they
are receiving an over-the-air signal or a
cable TV signal, don’t need to know
what actual frequency corresponds to
the TV channel they tune, only the
channel number. Viewers can get from
any channel to any other channel by
punching the “channel up” or “channel down” button a
few times, or by punching in the channel number.

With digital television, things get more complicated.
Each 6 MHz channel can carry one or two HDTV pro-
grams, or many standard definition TV (SDTV) pro-
grams, or some combination of HDTV and SDTV pro-
grams. How will a viewer select a channel? What will
the local newspaper’s printed “TV Week” booklet look
like? The MPEG-2 digital TV standard includes pack-
ets that carry nothing but program 1Ds and maps, in
order to keep all the information under control, but
there is no standard way to translate the MPEG 1Ds
into channel numbers or subchannel numbers.

Cable operators will most likely provide spreadsheet-
like channel navigation guides that are displayed on the
screen, and remote controls that can point and click to
select a program. The System Information (S]) tables
specified in the ATSC A/56 standard for digital televi-
sion tell where to look for channel navigation informa-
tion. (Go to <www.atsc.org> to get this document.)
Using this information, the cable operator can create
virtual channel tables and can, for example. map the 12
programs carried within channel 27 into channels num-
bered 200 through 211, or 200-A through 200-L.

The cable operator will have the “editorial control”
that will be needed to create consistent, user-friendly
navigation schemes. Digital cable-ready TV sets will

have to be able to read the A/56 System Information
tables and do the channel mapping, so that if you select
channel 151, it will know what frequency to tune to, and
what program within that SDTV multiplex to select.

Broadcast problems

For broadcasters, things are more difficult.
Compliance with the ATSC A/56 standard is optional.
There is no mandatory broadcast industry standard that
tells how to transmit channel guide information to TV
sets. (But there probably will be, once the broadeast
industry understands the significance of this issue.)
Even with a mandatory standard, one TV broadcaster is
not likely to carry the channel guide information for
other broadcasters in town.

And what about channel numbering? MPEG sup-
ports virtual channel numbering, but what if two broad-
casters in town (one broadcasting on TV channel 47
and the other on channel 53) both want to use virtual
channels starting with 100? Unlike their broadcast
channel numbers, nobody owns the virtual channel
numbers: any broadcaster can claim them.

Well, assuming the local broadcasters can get together
and work out who gets which blocks of virtual channel
numbers, what about adjacent cities? If 1 live between
Baltimore and Washington, for example, and a broadcast-
er in each city chooses a block of virtual channels start-
ing with 200, how will my TV set know which channel
to tune when 1 punch in 205 into my remote control?

Here's another issue: using channel numbers for
“branding.” 1 can never recall the station’s call letters, but
1 know the Washington, D.C. CBS affiliate is on channel
9. The station has a public service activity called *“Nine on
Your Side.” They use a big 9 on their logo. They aren’t
just channel 9, they are “Channel 9.” They won’t want to
give up that identity when they start broadcasting a digital
signal on (say) channel 38. But if they want, they can cre-
ate virtual channel numbers 90 through 99 for their digital
progranuning, as a way to retain the “Channel 9” brand.

Channel up?

Virtual channel numbering will take quite a bit of
agreement among broadcasters. Or perhaps they will
think of an even more user-friendly navigational
approach. But broadcasters will have to deal with this
issue if they hope to retain any over-the-air viewers,
because cable operators will certainly adopt user-
friendly channel navigation guides. It looks like the
cable industry has at least part of this challenge under
control, because the industry has agreed to use the
ATSC A/56 standard, and a cable operator can control
how his channel lineup is numbered and displayed. The
broadcasters still have a lot of work to do.

But what about the “channel up” button? If you’re
tuned to virtual channel 200, which is actually carried as
one of 12 programs on cable channel 67, will “channel
up” take you to virtual channel 199, or to a program car-
ried on cable channel 66, or somewhere else? 1 don’t
know. What do you think “channel up” should do? CIEED
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Security in hybrid

Using cryptographic
technology

hased networks

By Gerry White,
Consulting Engineer, Data
Over Cable Division,

Bay Networks Inc.,
gerrv@lancity.com; and
Chet Birger, Ph.D.,
Internetworking and
Security Consultant,
chirger@tiac.net
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nigilul transmission over hybrid fiber/coaxial (HFC) net-
works provides high-bandwidth network access for com-
puters in the home and small office. It has been argued
that HFC network technology provides these services far
more efficiently than can be provided by telephony-based
broadband access networks [ 1,2]. An HFC network’s effi-
ciency is attributed to the high degree of aggregation of
users’ traftic, made possible by the network's shared-
medium technology and its tree-and-branch topology.
While HFC’s shared-medium characteristics pro-
vide economies of scale that make broadband access
over HFC extremely attractive, they also introduce
security issues that. if not addressed, could under-
mine the service's marketability. In particular.
because HFC is a shared medium. each connected

CED: COMMUNICATIONS ENGINEERING & DESIGN
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user can potentially see all traffic on the network,
threatening the privacy of a subscriber’s communica-
tions. The shared medium also presents malicious
users with opportunities to masquerade as others,
introducing security risks ranging from data and ser-
vice piracy to forgery.

This article discusses these security issues and
demonstrates how modern cryptographic technology
can be employed to address them.

Modern cryptographic techniques, employing a com-
bination of symmetric and public key cryptographic
mechanisms. can address and resolve the security
issues associated with data over cable services. This
must be done in a way that (1) does not drive up opera-
tional costs of the service or data terminal equipment
(i.e.. the cable modems). and (2) does not reduce the
effective bandwidth available to users.

Cryptographic technology has long been applied to
securing data communications. Recent growth and pop-
ularization of the Internet has accelerated activities in
this area, including standardization efforts associated
with network layer security (1Psec[3}), transport layer
security (e.g., SSL[4}), application layer security and
key management. In developing its own security solu-
tions, the cable industry can benefit from the Internet
community’s efforts to secure communications (e.g.,
prevent eavesdropping, tampering and message
forgery) over the Internet.
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Privacy on the

HFG network
requires that HFC
traffic be
encrypted

Data over cable architecture and security goals

Consistent with the dominant view within the cable
industry of cable modem devices as data link layer for-
warding devices, i.e, Media Access Control (MAC)
bridges, user traffic is transparently bridged across the
HEC network. At the customer premises, a cable
modem (CM) transparently bridges data link layer
frames to and from the HFC network. At the headend, a
cable modem termination system (CMTS) transparently
bridges data link layer frames (associated with users’
aggregate traffic) between the HFC network and a
backbone network or switch. The backbone network
provides connectivity to the Internet and/or other net-
work service facilities. This high-level network archi-
tecture is depicted in the figure on page 30.

As MAC bridges, cable modem devices make for-
warding decisions based on the MAC addressing of
frames they receive across their network interfaces. For
example, although a cable modem can potentially
receive all downstream traffic appearing on an HFC net-
work (HFC is a shared medium communications chan-
nel) it will filter all but those frames addressed to cus-
tomer premises equipment the cable modem is serving.
Data link layer traffic flows across the HFC network are
either unicast, between CMTS and a particular CM, or
multicast, entermg the HFC from a particular CMTS or
CM, but targeted at multiple end
systems behind multiple CMs.

Cable service providers envision
employing multicast transport to
distribute “premium” data services
(e.g., stock prices, newswire feeds).
Because multiple users on an HFC
network can be authorized to
receive a particular multicast traffic
distribution. the security issues sur-
rounding multicast traffic ditfer
somewhat from those of unicast
traffic. For this reason, we distin-
guish between unicast and multicast

services in the subsequent discussion of security goals.

In the context of the HFC network's function of pro-
viding data link layer transport of unicast and multicast
frames, the fundamental security goals for an HFC-
based network access service can be stated as follows:
v Ensuring privacy, authenticity and integrity of user
traftic across the shared-medium HFC network.
vRestricting access to basic unicast service to autho-
rized users.
v'Restricting access to “premium” multicast services to
authorized users.

In addition to satisfying the above goals, an HFC
network security solution must adhere to the following
constraints:
¢1t must not significantly add to the cost and complex-
ity of cable modems.

VIt must not significantly add to the cost of operating
the network.

¢ It must not significantly reduce CMTS and cable
modem throughput.

v It must not complicate “out of the box™ cable modem
operation.

Finally, we must make the following operational
assumptions when discussing the security of data com-
munications over HFC:
v'The cable operator (MSO) has complete control over
the CMTS modem device.

v The cable operator has little control over what gets
attached to the HFC plant downstream from the CMTS.

Functional requirements

Because the HFC is a shared medium, and cable
operators have little control over what devices are
attached to their HFC plant downstream from a CMTS,
ensuring a user’s privacy requires encryption of that
user's traffic on the HFC. This, of course, implies that
CM and CMTS have keying material necessary to
encrypt the traffic flows between them. Key distribu-
tion is fundamental to any cryptographic security sys-
tem; in particular, authenticated key distribution is req-
uisite for providing privacy across the HFC.

Restricting key distribution to authenticated, autho-
rized users ensures a message’s authenticity: only
authenticated users can retrieve the keying data needed
to encrypt a received HFC frame. Ensuring the integrity
of a message (i.e.. protection against message tamper-
ing) requires additional security mechanisms: a mes-
sage authentication code accompanying each HFC
frame, for example.

Restricting access to Basic Unicast Service

Privacy on the HFC network requires that HFC traf-
fic be encrypted. Encryption also serves to restrict
access to authorized users. An unauthorized user will
not be provided with the keying data required to
encrypt upstream and decrypt downstream traffic.
Because the CMTS will be conducting the inverse
operations (decrypting upstream and encrypting down-
stream traffic). a cable modem operating without these
keys will be unable to exchange traffic with the CMTS.
The end result is conditional access to the HFC net-
work’s basic unicast transport service.

Restricting access to multicast services

As was the case for restricting access to basic ser-
vices, restricting access to multicast services requires
that downstream and upstream data flows be encrypt-
ed and distribution of decryption keys to cable
modems be restricted to authenticated and authorized
users. The key distribution is administratively more
complex, as a single user must receive keying data for
all multicast groups to which the user has subscribed.
Another complicating factor is that the multicast ser-
vice key for any given service must be shared
amongst a CMTS and all cable modems authorized to
receive that service on the CMTS’s HFC link. Thus, a
single multicast service key is of value to multiple
users. and there is the threat of a single authorized
user extracting this key and distributing it to unautho-
rized users.
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Reducing a key’s
exposure
defends against
cryptanalytic
attack

32

ciphertext available. In addition, the more predictable
that ciphertext is (e.g., protocol packets with known
data within certain header fields) the more effective the
attack. Thus, reducing a key’s “exposure” is an objec-
tive of many data communications security systems.
This section discusses key management within
cable modems, and design issues relating to reducing

a key’s susceptibility to direct and indirect attacks.

Protecting data encryption keys in the modem

The security of an encryption-based system rests on
the premise that the keys are not disclosed. Because
HFC network encryption supports access control as
well as privacy, it is desirable to hide keying material
from the user of the keys to prevent pirating and unau-
thorized redistribution. In an HFC network, keys stored
in cable modems located at the customer premises are
susceptible to direct attack.

One option to protect the keys would be to require
that all keys be held in a tamper-proof security mod-
ule, and that keys be encrypted any time they are out-
side the security module. This, however, has a severe
impact on the ability of a system to maintain high
throughput at a reasonable cost. In particular, it
requires a high-speed interface between the security
module and the forwarding system, as all cryptograph-
ic operations (except possibly certificate or signature
verification with a public key) must be done within the
security module.

In order to keep costs
down and maintain high
throughput, it is prefer-
able to relax these
requirements and per-
form all per-frame secu-
rity processing (e.g.,
frame data
encryption/decryption,
frame data authentica-
tion) in high-speed
unprotected memory in
the baseline cable
modem. This, however,
makes the keys suscepti-
ble to direct attack. A
weakening of key pro-
| tection from a direct

attack is permissible if
the long-term “value™ of keys can be reduced to the
point where the incentive to pirate and redistribute
the keys is eliminated.

How valuable are the keys used for encrypting
HFC traffic? If a key is obtained by extraction from
modem memory, the perpetrator already has access to
the decrypted data and hence the key’s value must be
associated with the value of the service and not the
data. The key, however, can only be used to gain
access to services on the particular HFC network
from which it was pirated; i.e., it is tied to the CMTS
serving the CM from which the key was extracted.

Because only a limited number of users can attach to
a single HFC network (at most 1,000), its “resale”
value is limited.

A common method of reducing the value of keys is
to give them a limited lifetime, e.g., replacing a particu-
lar service key once a day, or once an hour, or once a
minute, depending upon the value of the data being
protected. There are costs associated with extracting a
key from CM memory and redistributing it. Decreasing
key lifetime multiplies these costs.

Thus, while storing keying data in unprotected cable
modem memory does make the keys susceptible to a
direct attack, incentives for doing this are low and can
be lowered further by periodically changing keys.

A further advantage in not storing encryption keys in
a tamper-resistant security module is that it would
allow a low-cost, hardware-based symmetric key
encryption/decryption engine to be incorporated as part
of the base cable modem; possibly incorporated into an
ASIC implementing the RF MAC protocol.

Reducing key exposure

Reducing a key’s exposure defends against cryptan-
alytic attack. Two-tier encryption schemes are fre-
quently employed to protect long-term service keys
from such attacks. Rather than use the long-term ser-
vice keys to encrypt data, thus exposing them to
cryptanalytic attacks, the service keys are used to
encrypt frame keys. Because frame keys are short
compared to the frame data, and are pseudo-random
numbers, the long-term key is getting little exposure,
and it would not be subject to known—or
chosen-attack.

For the encryption of HFC data frames, a conserva-
tive approach would be to generate a new frame key
for each frame, and include the ciphertext of each
encrypted frame in the security header. This approach
requires that each data frame undergo the following
cryptographic procedure prior to transmission across
the HFC network:
v/generate security header
v/ generate frame key from cryptographically strong
pseudo-random number generator
vencrypt frame payload using frame key
v/encrypt frame key using the appropriate service key.

Decrypting frames received across the HFC interface
would involve the following steps:
vextract from the security header a security association
identifier (combination of the cable modem address and
a service key ID)
v/decrypt the frame key using SA’s service key
v/decrypt the payload using the decrypted frame key

A lower-cost solution (described in next month’s
installment), avoids generating, and encrypting, a new
frame key for each frame. but still changes the frame
data encryption key frequently enough to reduce key
exposure and discourage cryptanalysis.

A long-term, “master” service key must be shared
between encryption endpoints. Basic unicast services
each have two encryption/decryption endpoints: a
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cable modem and the CMTS that serves it.
Multicast services have one encryption end-
point (the CMTS) and multiple decryption
endpoints (cable modems authorized to
receive the multicast service). Rather than
use these master keys to encrypt data direct-
ly. thus exposing them to known or chosen
plain-text attacks, one can use the master
service key to generate a pseudo-random
sequence of frame keys (in contrast to using
them to encrypt. on a per-frame basis, keys
generated from an independent pseudo ran-
dom number generator).

A “Zero-Message Master Update
Algorithm.” similar to that employed in the
SKIP protocol [5] can be used to allow
encryption endpoints to independently gen-
erate synchronized sequences of data
encryption keys based on a single shared
master key and a synchronized counter (e.g.,
low-resolution clock).

This algorithm would generate a random
sequence of keys by concatenating a master
key with a counter and then applying a pseu-
do-random one-way hash function (such as
MD?5). The current key in the sequence,
rather than the original master key. would be
used as a basis for the symmetric frame data
encryption key. Encryption endpoints would
need to share a single, long-term master ser-
vice key and a synchronized counter, whose
resolution can vary depending on the per-
ceived value of the data. The counter’s value
would be included in each frame’s security
header. CED

Editor’s note: Next month, the authors dis-
cuss a low-cost security method for data over
cable.
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