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THE PROFESSIONAL STANDARD

The compact desk-top VR-5000 is Yaesu's most versatile Communications
Receiver ever! With ultra-wide frequency coverage and a host of operating
features, you'll be on top of the monitoring action with the VR-5000!

®CONTINUOUS FREQUENCY COVERAGE: 100 kHz
2.6 GHz/LSB, USB, CW, AlM-Narrow, AM, Wide AM
FM-Narrow, and Wide FM (cellular frequencies are blocked)

©2000 MEMORY CHANNELS /100 MEMORY GROUPS
®DUAL RECEIVE

®DIGITAL SIGNAL PROCESSING / BANDPASS FILTER,
NOISE REDUCTION, NOTCH FILTER, NARROW CW
PEAK FILTER (Optional DSP-1 requires)

®REAL-TIME SPECTRUM SCOPE
®WORLD CLOCK WITH UTC/LOCAL SETTINGS

®PRESET SHORTWAVE BROADCAST STATION
MEMORY BANK

OEXTENSIVE SCANNING CAPABILITY/SMART SEARCH™

® AND MUCH, MUCH MORE. ..

@ "RF Tune" Front-end Preselector (1.89-1000 MHz) @ 20 dB Attenuator for
strong signal environments @ IF Nolse Blanker @ DVS-¢ Digital Voice
Recorder (option) with two memories of up to 8 seconds eacn @ 10.7 MHz IF
Output Jack @ Fleld Strength Meter ® Audio Tone Control e All-Mode
Squelch Control for silent monitoring ® Password-protected Panel and Dial
"Lock" feature @ Display Dimmer/Contrast Control @ Clone Capability for
copying memory information from one VR-5000 to another @ Personal
Computer Interface Port ® Two Antenna Ports @ Audio Wave Meter provides
display of incoming signal's wave characteristics

COMMUNICATIONS RECEIVER

VR-5000

Enjoy the wide world of communications monitoring with the action-packed
VR-5000, available from your Yaesu Dealer today!

0.1~2599.99998MHz*
LSB/USB/CW/AM-N/AM/
WAM/FM-N/WFM

*Cellular blocked
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Wideband Recelver

VR-120D

s Wideband Coverage: 0.1-1299.995* MHz
AM/FM/Wide-FM

eRugged outdoor-ready case construction

e Ultra-long battery life

*BNC-type antenna connector

o Straightforward 4-button operation

eVersatile 640-channel memory system

For the latest Yaesu news, visit us on the Internet:
http//www.vertexstandard.com

Specifications subject to change without notice. Some accessories and/or
options may be standard in certain areas. Frequency coverage may differ in
some countries, Check with your local Yaesu Dealer for specific details
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All-Mode Wideband Receiver

VR-500

eFrequency coverage : 0.1-1299.99995 MHz"*

eModes : NFM,WFM AM,USB, LSB, CW

o Multiple Power Source Capability

e Polycarbonate Case

eReal-Time 60-ch* Band Scope *Range 5 MHz /
Step 100kHz

oFull lllumination For Display And Keypad

eConvenient "Preset” Operating Mode

eFront-end 20 dB Attenuator
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Universal Radio — Quality equipment since 1942.

OPTION

The etén E1 XM s the world's first radio that combines AM, FM, shortwave and
XM Satellite radio into one ultra high-performance unit. The E1 is an elegant
corfluence of performance, features and capabilities. The look, feel and finish
ofthisradiois superb. The digitally synthesized, dual conversion shortwave tuner
covers all shortwave frequencies. Adjacent frequency interference can be
minimized or eliminated with a choice of three bandwidths [7.0,4.0,2.5kHz). The
sideband selectable Synchronous AM Detector further minimizes adjacent fre-
quency interference and reduces fading distortion of AM signals. IF Passband
Tuning is yet another advanced feature that functions in AM and SSB modes to
reject interference. AGC is selectable at fast or slow. High dynamic range
permits the detection of weak signals in the presence of strong signals. All this
coupled with great sensitivity will bring in stations from every part of the globe.
Organizing your stations is facilitated by 500 user programmable presets with
alpha labeling, plus 1200 user definable country memories, for a total of 1700
presets. You cantune this radio many ways such as: direct shortwave band entry,
direct frequency entry, up-down tuning and scanning. Plus you can tune the
bands with the good old fashionedtuning knob (that has new fashioned variable-
rate tuning). There is also a dual-event programmable timer. Whether you are
listening to AM, shortwave, FM or XM, you will experience superior audio quality
via a bridged type audio amplifier, large built in speaker and continuous bass and
treble tone controls. Stereo line-level output is provided for recording or routing
the audio into another device such as a home stereo. The absolutely stunning
LCD has 4 levels of backlighting and instantly shows you the status of your radio.
Many receiver parameters such as AM

step, FM coverage, beep, kHz/MHz entry 'E\
etc., canbe settoyourpersonal taste viathe
preference menu. The E1 has a built in
telescopic antenna for AM, shortwave and

FM reception. Additionally there is a switch-

able antenna jack [KOK] for an external

antenna. Universal also sells a PL259 to

KOK antenna jack adapter (#1052 $14.95)

as well as a sturdy angled Lucite radio stand

(#3873 16.95).

AUDIOYOX
CNP2000

e
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The Grundig YB-300PE Professional Edition covers:
AM, FM stereo and shortwave from 2.3-7.8 and 9.1-26.1
MHz. Tune via Direct keypad entry, 24 memories, Band
button, scanning plus Up and Down tuning. The YB-300
PE features a large LCD display with display lamp for
momentary illumination. Other refinements include: 24
Hour Clock, DX-Local Switch, sleep timer, Scan and Lock.
The side of the radio features the DC input jack, the
external antenna input jack and earphone output jack.
Includes an AC adapter, vinyl carrying case, carrying
strap, plug in external wire antenna, Manual and stereo
earphones. Operates from three AA cells. Titanium col-
ored case 59 x 3.5 x 1.25 inches 13 oz. Originally
introduced at $99.00.
YB-300PE

Order #0300 $49.95

» Purchase your Eton E1 from Universal Radio
before 12/31/07 and receive a
FREE Grundig YB-300PE with your order!
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The eton ES is a world class portable radio covering
long wave, AM, FM and shortwave. It offers SSB-
Single Side Band, 700 memories, keypad entry,
scanning and a 24 hour clock timer. You also get:
Line Output, Local/DX Switch, Wide-Narrow selec-
tivity and external SW antenna jack. Operates from
four AA cells (not supplied) or the included AC wall

The E1 comes with an AC adapter or may
be operated from four D cells {(not included).

The Eton E1 is XM ready, so you may
purchase the Audiovox CNP2000DUO

adapter. Comes with a manual, wrist strap, protec-
tive case, wire antenna and ear buds. 6.675 x 4.125

x 1.125" 12.2 oz. One year limited warranty.

List $169.95 Order #0055 $149.95

» Purchase your Eton E5 from Universal
before 12/31/07 and receive a
FREE Grundig FR-200 AM/FM/SW
wind-up emergency radio with your order!

13.1"W x 7.1"H x 2.3"D Weight: 4 Ibs. 3 oz.
We are shipping latest production. Geta Free
YB-300PE with your E1 for a limited time.  extension cable is also available #4905°39.95.)
E1 XM Order #0101 °499.95 CNP2000DUO Order #0072 58.95

Note: The CNP2000 DUO antenna module and XM subscription are sold separately.
Activation and monthly subscription fee required for XM,

Universal Radio, Inc.
6830 Americana Pkwy.
Reynoldsburg, Ohio
43068-4113 U.S.A.

& 800 431-3939 Orders & Prices
B 614 866-4267 Information
614 866-2339 FAX Line
dx@universal-radio.com

XM antenna module at any time. It has a
25 foot cable. (An optional XM-EXT50 50 foot

www.universal-radio.com

Visit our website for more exciting
new and used shortwave radios.

* Prices and specs. are subject to change.
* Special offers are subject to change.

- Retums subject to a 15% restocking fee.
» Prices shown do not include shipping.

« Visa

» MasterCard
= Discover

- JCB
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Tap into secret Shortwave Signals

Turn mysterious signals into exciting text messages with the MFJ MultiReader

MFJ-4628

189°°
Plug this

self-contained QGOO‘

MFJ Multi-

Listen 1o maritime users, diplomats and ama-
. teurs send and reccive error-fiee messages using
various forms ot TOR (Telex-Over-Radio).
Monitor Morse code from hams, military,
commercial. aeronautical, diplomatic, maritime
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MFJ AutoTrak™ Morse code speed tracking.
Use 12 VDC or use 110 VAC with MFJ-1312D
AC adapter, $15.95. 5'/:Wx2'/21x5'/sD inches.

WiFi Yagi Antenna -- 15 dBi

Reader™ into
your shortwave receiver’s carphone jack.

Then warch mysterious chirps. whistles and
buzzing sounds of RTTY. ASCIl. CW and AM-
TOR (FEC) turn into exciting text messages as
they scroll across an easy-to-read LCD display.

You’ll read interesting commercial, military,
diplomatic, weather, acronautical, maritime and
amateur traffic . . .

Eavesdrop on the World

Eavesdrop on the world’s press agencies
transmitting unedired late breaking news in
English -- China News in Taiwan, Tanjug Press
in Serbia, Iraqui News in Iraq -- all on RTTY.

Copy RTTY weather stations from Antarctica,
Mali, Congo and many others. Listen to military
RTTY passing traffic from Panama, Cyprus, Peru,
Capetown, London and others. Listen to hams, diplo-
matic, research, commercial and maritime RTTY.

-- all over the world -- Australia, Russia, Japan, etc. 4 G-elements extends range
Monitor any station 24 hours a day by printing

transmissions. Printer cable, MFJ-5412, $11.95.

Save several pages of text in memory for
later reading or review.

High Performance Modem

MFEJ’s high pertormance PhaseLockLoop™
modem consistently gives you solid copy -- even
with weak signals buried in noise. New thresh-
old control minimizes noise interference --
greatly improves copy on CW and other modes.

Easy to use, tune and read

1t’s easy to use -- just push a button to select
modes and features from a menu.

1t’s easy to tune -- a precision tuning indicator
makes tuning your receiver easy for best copy.

It’s easy to read -- front-mounted 2 line 16
character LCD display has contrast adjustment.

Copies most standard shifts and speeds. Has

MFJ-1800 16-element, 15 dBi WiFi Yagi
52995 antenna greatly extends range of
802.11b/g, 2.4 GHz WiFi signals. 32
times stronger than isotopic radiator. Turns
slow/no connection WiFi into fast, solid connec-
tion. Highly directional -- minimizes interference.
N-female connector. Tripod screw-mount.
Wall and desk/shelf mounts. Use vertically/hor-
izontally. 18Wx2'/sHx1'4D inches. 2.9 ounces.
MFJ-5606SR. $24.95. Cable connects
MFJ-1800 WiFi antennas to computer.
Reverse-SMA male to N-male. 6 ft. RG-174.

| MFJ-5606TR, $24.95. Same as MFJ-
5606SR but Reverse-TNC male to N-male.

Super Active Antenna

“World Radio TV Handbook " says
MFJ-1024 is a “first-rate easv-to-
operale active antenna ...quiel..
excellent dynamic range... good gain..
low noise... broad frequency coverage.”
Mount it outdoors away from elec- tri-
cal noise for maximum signal, mini-
mum noise. Covers 50 KHz-30 MHz.

| Receives strong, clear sig-

nals from all over the
world. 20 dB attenuator.
gain control, ON LED.
Switch two
receivers and
auxilary or active

antenna. 6x3x5
in. Remote has
MFJ-1024 9554 whip, 50 feet

coax. 3x2x4 inches. 12 VDC or
110 VAC with MFJ-1312, $15.95.
Indoor Active Antenna
Rival outside
long wires with this
runed indoor active
antenna. “World
Radio TV Handbook ™
says MFJ-1020C is MFJ-1020C
a "fine value... fair sgges
price... best offering to
date... performs very well indeed.”
Tuned circuitry minimizes inter-
mod, improves selectivity, reduces
noise outside tuned band. Use as a
preselector with external antenna.
Covers 0.3-30 MHz. Tune, Band,
Gain, On/Ot1/Bypass Controls. De-
tachable telescoping whip. 5x2x6 in.
Use 9 volt battery, 9-18 VDC or
110 VAC with MFJ-1312, $15.95.
Compact Active Antenna

Plug  yp022 '
this com- $5Q95
pact MF]

alt band active antenna into your
receiver and you’ll hear strong, clear
signals from all over the world, 300
KHz to 200 MHz including low,
medium, shortwave and VHF
bands. Detachable 20™ telescoping
antenna. 9V battery or 110 VAC
MFJ-1312B, $15.95. 3'/sx1'/ex4 in.

Eliminate power line noise!

$1 8995

Completely eliminate power line
noise, lightning crashes and inter-
ference ie/ore they get into your
receiver! Works on all modes --
SSB. AM, CW, FM, data--and on
all shortwave bands. Plugs between
main external antenna and receiver.
Built-in active antenna picks up
power line noise and cancels unde-
sirable noise from main antenna.
Also makes excellent active antenna.

MFJ Antenna Matcher

Matches your
antenna to your
receiver so you
get maximum
signal and minimum loss. MFJ-959C

Preamp with gain ges
control boosts weak sta-
tions 10 times. 20 dB attenuator pre-
vents overload. Select 2 antennas
and 2 receivers. 1.6-30 MHz.
9x2x6 in. Use 9-18 VDCor 110
VAC with MFJ-1312, $15.95.

High-Gain Preselector

High-gain,
high-Q receiver
preseletor covers
1.8-54 MHz.

Boost weak signals 10
times with low noise dual
gate MOSFET. Reject
out-of-band signals and images with
high-Q tuned circuits. Push buttons
let you sclect 2 antennas and 2
receivers. Dual coax and phono
connectors. Use 9-18 VDC or 110
VAC with MFJ-1312. $15.95.
Dual Tunable Audio Filte

Two sepa- =& =
filters let you

peak desired signals and MFJ-752C
notch out interference at the *109%°

same time. You can peak,

notch. low or high pass signals to
eliminate heterodynes and interfer-
ence. Plugs between radio and
speaker or phones. 10x2x6 inches.

MFJ-1045C
95

MFJ Shortwave Headphones

MFJ-392B  Perfect for
$249 shortwave radio
listening for all
modes -- SSB, FM, AM,
data and CW. Superb padded
headband and ear cushioned design
makes listening extremely comfort-
able as you listen to stations all over
the world! High-performance driver
unit reproduces enhanced communi-
cation sound. Weighs 8 ounces, 9 ft.
cord. Handles 450 mW. Frequency
response is 100-24,000 Hz.

High-Q Passive Preselector

_ High-Q pas- \igj 956
sive LC prese- sggos
lector boosts
your favorite stations
while rejecting images, intermod
and phantom signals. 1.5-30 MHz.
Preselector bypass and receiver
grounded positions. Tiny 2x3x4 in.
Super Passive Preselector
Improves any

receiver!
Suppresses strong
out-of-band sig- FI-
nals that cause intermod, s4 (Qes
blocking, cross modula-

tion an(i:phanlom signals. Unique
Hi-Q senes tuned circuit adds
super sharp front-end selectivity
with excellent stopband attenuation
and very low passband attenuation
and very low passband loss. Air
variablc capacitor with vemier. 1.6-
33 MHz.

MFJ Shortwave Speaker

This MFJ

MFJ All Band Doublet

102 ft. all band (.:)

doublet covers -

.5 to 60 MHz. Super
strong custom fiber-
glass center insulator
provides stress relief

for ladder line (100 ft.). MFJ-1777
Authentic glazed ceramic 3493
Ship Code A

end insulators and heavy
duty 14 gauge 7-strand copper wire.

MFJ Antenna Switches

MEJ-1704 Jiinté, i» MFJ-1702C

56995 52995

MFJ-1704 heavy duty antenna
switch lets you sclect 4 antennas or
ground them for static and lightning
protection. Unused antennas auto-
matically grounded. Replaceable
lightning surge protection. Good to
500 MHz. 60 dB isolation at 30
MHz. MFJ-1702C for 2 antennas.

Morse Code Reader

Place this MFJ-461 [
pocket-sized $89° gl "]
MFJ Morse :

Code Reader near your

receiver’s speaker. Then watch CW
turn into solid text messages on
LCD. Eavesdrop on Morse Code
QSOs from hams all over the world!

MFJ 24/12 Hour Station Clock
MFJ-108B, $21.95.
Dual 24/12 hour clock.

- Read UTC/local time

ar-a-glance. High-contrast 5/8” LCD,
brushed aluminum frame. Batter-

ies included. 4'/2-Wx1Dx2H inches.

ClearTone™
restores the
broadcast quality
sound of short-

Dealer/Catalog/Manuals
Visit: htip://www.mfjenterprises.com
or call toll-free 800-647-1800

MFJ-281
wave listening. 5429
Makes copying

easier, enhances speech,
improves intelligibility,
reduces noise, static,
hum. 3 in. speaker han-
dles 8 Watts. 8 Ohm
impedance. 6 foot cord.

+ 1 Year No Matier What™ warranty « 30 day money
back guarantee (less sh) on orders direct from MFJ

MB

FAX:(662)323-6551 8-4:30 CST. Mon.-Fri. Add shipping.
Prices and specifications subject 1o change. (€) 2006 MFJ Enterprises. Inc.

MFJ ENTERPRISES, INC.
300 Industrial Pk Rd, Starkvilie,
MS 39759 PH: (662) 323-5869
Tech Help: (662) 323-0549



TUNING IN

by Edith Lennon, N2ZRW, Editor

We’'re Not Talkin® Doritos

“Our ideals, laws and customs should
be based on the proposition that each gen-
eration in turn becomes the custodian
rather than the absolute owner of our
resources—and each generation has the
obligation to pass this inheritance on to
the future.”

—Charles A. Lindbergh, aviator

“We remain committed ro the princi-
ple thar wireless consimers and
American taxpavers are best served when
such a valuable commodity is auctioned
in a fair and competitive inanner with no
sirings attached,...

—Steve Largent, president and CEO,
the Wireless Association

bviously, Chartes Lindbergh. quot-

ed in a 197t New York Times

Muagaczine article. was not speaking
about the upcoming FCC auction of the
700-MHz spectrum. Steve Largent was.
Both, however, were referring to natural
resources that are finite and precious.

The FCC is set to auction oft segments
of the 700-MHz band this January. Lying
Just below the 800-MHz cellular spectrum,
this range is extremely valuable and has
been compared to “beachfront property.”
It's ideal for long-range radiotelephone
and broadband services, as signals can
travel up to tour times farther and penetrate
obstructions much better than those on
PCS frequencies of 1900 MHz and higher.

This segment of the band is currently
used by U.S. analog broadcast television
licensees on Channels 5210 69, but with the
Congressional mandate that TV stations
transition 1o digital broadcasting by
February 2009. the spectrum is up for grabs.

You can certainly see why mouths are
watering all around the table. and it's
believed that the sale may raise over $/0
billion for the government.

And that’s got 10 be good for the tax-
payers, right? Well. that’s debatable.

Ten billion sure sounds real big, but in
the grand scheme of things, it’s really
chump change for the government and
more useful as a public relations ploy than
as a means to balance the budget. Just don’t
expect any trickle down tax cuts from it to
help you buy your next scanner.

But it will still be fun to watch the con-
tinuing struggle between the likely big bid-
ders, such as powerhouse telecoms. and
consumer groups and certain other players
like Google. The latier had asked that con-
ditions be placed on the sale and petitioned
the FCC to require the winning bidder to
allow *open access” to their spectrum on a
wholesale basis. This would have meant
that a nearly unlimited number of competi-
tors could have resold these wireless broad-
band services with value-added features.
Such conditions. it was argued. represented
the only chance for innovative new broad-
band services toemerge in competition with
large telecom providers, and that without
those conditions the largest carriers could
buy and hoard the spectrum, and consumers
would pay a heavy price—literally.

Not surprisingly. opposing conditions
were companies like Verizon. which
argued that auction conditions would lead
1o fewer bids and discourage innovation.

Guess what happened. ..the FCC denied
Google’s pro-consumer request.

We 've heard the industry line betore; but
we've seen what happens when a finite
resource is in the hands of a limited num-
ber of entities—skyrocketing access costs.
To be sure, some wallets will get fatter after
January, but they probably won't belong to
you. One way or another. that 10 billion is
coming out of our pockets.

When it comes to radio spectrum,
unlike Doritos, you can’t just “make
more.” While these frequenciesstill belong
tous, and wesstilt have the opportunity, let's
use—and sell—them wisely.

An Update On
“Plane Sense”

— - —

For you commercial aviation followers
out there. we apologize for neglecting your
cravings for frequencies. et al. the past few
months. Work and other lite commitments
have meant that Bill Hoefer can no longer
provide the “Plane Sense” column. Not to
worry. though, the search is on for anoth-
er columnist.

d Lo
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SANGEAN

A WORLD OF LISTENING

SANGEAN
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This is the table-top stereo that the market has been waiting for. This visually stunning piano black wooden
cabinet isn't just redefining the table-top category it is paving a new path.

Its features start with the ability to play MP3's and Windows Media Audio (WMA) formats from a siot load CD
but takes it further by offering SD/MMC and USB flash connections that provide the flexibility no other table-
top offers. For those of you who still listen to radio, it provides the AM & FM reception and sensitivity that
Sangean is famous for, 20 memory presets, and the RDS text services that displays artist, song title, and
other text information provided by your favorite FM stations.

Add to all this the stunning Hi-fi sound produced by the 3W + 3W amplifier that pushes 2 3" Polypropylene
speakers and dual front facing bass ports. Featuring the Sangean AcoustiCase™ technology and a 3D audio
projection technology, the speakers produce an unmatched level surround performance and bass response
and clarity in a table-radio. For the custom sound that many listeners covet you have the atility to adjust bass
and treble controls providing 14 full steps and is sure to have a range that will provide for oatimal listening
enjoyment whether for music or talk radio.

WR_3 WR-3 Digital AM/FM/CD/SD/MMC/USB

Wooden Cabinet Table-Top Radio With MP3 Playback

* Slot-in CD MP3 playback. « External type ‘F’ antenna terminal.
e SD/MMC card / USB MP3 playback. » Rotary volume control
* FM/AM bands. « Full-function IR gemote mntél
» Radio Data System (RDS) with radio text, 3D autio effect.
program type, station name, and auto clock * Aux-in
time (where available). s Stereo headphone (3.5mm)
¢ Alarm & Sleep timer. yDimensions (W X H X D): 14" X 4 3/4" X9 1/3"
 Search & Manual tuning. » Weight: 10.1bs. 14 oz
* Fult Menu Display. Sangean America, Inc.
* Record out socket. 2651 Troy Avenue, South El Monte, CA 91733

Tel: 888.SANGEAN Fax: 526.579.6806
email: info@sangean.com
www.sangean.com



INFOCENTRAL

by D. Prabakaran

News, Trends, And Short Takes

Radio Regenbogen Launches First
HD Radio Test In Germany

Radio Regenbogen, one of Germany’s private radio stations,
and network operator Media and Broadcast of T-Systems, have
announced the start of an HD Radio technology field test at the
end of August. Listeners in the Rhine-Neckar area will be able
1o receive the Radio Regenbogen program as well as two mul-
ticast formats: Regenbogen Gold and Regenbogen Comedy.

The testing is also supported by Ibiquity Digital, Audioexport
Georg Neumann, Orban/CRL Systems, Broadcast Electronics,
and Ruoss, a company that has assisted with HD Radio tests in
Switzerland. The first test results are to be presented at an event
of the Regional Office for Communication that will be held in
Stuttgart on September 27, 2007.

German Public Broadcasters Launch
“Sparse Image Audio Service” Trial

A “sparse image audio service™ trial has been launched by
German public broadcasters WDR in Cologne and MDR in
Leipzig. In the area of greater Cologne, the proposed broad-
casting location is the “Koélnturm” (Cologne tower) in
Mediapark with an aerial height of 160 meters. The DMB mui-
tiplex is on channel 11D, and the radiated power of 10 kilowatts
is aimed at in-house coverage for Cologne city center. Trial
broadcasts consist of existing TV programs as well as visually
enhanced radio programs; for example. displaying the CD cover
of a track being played or a road map with traffic news.

The DAB/DMB technology employed was developed in co-
operation with the Fraunhofer Institute for Telecommunications,
Heinrich Hertz Institute (HHI) in Berlin. Instead of the usual DAB
format, however, a High-Efficiency Advanced Audio Coding HE-
AAC radio format is being used, reducing the bandwidth from
192 kilobits per second to 48 kilobits per second.

Minivan Radio To End
Shortwave Broadcasts

S ——

Minivan Radio, the Maldivian opposition station, will end
its current series of shortwave transmissions on August 31. The
shortwave broadcasts, at 160010 1700 UTC on | 1965 kHz, were
resumed on August | after four months during which they had
been available only via the Internet. The station had stopped the
broadcasts in anticipation of winning an FM license, but has so
far been unable to procure one. It's likely that further shortwave
transmissions will be made to cover significant events.

Radio Six International Returns To
Shortwave And Mediumwave

Scotland’s only independent international broadcaster, Radio
Six International. returned 1o shortwave with a resumption of
its Saturday morning broadcast on 9290 kHz beamed to Europe,
the Far East, and Pacific regions. The program, transmitted every

Saturday between 0700 and 0800 UTC. will be relayed from the
100-kW facility at Ulbroka, Latvia, as well as from the 2.7-kW
mediumwave transmitter on 945 kHz in Riga, Latvia.

The station has recently expressed reservations about the
effectiveness of shortwave transmissions and is available 24
hours a day on the Internet at www.radiosix.com as well as via
satellite and FM in various parts of the world at certain times
of day. The shortwave and mediumwave transmissions will
continue until the end of September, when the situation will
be reviewed.

VOA Delano To Close At End Of Summer

NT—

Another international broadcasting shortwave site is to close
at the end of the current shortwave broadcast season. The
American Federation of Government Employees, Local 1812,
says that the Broadcasting Board of Governors has announced
the closure of the Delano, California, transmitting station. The
closure is scheduled for October 30, 2007. Employees will
remain on the payroll until January 5. 2008. This site is cur-
rently used for Radio Marti, VOA Spanish and Creole, and
Special English to Latin America.

UK Regulator Allows License-Exempt
Use Of UWB Technology

UK communications regulator Ofcom announced a change
to the law to enable the use of a new technology that wireless-
ly connects digital devices in the home. As of August 13, 2007,
Ofcom removed the requirement to hold a license to operate
equipment using approved Ultra-Wideband (UWB) technolo-
gy. UWB allows the transfer of large amounts of data (up to 2
Gb/s) over relatively short distances (around 30 meters).

The technology could promote the convergence of commu-
nications devices and services by, for example, connecting per-
sonal computers, DVD players. portable music players, and dig-
ital cameras without the need for wires. In addition, research
has shown that devices that transfer data using UWB equipment
use low-power technologies that can enhance battery life com-
pared with other wireless technologies.

UWB equipment is already exempt from the need to hold a
license in the United States and Japan, and technology compa-
nies have started to develop and sell UWB products, such as
UWB home hubs, for these markets.

Bhutan Broadcasting Service Inaugurates
New Shortwave Transmitter

— T T e —

The Bhutan Broadcasting Service Corporation inaugurated
a new 100-kW shortwave transmitter. BBS Radio today broad-
casts 100 hours a week in four languages. The shortwave trans-
mitter was installed with financial support from the Indian
Government. The transmitter, on 6035 kHz, is on the air Monday
through Friday at 0000 to 0600 and 0800 to 1500,
Saturday/Sunday 0000 to0 1500 UTC. English is scheduled daily
at 0500 to 0600 and 1400 to 1500 UTC. ]
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io Scanners

Big Savings on Rad

Liniden

Bearcat® 796DGV Trunk Tracker IV
with free scanner headset
Manufacturers suggested list price $799.95
CEl Special Price $519.95
1,000 Channels « 10 banks ¢« CTCSS/DCS ¢« S Meter
Size: "' Wide x 6%'®” Deep x 2** High
Frequency Coverage: 25.000-512.000 MHz_, 806.000-956.000 MHz.
{(excluding the cellular & UHF TV band), 1,240.000-1.300.000 MHz
When you buy your Bearcat 796DGV Trunktracker
package deal from Communications Electronics, you
get more. The GV means “Great Value.” With your
BC796DGV scanner purchase, you also get a free de-
luxe scanner headphone designed for home or race
track use. Headset features independent volume con-
trols and 3.5 mm gold right angle plug. The 1,000 chan-
nel Bearcat 796DGV is packed with features to track
Motorola Type V/li/lii Hybrid, EDACS, LTR Analog Trunk
Systems and Motorola APCO 25 Phase | digital scan-
ner including 9,600 Baud C4FM and CQPSK. Also fea-
tures control channel only mode to allow you to auto-
matically trunk many systems by simply program-
ming the control channel, S.A.M.E. weather alert, full-
frequency display and backlit controls, built-in CTCSS/
DCS to assign analog and digital subaudible tone codes
to a specific frequency In memory, PC Control and
programming with RS232C 9 pin port (cable not sup-
plied), Beep Alert, Record function, VFO control, menu-
driven design, total channel control and much more.
Our CEI package deal includes telescopic antenna, AC
adapter, cigarette lighter cord, DC cord, mobile mount-
ing bracket with screws, owner's manual, trunking fre-
quency gulde and one-year limited Uniden factory war-
ranty. For maximum scanning enjoymenl, order mag-
netic mount antenna part number ANTMMBNC for
$29.95. For complete details, download the owners
manual from the www.usascan.com web site. For
fastest dellvery, order on-line at www.usascan.com

Bearcat® BCT8 Trunk Tracker li
Manufacturer suggested list price $299.95
CEl Special Price $169.95
250 Channels * 5 banks ¢« PC Programmable
Size: 7.06° Wide x 6.10" Deep x 2.44" High
Frequency Coverage: 25.0000-54.0000 MHz., 108.0000-
174,.0000 MHz., 400.0000-512.000. MHz., 806.0000-823.9950 MHz.,
849.0125-868.9950 MHz., 894.0125-956.0000 MMz.

The Bearcat BCT8 scanner, licensed by NASCAR, is
a superb preprogrammed 800 MHz trunked highway
patrol system scanner. Featuring TrunkTracker Ill, PC
Programming, 250 Channels with unique BearTracker
warning system to alert you to activity on highway
patrol link frequencies. Preprogrammed service
searches makes finding interesting active frequencies
even easier and include preprogrammed police, fire
and emergency medical, news agency, weather, CB
band, air band, railroad, marine band and department
of transportation service searches. The BCT8 also has
preprogrammed highway patrol alert frequencies by
state to help you quickly find frequencies likely to be
active when you are driving. The BCT8 includes AC
adapter, DC power cable, cigarette lighter adapter plug,
telescopic antenna, window mount antenna, owner's
manual, one year limited Uniden warranty, frequency
guide and free mobile mounting bracket. For maximum
scanning enjoyment, also order the following optional
accessorles: External speaker ESP20 with mounting
bracket & 10 feet of cable with plug attached $19.95.
Magnetic Mount mobile antenna ANTMMBNC for $29.95.

SCANNERS

Bearcat® BCD396T Trunk Tracker IV
Suggested list price $799.95/CEl price $519.95
APCO 25 9,600 baud compact digital ready
handheld TrunkTracker IV scanner featuring Fire
Tone Out Paging, Close Call and Dynamically
Allocated Channel Memory (up to 6,000 channels),
SAME Weather Alert, CTCSS/DCS, Alpha Tagging.
Size: 2.40° Wide x 1.22° Deep x 5.35" High

Frequency Coverage:
25.0000-512.0000 MHz., 764.0000-775.9875 MMz, 794.0000-
823.9875 MHz., 849.0125-868.8765 MHz., 894.0125-956.000 MHz.
1240.0000 MHz.-1300.0000 MHz

The handheld BCD396T scanner was designed for National Secu-
rity/Emergency Preparedness (NS/EP) and homeland security use
with new features such as Fire Tone Out Decoder. This feature lets
you set the BCD396T to alert if your selected two-tone
sequential paging tones are received. Ideal for
on-call firefighters, emergency response staff and
for activating individual scanners used for inci-
dent management and population attack warning.
Close Call Radio Frequency Capture —Bearcat
exclusive technology locks onto nearby radio
transmissions, even if you haven't programmed
anything Into your scanner. Useful for intelli-
gence agencies for use at events where you don't
have advance notice or knowledge of the radio
communications systems and assets you need to
intercept. The BCD396T scanner 1s designed to
track Motorola Type |, Type i, Hybrid,
SMARTNET, PRIVACY PLUS, LTR and
EDACS?® analog trunking systems on any band.
Now, follow UHF High Band, UHF 800/900 MHz
trunked public safety and public service systems
just as if conventional two-way communications
were used. Dynamically Allocated Channel
Memory - The BCD396T scanner’s memory is
organized so that it more closely matches how radio systems actually
work. Organize channels any way you want, using Uniden's exclusive
dynamic memory management system. 3,000 channels are typical but
over 6,000 channels are possibie depending on the scanner fea-
tures used. You can also easily determine how much memary you have
used and how much memory you have left. Preprogrammed Systems
- The BCD396T Is preprogrammed with over 400 channels covering
police, fire and ambulance operations in the 25 most poputated coun-
ties in the United States, plus the most popular digltal systems. 3 AA
NiMH or Aikaline battery operation and Charger —3 AA battery
operation - The BCD396T includes 3 premium 2,300 mAH Nickel
Metal Hydride AA batteries to give you the most economical power
option available. You may also operate the BCD396D using 3 AA
alkaline batteries. Unique Data Skip - Allows your scanner to skip
unwanted data transmissions and reduces unwanted birdies. Memory
Backup - If the battery completely discharges or If power is discon-
nected, the frequencies programmed in the BCD396T scanner are
retained in memory. Manual Channel Access - Go directly to any chan-
nel. LCD Back Light - A blue LCD light remains on when the back light
key Is pressed. Autolight - Automatically tums the biue LCD backlight
on when your scanner stops on a transmission. Battery Save - In manual
mode, the BCD396T autormatically reduces fts power requirements 0
extend the battery’s charge. Attenuator - Reduces the signal strength
to help prevent signal overioad. The BCD396T also works as a con-
ventional scanner to continuously monitor many radio conversations
even though the message is switching frequencies. The BCD396T
comes with AC adapter, 3 AA nickel metal hydride batteries, bett ¢lip,
fiexible rubber antenna, wrist strap, SMA/BNC adapter, R$232C cable,
Trunk Tracker frequency guide, owner's manual and one year limited
Uniden warranty. Not compatible with AGEIS, ASTRO or ESAS sys-
tems. Order on-line at www.usascan.com or call 1-800-USA-SCAN.

More Radio Products |

Save even more on radio scanners when purchased dlrectly from
CEI. Price includes delivery in the continental USA excluding Alaska.
Bearcat 898T 500 channe! Trunktracker Hil base/mobile. .$209.95
Bearcat 796DGV Digital 1,000 ch. Trunktracker IV base/mobile ..$519.95
Bearcal BCD396T APCO 25 Digital scanner with Fire Tone Out. $519.95
Bearcat 2467 up10 2,500 ch. Trunktracker ill handheld scanner....$214.95
Bearcat Sportcat 230 alpha display handheld sports scanner.....$184.95
Bearcat 278CLT 100 channel AM/FM/SAME WX alert scanner....$129.95
Bearcat 248CLT 50 channel base AM/FMMweather alert scanner..$104.95
Bearcat 244CLT 30 channel base AM/FM/weather alert scanner..$94.95
Bearcat 92XLT 200 channel handheld scanner. $105.95
Bearcat 72XLT 100 channel handheld scanner $89.95
Bearcat BR330T handheld shortwave/scanner with Fire Tone out. $274.95

Bearcat BCT8 250 channel information mobile scanner. .$169.95
Bearcat 350C 50 channel desktop/mobile scanner. .$96.95
AOR AR16BQ Wide Band scanner with quick charger .$199.95
AOR AR3000AB Wide Band base/mobile recever. $1,079.95
AOR ARB200 Mark I1iB Wide Band handheld scanner .$594.95
AOR ARB600 Mark ll Wide Band receiver $899.95

Deluxe Independent Dual Volume Control Racing Headphone........$29.95
Scancat Gold For Windows Software. - .$99.95
Scancat Gold for Windows Surveillance Edition. .$159.95

Bearcat® BC246T Trunk Tracker Il

Suggested list price $399.95/CEl price $214.95
Compact professional handheld TrunkTracker il
scanner featuring Close Call and Dynamically
Allocated Channel Memory (up to 2,500 channels),
SAME Weather Alert, CTCSS/DCS, Alpha Tagging.
Size: 2.72° Wide x 1.26" Deep x 4.6" High
Frequency Coverage:

25.0000-54.0000 MHz., 108.0000-174.0000 MHz., 216.0000-
224.9800 MHz., 400.0000-512.0000 MHz., 806.0000-823.9875 MHz.,
849.0125-868.9875 MMz, 894.0125-956.000 MHz., 1240.0000
MHz.-1300.0000 MHz.

The handheld BC246T TrunkTracker scanner has so marty
features, we recommend you visit our web site at
www.usascan.com and download the free owner's manual.
Popular features include Close Call Radlo Frequency
Capture — Bearcat exclusive technology locks onto nearby
radio transmissions, even if you haven't programmed any-
thing into your scanner. Dynamically Allocated
Channel Memory - Organize channels any
way you want. using Uniden’s exclusive dynamic
memory management system. 1,600 channels
are typical but over 2,500 channels are pos-
sible depending on the scanner features used.
You can aiso easily determine how much memory
isused. Preprogrammed Service Search (10)

Makes it easy to find interesting frequencies
used by public safety, news media TV broadcast
audio, Amateur (ham) radio, CB radio, Family
Radio Service, special low power, railroad, air-
craft, marine, racing and weather frequencies.
Quick Keys - allow you to select systems and
groups by pressing a single key. Text Tagging

Name each system, group, channel, talk group
1D, custom search range, and S.A.M.E. group using 16 characters
per name. Memory Backup - When power is lost or disconnected,
your BC246T retains the frequencies that were programmed in memory.
Unique Data Skip - Allows the BC246T to skip over unwanted data
transmissions and birdies. Attenuator - You can set the BC246T
attenuator 1o reduce the input strength of strong signals by about 18
dB. Duplicate Frequency Alert - Alerts you if youtry to enter a du-
plicate name or frequency already stored in the scanner. 22 Bands
- with aircraft and 800 MHz, The BC246T comes with AC adapter, 2
AA 1,800 mAH nickel metal hydride battenes, bett clip, flexible ruboer
antenna, wrist strap, RS232C cable, Trunk Tracker frequency guide,
owners manual and one year limited Uniden warranty. For more fun,
order our optional deluxe racing headset part #HF24RS for $29.95.
Order now at www.usascan.com or call 1-800-USA-SCAN.

(Buy with Confidence )

Order on-line and get big savings
For over 37 years, milllons of communications
specialists and enthuslasts worldwide have trusted
Communications Electronlcs for their mission critical
communications needs. It's easy to order. For
fastest delivery, order on-line at www.usascan.com.
Mall orders to: Communications Electronics Inc.,
P.0. Box 1045, Ann Arbor, Michigan 48106 USA.
Price includes $30.00 UPS Ground shipping/handling/
insurance per scanner to a street address in the
continental USA excluding Alaska. Add $20.00 shlpping
for all accessories. For shipments to Canada, Puerto Rico,
Hawaii, Alaska, Guam, P.0. Box, APO/FPO, USPS Priority Mail or
UPS 2 business day delivery, add $30.00. Michigan residents add
sales tax. No COD’s. For Bearcat scanners your satisfaction is
guaranteed or return item in unused condition in original
packaging within 61 days for refund, less shipping charges. 10%
surcharge for net 10 billing to qualified accounts. All sales are
subject to availability, acceptance and verffication. Prices, terms
and specifications are subject to change without notice. We
welcome your Discover, Visa, American Express, MasterCard,
IMPAC or Eurocard. Order toll free, call 1-800-USA-SCAN or
1-734-996-8888 ff outside Canada or the USA. FAX anytime, dial
1-734-663-8888. Dealer and international inquiries invited. Order
your radio scanners from Communications Electronics today.

For credit card orders call

1-800-USA-SCAN

e-mail: cei@usascan.com

www.usascan.com
PO Box 1045, Ann Arbor, Michigan 48106-1045 USA
For information call 734-996-8888 or FAX 734-663-8883

Price schedule effective January 2, 2006 AD #010206 © 2006 Communicabons Electroncs Inc.

4B COMMUNICATIONS
ELECTRONICS INC.

Emergency Operations Center

Visit WWW.USASCAN.COM ¢ 1-800-USA-SCAN '




WASHINGTON BEAT

by Richard Fisher, KI6SN

Capitol Hill And FCC Actions Affecting Communications

FCC Praises BPL In House Testimony,
Radio Amateurs Respond

FCC Commissioner Jonathan S. Adelstein testified at a
House Subcommittee on Telecommunications and the Internet
hearing that “‘three of the many urgent priorities we face” include
the need for “a national broadband strategy to ensure the ubig-
uitous deployment of affordable, high-speed broadband infra-
structure to this country.”

In reaction, David Sumner, K1ZZ, chief executive officer of
the American Radio Relay League (ARRL), reiterated the orga-
nization’s position with regard to Broadband over Power Line
(BPL) technology and “its propensity to interfere with radio
communication, a flaw that is not shared by other broadband
delivery platforms,” according to an on-line news release. “As
long as interference is avoided, it is of no concern to us whether
private investment is devoted to BPL. However, we must object
to your identification of BPL as a technology that is particular-
ly deserving of favorable public policy treatment,” Sumner said.

FCC Chairman Kevin Martin and Commissioners Deborah
Tate, Robert McDowell, and Michael Copps also testified
at the “Oversight of the Federal Communications Com-
mission” hearing.

Sumner said that according to the Commission’s latest fig-
ures, “of 64,600,000 ‘high-speed’ lines, only about 5,000 are
BPL. This is a share of 0.008 percent, a share that actually
declined in the six-month period between reports—and if an
‘anemic’ definition were not used, none of the 5,000-or-so BPL
lines would quality.”

The ARRL’s concern, Sumner said, regarding the “prospect
of an even greater encouragement of BPL, as your testimony
suggests, is that—even at the very low level of deployment that
exists to date—the FCC’s enforcement eftorts have proved to
be woefully inadequate to address ongoing cases of harmful
interference from BPL systems.”

Sumner concluded by saying: “We respectfully submit that
BPL has not earned a place in the much-needed national broad-
band strategy to benefit all Americans. Resources are better
devoted elsewhere, to more promising technologies that do not
pose a threat to the Commission’s radio service licensees.”

Convicted Felon Withdraws Application
For Amateur License

An amateur radio license application from a Florida man
has been denied by the FCC on grounds that his felony con-
viction “for at least one sexual-related offense involving chil-
dren raises material and substantial questions as to whether he
possesses the requisite character qualifications to be a
Commission licensee.”

The Commission issued its Order of Dismissal and
Termination against Jack R. Sharples, who its records described
as “a convicted felon and registered sexual predator.”

According to the American Radio Relay League’s ARRL
Letter, the FCC said that “although Sharples’ telony adjudica-
tions occurred more than seven years ago, the nature of the

criminal misconduct, and the fact that the Amateur Radio
Service is particularly attractive to children. call into serious
question whether he should be permitted to obtain an Amateur
Radio authorization.”

Sharples had 20 days from the release of the Commission’s
Hearing Designation Order to file a written appearance. *“He sub-
mitted to the presiding judge a document in which he set forth
reasons for filing an [Amateur Radio license| Application,
notwithstanding his felony convictions {and] the document was
received as a good faith Notice of Appearance.” Sharples, in a
telephone call with the FCC requested more time to consider
whether he would continue to prosecute his application, the ARRL
Letter reported. The request was granted without objection.

Sharples subsequently sent a fax to the presiding judge with-
drawing his application for an amateur radio license. The FCC’s
request to dismiss the application with prejudice and terminate
the preceding was granted. as was Sharples’ application for an
amateur radio license, also with prejudice. the ARRL said.

APCO Applauds FCC For
Action On 700 MHz

The Association of Public-Safety Communications Ofticials
(APCO) International has hailed the FCC tor its Second Report
and Order in the 700 MHz proceeding, “providing for a nation-
wide, interoperable broadband network that is designed, built,
and maintained to meet public satety requirements.” The order
was released in August.

“APCO International thanks and congratulates Chairman
(Kevin) Martin, his fellow Commissioners and their staff, as
well as the hard-working staft of the Public Safety and
Homeland Security Bureau and Wireless Telecommunications
Bureau, for the incredible effort that went into this order,” APCO
International President Willis Carter said. “We are still analyz-
ing the specific details of the document, but we fully support
the FCC'’s core decisions and the critical steps taken to promote
a nationwide public safety broadband network.”

Amateur License Renewal Denied After
Rep_eaied Violations

] —_—

An Evansville, Indiana, radio amateur’s license renewal has
been denied by the FCC for “intentionally interfering with radio
communications: broadcasting without communicating with
any particular station; causing interference on amateur
repeaters; using amateur repeaters without authorization, and
using indecent, slanderous or harassing language.”

David O. Castle, WA9KIJI. was first notified by the FCC to
“refrain from using the repeater system operating on
146.79/146.19 and 147.15/147.75 MHz,” stemming from a
complaint by the trustee of the Tri-State Amateur Radio
Society, W9OG”

According to a report in the ARRL Letter, the FCC later noti-
fied Castle that it was designating his license renewal applica-
tion for hearing in the wake of alleged misconduct extending

(Continued on puge 83)
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Digital Two-Way Radio
Technology Reaches
Consumer Market

Frequency-Hopping Spread-Spectrum Trickles Down

To The Mainstream

by Bernard Bates

progressively covered developments in CB, GMRS, FRS,

and MURS because they 've been the most popular forms
of personal two-way radio communications. Now a paradigm
shift is about to dramatically change how we communicate via
two-way radio, thanks to developments in digital frequency-
hopping spread-spectrum (FHSS). This represents a logical pro-
gression in the trend from analog to digital radio that has so
changed the cellular radiotelephone industry and numerous
local, state, and federal two-way radio systems.

To see where we’re headed with personal two-way radio
communications it’s helpful to look back at its history. so we’ll
briefly cover its evolution. We’ll also explain some of the, rea-
sons behind the emerging trend trom analog to digital person-
al two-way radio communications, while examining the greater
capabilities and advantages digital radio offers (as well as its
potential downsides).

[ ror over a quarter century, Popular Communications has

Personal Two-Way Radio History
A —

Analog two-way radio has been around for over a century,
first using Morse code (CW) and later voice communications
using amplitude modulation (AM) technology. But the average
consumer had no readily accessible form of personal two-way
radio communications until over half a century later, when CB
radio entered the scene. What followed was a series of evolv-
ing popular communications explosions, demonstrating that the
American public has an insatiable appetite for low-cost,
portable, two-way radio communications options. The evolu-
tion of these communications options is accelerating and is
poised to enter a new era.

Citizens Band (CB)

The first popular two-way radio service used by the gener-
al public (without any required technical exams. such as
Amateur Radio requires) was the Citizens Band Radio Service,

Bernard Bates holds a certificate in Telecommunications
Engineering from Penn State University. His interests include
radio communications, volunteering, and lunar astronomy.

Actress Hedy Lamarr is the mother of FHSS (Frequency-Hopping

Spread-Spectrum) communications. Her secret pioneering work dur-

ing WWII laid the foundation for a communications revolution that

touches most of us everv day, but she never received any compensa-
tion for its commercialization.

which was originally created by the FCC in 1958 by reallocat-
ing much of the |1-meter amateur radio band’s 27-MHz fre-
quencies. CB became a staple of personal communications for
millions of Americans. and it skyrocketed in popularity during
the 1970’s CB culture craze. But its relatively long | [-meter
wavelength made handheld CB radios unwieldy with their long
antennas, so CB was relegated primarily to vehicular use.
CB’s amplitude modulation makes it vulnerable to noise
problems from electrical devices like vehicle ignition systems,
electric motors, light dimmers, computers, etc.—much like reg-
ular AM broadcast receivers are. And an annoying AM hetero-
dyne whine is heard when receiving simultaneous CB trans-
missions. Other issues that have plagued CB include an ! 1-year
sunspot cycle, which at times propagates so many distant 27-
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MHz skywave signals (or “skip™) that the background noise
level can greatly reduce CB radio’s usable range to a fraction
of the service’s intended five miles.

Channel overcrowding was addressed in 1977 when the FCC
increased the number of channels from 23 to 40, but that didn’t
help much as the number of CB users increased. To be heard
over the crowd, some CB users resorted to violating the FCC’s
4-watt RF power limit with illegal “linear” RF power ampli-
fiers. This created more interference that also atfected users of
other radio services, inctuding TV viewers. The problem
became so bad that Congress enacted a law permitting local
police jurisdictions nationwide to investigate and stop these CB-
related RFI/TVI problems. Predictably. lack of police expertise
and training exacerbated what was an ineffective approach to
begin with.

Originally the FCC required CB operators to be licensed. but
eventually gave up on that, along with the enforcement of other
CB regulations, due to a lack of resources. Privacy is nonexis-
tent with CB radio; the NSA even squelched a 1977 patent appli-
cation for a scrambling device that would prevent casual eaves-
dropping on CB conversations.

General Mobile Radio Service (GMRS)

GMRS appeared to be an answer to the seemingly insur-
mountable problems with CB. Although GMRS had also been
around for decades, its use of 23 UHF frequencies in the 462-
and 467-MHz bands and its frequency modulation (FM) once
made the cost of entry rather expensive. A personal GMRS
license cost $75 and GMRS radios once cost hundreds more.
GMRS shared many characteristics of most commercial and
government two-way radio systems of the latter part of the 20th
Century: FM provided clean-sounding audio with relatively lit-
tle interference, and its capture effect let users hear only the
strongest signal without those annoying AM heterodynes.

Higher power limits and the authorization of repeaters
allowed even low-power GMRS radio users to communicate
with others across dozens of miles. GMRS’s shorter 65-cen-
timeter UHF wavelength made compact antennas on handheld
transceivers possible. Privacy is nonexistent with GMRS, but
unlike CB, users of GMRS can choose to hear only desired trans-
missions by setting all radios in their group to an identical
CTCSS tone encoding/squelch setting. The FCC requires
GMRS users (o be licensed. but a later development in person-
al two-way radio communications would cause mass violations
of this regulation.

Family Radio Service (FRS)

In 1994 RadioShack saw a burgeoning market opportunity
for low-cost, low-power, license-free UHF handheld radio
transceivers for families, outdoor enthusiasts, and small busi-
nesses needing 10 communicate up to a mile or two away. In
1996 the FCC largely embraced and granted RadioShack’s
request and established the Family Radio Service (FRS).
Fourteen FRS frequencies were allocated; seven channels in
the 467-MHzband, plus seven more in the 462-MHz band were
to be shared with incumbent GMRS users.

RF power output is limited to 500 mW (one-half watt) into
apermanently attached low-gain antenna. This effectively lim-
its FRS radio configurations to portable handheld units for
communicating over relatively short distances, despite FRS
radio marketers’ exaggerated claims about many miles of
usable range with their products. FRS repeaters are disallowed.

0 MOTOROLA

TriSquare’s TSX-300 and Motorola's DTR-410 FHSS radios—the
dynamic duo of the digital domain! Now the general public can get
in on the FHSS radio action.

Like CB and GMRS, FRS ofters no privacy (don’t be fooled
by the description of the standard CTCSS tone encoding/
squelch feature as 38 Privacy Codes”).

Industry analysts have estimated that 50 to 80 million
FRS/GMRS radios have been sold in the United States. (The
author purchased one for a mere $5 at a national drugstore
chain.) Not surprisingly, in urban areas and at crowded events.
the FRS/GMRS channels are often in a state of congested anar-
chy. Meanwhile, many of the approximately 80,000 licensed
GMRS users lament that their once well-managed radio service
has been “trashed.”

Multi-Use Radio Service (MURS)

MURS is the most recent personal two-way radio service,
established by the FCC in late 2000 as “*a private, two-way. short-
distance voice or data communications service for personal or
business activities of the general public” MURS provides
license-free use of three VHF frequencies in the 151-MHz band,
plus two frequencies in the 154-MHz band. RF power output is
limited to 2 watts, but external gain antennas are permitted.

While MURS repeaters are disallowed, the higher power
level and the ability to use gain antennas—including fixed
and vehicle-mount antennas—can give MURS users several
miles’ farther range than FRS. Therefore MURS has found a
niche market for certain users, even though personal two-way
radio industry sales figures indicate the popularity of MURS is
much lower than that of CB. GMRS, and FRS. As with those
services, there is no privacy with MURS communications.

www. popular-communications.com
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Figure 1. Hedy Lamarr used her married name, H. K. Markey, on her 1941 U.S. Patent appli-
cation for a “Secret Communications Svstem.” Her brilliant conceptwasn’t formally acknowl-
edged in public uniil the Electronic Frontier Foundation presented her with a special EFF

uitous 802.1 1 wireless networking, are all
forms of FHSS-—but faster microproces-
sors have replaced the piano rolls.

Until recently, handheld FHSS trans-
ceivers cost well over $1,000 and were
primarily purchased by big-budget users
like government agencies where cost isn’t
aprimary concern. But now they 're avail-
able n a relatively inexpensive, license-
free package.

Again, for personal and business radio
applications this is merely a logical exten-
sion in the trend from analog to digital
radios, which has already occurred with
cellular/PCS and many government two-
way radio systems. Spectrum efficiency,
interference rejection, and communica-
tions security are some of the benetfits.
There are downsides, too. however:
Digital voice communications have
noticeable audio latency due to digital
stgnal processing (DSP), low fidelity, and
audio artifacts (robotic-sounding audio)
thatusers of Nextel and digital cellphones
are all too familiar with.

Pioneer Award in 1997.

Analog Aggravation?

So far, every form of personal two-way
radio communications mentioned here
shares the following problems:

¢ Electrical interference

* Propagation interference (skip)

« AM/FM mode interference (hetero-
dynes: multipath fading)

* Insufticient channels; overcrowding

* License cost & usage restrictions

* No privacy of communications

While not all users are bothered by the
above, for those who are. digital radios—
or more specifically FHSS radios—ofter
potential solutions.

FHSS To The Rescue

FHSS is nothing new. Surprisingly,
actress Hedy Lamarr and composer
George Antheil co-patented the concept
in 1942 (see Figure 1). Their intended
application used something like a player-
piano roll to rapidly switch trequencies
and make radio-guided torpedoes diffi-
cult for enemies to detect and jam. But
FHSS probably wasn't used tactically
until 1962, when the U.S. Navy used itto
coordinate its blockade during the Cuban
missile crisis.

The Theory Behind
Frequency Hopping

The COMSEC (Communications —
Security) and interference-rejection
potential of FHSS worked well then, and
has been refined ever since for both mil-
itary and civilian applications. TDMA
(time division multiple access) and
CDMA (code division multiple access).
both used in many cellular/PCS and dig-
ital cordless phones. as well as the ubig-

Frequency-hopping radios transmit
briefly on one trequency, and then hop
rapidly through numerous other trequen-
cies in a pseudorandom pattern. Each pat-
tern represents a virtual “channel,” and a
radio can have a very large number of pat-
terns or channels programmed into it.
Frequency hopping allows large numbers

A Word On Unlicensed Spectrum

The new personal digital two-way radios hitting the consumer market are not
the result of a new radio service offered by the FCC, but they do take advantage of
a long-existing chunk of unlicensed UHF spectrum called the 900-MHz ISM
(Industrial, Scientific, and Medical) band. These frequencies between 902 and 928
MHz were allocated by the FCC in 1985 for unlicensed consumer radio applica-
tions. such as cordless telephones, baby monitors, wireless video cameras, etc., and
for various industrial and medical applications. It is also shared by the Amateur
Radio Service as the 33-centimeter band.

Since late 2000, FCC Part 15.247 regulations have permitted 1-watt FHSS voice
communications in the 902- to 928-MHz ISM band if certain technical conditions
are met, like using at least 50 hopping frequencies with the average time on any
one frequency less than 400 ms during any 20-sec period. But until fairly recently
it wasn’t cost-effective to build personal digital two-way radios using sophisticat-
ed FHSS technology. Recent developments in DSP and software-defined radio tech-
nology now make it feasible to design and build personal FHSS two-way radios for
atiny fraction of what it would have cost back when this FCC regulation took effect.

Unlike CB. GMRS, FRS, and MURS handheld transceivers, these new person-
al FHSS two-way radios look more like a Nextel iDEN (for integrated digital
enhanced network) phone or a cellphone, and have more digital electronics than
radio inside them.
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Figure 2. The TriSquare TSX-300 FHSS signal (30-sec cunulative

sample). Rapid pseudorandom frequency hopping across the 902- to

928-MHz band can’t be heard on scanners. A synchronization signal
can be seen near the band edge.

of transceiver pairs or groups to simultaneously communicate
in a given area. because of the large number of frequency pat-
terns or channels to choose from. The pseudo-random selection
of hopping frequencies flattens out the total signal energy across
the entire band. minimizing interference between large num-
bers of concurrent users (see Figures 2 and 3).

This can be a huge advantage over traditional fixed-fre-
quency narrowband AM and FM radios (see Figure 4) which
have a relatively small number of channels from which to
choose. Frequency hopping also provides much better interfer-
ence rejection than traditional fixed-frequency narrowband AM
and FM radios; the rapid hopping over a wide range of fre-
quencies means no interfering signal can substantially affect the
communications. (1t’s kind of like diversifying your investment
portfolio: if a small number of your many diverse investments
do poorly, the others will keep you from losing the farm.)

A common problem with traditional fixed-frequency nar-
rowband FM radios is multipath fading (commonly known as
picket-fencing), but it. too, can be largely eliminated by rapid-
ly hopping across different frequencies. Because each frequen-
cy has a different multipath effect, multipath fading on one fre-
quency will not aftect the other frequencies.

Each time a FHSS radio transmits, and depending on the
“channel” it is set to, the radio begins transmitting a signal that
other radios listen for todetermine if the transmission is for them
(based on the transmitted ID code). If it is, the receiving radio
acknowledges itself to the transmitting radio. and the radios nego-
tiate and synchronize a shared frequency-hopping sequence.

Digital IDs And TalkGroups
—

The new personal digital two-way radio models hitting the
market are manufactured with a unique 10- or 11-digit 1D code,
or require the user to program one in. This ID code identifies
that radio to the other radios on a network. This ability of these
radios to uniquely identify themselves allows users of some
FHSS radio models to set up private talkgroups. You can set up
private communications between specific groups of radios. or
just between two radios (“fleet management” is a buzzword for

Figure 3. The Motorola DTR-410 FHSS signal (30-sec cumulative

sample). Rapid pseudorandom frequency hopping across the 902- to

928-MHz band is nearly too fast to see on u spectrum analvzer—or
be heard on a scanner.

Figure 4. Tvpical low-end FRS/GMRS narrowband FM signal (real-
time sample). Has this popular consumer analog two-way radio ser-
vice become a victim of its own success?

this). If you’re managing separate teams of people who don’t
all need to hear each other on a big party line, this can be very
useful. Of course. you can also establish public talkgroups in
which everyone hears everyone else.

Analphanumeric name like Frank or Warehouse can be asso-
ciated with each ID code to allow that radio (or group) to be
easily selected from a calling radio’s navigable menu, similar
to looking up a contact on a cellphone. When receiving a trans-
mission. the name or 1D code for each calling radio shows up
like caller ID. Some radio models even let you associate unique
“ring tones” for audibly identifying specific radio callers.

Affordable FHSS Radios

R

One such radio comes from a familiar source: Motorola
(www.motorola.com). The company’s DTR-410 uses FHSS
with the VSELP (Vector Sum Excited Linear Predictive)
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vocoder, the same vocoder used in
Nextel’s iDEN phones. A vocoder con-
verts voice to data and vice versa, similar
to a computer modem, but it also reduces
the resulting bit stream by approximating
the human voice with a computer algo-
rithm. The result is that your communi-
cations witl be more retiable but have tess
voice fidelity.

The DTR-410 has an | 1-digit 1D code
and is limited to six virtual channels and
public talkgroups. It can be cloned with a
cloning cable. Motorola claims a two-
mile range and penetration ability
through 25 building tloors. It’s intended
for the business market. but anyone can
purchase it from resellers for astreet price
of under $240 per radio. Higher-end DTR
models are available with more features
at a higher cost.

Another offering comes from
TriSquare (www.trisquare.us), which has
been designing and manufacturing two-
way radios since 1999. Its TSX-300 uses
FHSS. but rather than a vocoder, employs
aproprietary narrowband FM modulation
technique. The radio uses a 10-digit 1D
code, can reportedly emulate [0 billion
virtual radio channels, and can be used in
both public and private talkgroups. This
radio can be cloned over the air at short
range. It also supports text messaging 1o
individuals and groups of TSX-300 users
and has a NOAA weather receiver (with-
out SAME).

TriSquare refuses 10 make specific
operational distance claims, and instead
claims the usable talk range of its radios
will equal or exceed any other portable
UHF two-way radios in most cases—
even S-watt models. TriSquare has very
ambitious plans to overtake the
FRS/GMRS market with its eXRS radios
over the next two to three years. which
would be quite a feat. The TSX-300 is
intended for the consumer marketand can
be purchased from retailers for under
$ 140 per pair. A lower-end model is avail-
able at a lower cost.

Interoperability And
Communications Security

Motorola’s and TriSquare’s radios are
not interoperable with each other and use
proprietary modulation schemes. This is
one downside of personal digital two-way
radios. Conversely. analog narrowband
FM radio is by its nature an open standard
that any manutacturer can build and sell
for interoperation with their competitors’
radios. Not so with digital radios.

www. popular-communications.com

At the same time. proprietary modu-
lation schemes provide a form of com-
munications security-through-obscurity.
Patentand licensing issues wilt likely pre-
vent scanner manufacturers from ever
releasing models that will demodulate
these radios’ communications.

Personal Digital Two-Way
Radio And The Future

One could argue that the FCC’s vari-
ous attempts over the years to establish
personal two-way radio communications
services were largely failures of theirown
success. Eventual channel overcrowding
and mass unlicensed use of licensed ser-
vices has turned many users away from
various personal two-way radio commu-
nications services, but digital radio tech-
nology could change that.

According to TriSquare, and the
Kansas State University engineering study
it commissioned, more than 700,000
eXRS users within talk range can enjoy
uninterrupted communications. Several

dozen FRS/GMRS users in the same phys-
ical space could renderthat band unusable.
Channel overcrowding, as we know it,
may become a thing of the past.

Spectrum overcrowding elsewhere
may eventually spur the FCC to permit
FHSS operation in other parts of the two-
way radio spectrum available to con-
sumers, just as it did with the cellular
radiotelephone and 902- to 928-MHz
ISM bands. Time will tell.

But what is known right now is that
both Motorola’s DTR and TriSquare’s
e¢XRS radio technologies use different
and interesting approaches to some inher-
ent problems with analog two-way radio.
This represents the beginning of a dra-
malic development in the evolution of
personal two-way radio communications.

Editor’s Note—Look for reviews of
Motorola’s DTR-410 and TriSquare’s
TSX-300 radios in an upcoming issue
of Pop’Comm.
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Zombie Army Of The
Un-dead Computers!

How Infruders Can Hijack Your Personal Computer For Crime,
Profit, Or Even Cyberwar

by Joe Cooper

Mellon University in Pittsburgh,

Pennsylvania, by the name of George
A. Romero, wanted to make some extra
money. Being interested in filmmaking,
he began producing TV commercials and
industrial films in his spare time and the
endeavour became a success. He and a
group of friends were soon running a full-
time business, but, being young, they
wanted to do something more exciting
than make commercials about used cars
and soap. What they really wanted to do
was make a horror film and, by using their
connections in the film business, they
were able to borrow $114,000 to do so.

To keep production costs down they
used black and white film, which allowed
the use of ordinary chocolate syrup as a
substitute for authentic theatrical red
blood, which was expensive. Movie crit-
ics of the day hated the film for its vio-
lence and poor production values, but the
public loved it, and it eventually grossed
over $42 million.

Despite its flaws, there was something
special about the story, so much so that,
in 1999, the Library of Congress entered
the film into the United States National
Film Registry along with other films
deemed *“historically. culturally or aes-
thetically important.” The reason, plain
and simple, was that this cheap horror
movie came to define in the public mind
the Zombie archetype that we still cringe
at today!

A little Back Story

In 1968, a student attending Carnegie

The film in question was, of course,
Night of the Living Dead, where Barbara,

Joe Cooper has been using personal
computers since the lare 1970s and is head
technical writer for a software development
company.

www.popular-communications.com

Ben, and a small handful of survivors
fought off reanimated corpses while
trapped in a small farmhouse in rural
Pennsylvania.

What made the story so compelling
was the fact that anyone could become a
Zombie since they were “recruited” from
live people. Good. bad, young, or old,
everyone was vulnerable to becoming a
Zombie, and all it took was for a person
to be bitten by a Zombie! Almost imme-
diately that “bitee” died, was re-animat-
ed and lurched around with one goal: find
another person to bite!

What made the movie so scary was
how determined the Zombies were to
make more of themselves.

Getting rid of a Zombie was no picnic
either, as they were already dead. The next
thing you know—everyone’s a Zombie!

What Is A Zombie And How
Does Your Computer
Become One?

Now you might just want to laugh this
story off as a bit of cheap filmmaking that
only appeals to those who like to sit in the
dark watching scary stories. But what if |
told you that right here, right now, all
around the world and right in your own
neighborhood, there is an army of
Zombies who are at this moment planning
to attack you!

No, you don’t have to worry about
your neighbors or friends dropping by to
take a bite out of you. But if you have your
home computer hooked up to the Internet,
it is truly vulnerable to a very real army
of living-dead computers!

You may already be aware that your
computer can become infected with a
software virus that can damage valuable
files and crash hard drives. But did you
also know that a specialized virus can
hijack your computer, turn it into a

Zombie, and then use it to attack other
computers. just like Zombies attacked
people in the movie?

This is a serious issue of national secu-
rity. In fact, in 2004 roughly 64 percent
of the businesses around the world that
use the Internet were deliberately
attacked through the use of Zombie com-
puters. This was an increase of 45 percent
over 2003. Even the U.S. military is under
attack from the Internet. According to
Maj. Gen. Dave Bryan, vice commander
of the Defense Information Systems
Agency, in 2003 there were 25,000 doc-
umented attempts to attack defense sys-
tems computers. More importantly, 245
of these attacks were successful because
some military personnel failed to follow
computer security protocols.

At one time teenagers and young
adults looking for an exciting way to play
with computers undertook these attacks.
Called “hackers,” they would sometimes
use crude and amateurish methods to
hack their way into a computer system,
often by brute force methods. Today,
however, sophisticated and highly trained
computer specialists called “intruders”
are making big money working for rogue
governments, organized crime, and ter-
rorists to carry out these attacks.

Who Are Computer
Intruders?

Rather than simply causing annoying
pranks or minor damage the way hackers
once did, these intruders are focusing
their efforts upon having full access to
entire computer systems. Intruders
employed by organized crime aim to
embezzle money, steal secret informa-
tion, harvest identities and personal infor-
mation, and sabotage the operation of
entire networks in often sophisticated and
hard-to-detect ways.
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Intruders connected with terrorist
groups, organizations, and governments
are intent on doing the same things as
those employed by organized crime,
but go one step further. That is, they are
also intent on damaging or crippling
computer systems and costing business-
es and governments billions of dollars
in repairs.

This year the world saw its first real
example of a true “cyberwar,” which was
carried out against the country of Estonia
this past spring. When the government
removed a statue honoring Russian sol-
diers from WWII, a series of coordinated
attacks were unleashed on the computers
of the Estonian government. For three
weeks, computer attacks against the
office of the president, the Estonian par-
liament, and the country’s largest bank
nearly reached the point of bringing the
country to a standstill. While Russia
denied any involvement in the attacks,
experts in Internet security were able to
trace the source of the attacks to a com-
puter located inside the Kremlin!

This type of computer attack is known
as a distributed denial of service. and it
involves hitting a website with a vast
number of requests from many sources
for information from other computers. As

the server tries to respond, the volume of

requests multiplies so rapidly that the
server is overwhelmed. causing the sys-
tem to slow or crash.

The security experts who were
brought in to help the Estonians discov-
ered something about the attacks that dis-
turbed them immensely. While the orders
for the attack were being sent out from
the computer in the Kremlin, ordinary
computers trom all over the world were
conducting the assaults.

These computers had been infected
with programs that transtormed them into
an unwitting army of Zombie soldiers—
and almost one third of them were in the
United States!

Zombie Soﬁware InfechonsI

T ——_i—

A Zombie computer is created when
someone unwittingly opens a harmless-
looking email or visits a very ordinary
website after clicking on a link or pop-up.
If the email or link was nor so harmless
the computer becomes infected by a spe-
cialized computer virus called “malware.”
Normally this type of infection can be
avoided, but far too many people do not
use the proper software protection need-
ed to stop this infection from happening.

Intruders

Progummlng |
Computer
e

Intruders spread
Zombie virus via
websites or email to
bulid an army of
Zombie computers
then sells the
Zombie army to a
Spammer!

Zombie Army

intruders create 8 Zombie making software program
and place it on Websites or in emails.

Zombie Program Infected Servers

@
Internet <

2

Unprotected Home Computer

The true purpose of the
website or the email is
skilifully hidden.

Unprotected Home Computer

' = 3 Headquarters

Zombie Compu!en\

c--.2

Control Computer

Spammer

Intruders | — Spammer
Botnet (Zombie) Server
__..._-
- All Zombies U

Zombie Computer Must Make Splm Mossagns S

Spam! -
Spammer uses Zombie - “—'t;_'

Army to send Spam to ,,, ] Spam Messages T
milllons of computers! Zombte Computer ;&.'

-

I -l
Botnet (Zombie) Se& ) J o

How “Zomble Computers" are created and exploited!

computer
Spam Mnanss

———

Spam Messages computer

B —t T,
uq.
Zombio Computer

Spam Mebsages computer

This illustration shows the life-cvcle of a Zombie computer—how it’s created by intruders,

sold 10 spammers. and then used to send out thousands, if not millions, of spam email mes-

sages. And all the while the computer owner is completely unaware of the use 1o which the
equipment is being put.

Once it’s made its home in the com-
puter, the malware program waits for a
special signal, such as the one that was
sent out by the Kremlin, to suddenly
spring into action.

What makes the matter even worse is
that the owner of the computer may not
even be aware of the intection and that it's
being deliberately “recruited” by intrud-
ers. At most the user might teel his or her
computer is running a bit slower than
usual, or that the activity light on the
modem connected to the Internet is flash-
ing more often than normal. But these
signs are so minimal that an estimated 150

million Zombie computers are in opera-
tion today around the world without their
owners having any clue of their equip-
ment’s “'secret life.”

Intruders are now exploiting vulnera-
bilities that may exist on your computer’s
operating system (such as Windows XP or
Vista) that allow them back-door access
to your computer via software ports. A
software port (usually just catled a “port™)
is a virtual data connection used by com-
puter programs to exchange data directly
to another computer, rather than going
through a “formal™ exchange ot files that
would be visible in some way. The most
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common of these are the TCP and UDP
ports that exchange data between com-
puters on the Internet.

The reason intruders are doing this,
according to the U.S. Department of
Homeland Security CERT (Computer
Emergency Readiness Team), which is
tasked with monitoring attacks on com-
puter systems around the world, is that it
is simple to do. While corporations, gov-
ernments, and the military spend mitlions
on network security blocking access to
these computer software ports, most home
computer users are only vaguely aware
that portseven exist. and as aresult, they ‘re
the least prepared for such attacks. So
rather than try to battle with computer
experts, intruders take the path ot least
resistance and simply let the unwary home
computer user infect their systems through
bad computer practices. This can lead to
situations ranging from something as sim-
ple as providing a spawning ground for
computer viruses and worms, to as severe
as the complete outside control of the com-
promised computer by an intruder, such as
the one operating from inside the Kremlin.

Soall an intruder needs to do to recruit
a new Zombie computer is to give one a
tigurative “bite” in order to infectit. Once
that occurs, the software used to infect the
computer will find an open computer port
on that computer that can then be
accessed by the intruder over the Internet.

How Zombie Computers
Become Armies Of
The Un-dead

Most people with an above average
understanding of home computers know
that there are common ports, such as the
ones used for connecting to their printer
or video monitor. However, there are
actually hundreds ot ports built into your
home computer that perform a wide num-
ber of tasks, such as allowing you to con-
nect to the Internet. Most ot those ports
are only used by special computer soft-
ware or are accessible to people with
advanced knowledge of computers.

As previously mentioned, in order for
a computer to become a Zombie it must
tirst have been “bitten” and infected.
Once the computer is infected. intruders
can use software programs on their own
computers to communicate with their
Zombie computers, or find ones that are
created by other intruders. Once that's
done, they can remotely control these
computers without the owners know-

“So now you know that an intruder can take control of a home
computer via a computer port, but just how do they do it?”

ing—even if they re sitting at their key-
boards using them—and have them attack
other computers.

The intruder can link individual
Zombie computers together into a botnet,
or robot network. Once created, the
intruder then sells the botnet to any num-
berof people who are interested in putting
the Zombies to work on a wide variety of
tasks. Th<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>