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Preface

The initial take-up for broadband Intemet connections was decidedly
sluggish, but in recent years the number of home broadband connections
has grown at a tremendous rate. | suppose that the lack of initial interest
was not really all that surprising, considering the high installation cost at
that time, and monthly subscription rates that were also very high by
current standards. All the types of broadband connection available at
that time required a visit from an engineer and the installation of some
equipment in the user's home, even if the broadband connection was to
be carried by the ordinary telephone lines.

Some types of broadband connection still require the services of an
engineer and the installation of some extra equipment, but most home
users settle for the simpler and cheaper alternative of the so-called “self-
installed” broadband connection. With this method there is very little to
install, and it is just a matter of using a broadband modem instead of a
dial-up type, and fitting a low-cost filtter at each telephone socket. The
only other installation required is to have the telephone line broadband-
enabled at the telephone exchange, and the cost of this is often absorbed
by the service provider These days a basic broadband connection
usually costs no more than an unlimited dial-up type.

A broadband connection has two main advantages over a dial-up type,
one of which is that it leaves the telephone line free for making and
receiving ordinary telephone calls. The other is the increase in speed,
which these days is likely to be at least 40 times that of the best dial-up
connections. Even using a fairly “run of the mill" broadband connection
opens up a range of possibilities that are beyond the capabilities of a
dial-up Intemet connection. You can listen to high quality stereo music
streamed from Internet radio stations, watch streamed television
programmes, download CDs, movies, computer programs, and other
large files, and do anything that involves downloading large amounts of
data. Ordinary web pages load much faster, and with broadband the
Intermet becomes a much more usable and exciting place.

Sharing an Intemet connection between two or three computers in the
same house via a simple network also becomes a practical proposition.
Sharing an Intemet connection is not totally impossible when using a
dial-up connection, but a slow connection tends to become a painfully
slow connection when shared among two or three computers! Sharing
a typical broadband connection still leaves each user with something
like ten times the bandwidth of an unshared dial-up connection.



Ore way of sharing a broadband connection is to use a wired network,
and most modem PCs are supplied with network interface as standard.
The alternative is to use a wireless, or wi-fi network, which uses radio
signals rather than wires to carry the signals between the various devices
inthe network. The wi-fi method is rapidly increasing in popularity, which
is not really surprising. Apart from avoiding the need to install any wiring,
it also gives tremendous freedom. With a laptop or notebook PC it is
possible to access the Intemet and other equipment in the network from
anywhere in the house, or even outside in the garden. With the aid of
wireless hotspots, you can even access the Internet using wi-fi when
travelling around the world. Wi-fi is certainly one of the most exciting
and useful developments in recent years, and it is a technology that can
be of real benefit to most computer users.

And finally, this book is complemented by a range of colour illustrations
which are displayed in the ‘Colour Gallery', pages (i) - {xvi).

Robert Penfold

Trademarks

Microsoft, Windows, Windows XP, and Windows Vista are either
registered trademarks or trademarks of Microsoft Corporation.

All other brand and product names used in this book are recognised
trademarks, or registered trademarks of their respective companies.
There is no intent to use any trademarks generically and readers should
investigate ownership of a trademark before using it for any purpose.




Contents

Broadband and wi-fi basics ............ 1
What I8 W17 ........cooierrinrirncceiccccatnncnnessinnnensssnsnenines 1
What Is broadband?........ccccveiviiiiiiiinriscsncrnsssninnsnnnnins 2
Broadband 8peed ..., 3
Rolatlve 8peed..............cocceeiinnmririisiniinisssnnisssssssessnnennenes 4
Installing broadband...............ccorriiinniciimnnccnnicsinneiennnnee 5
Sharing .....cccovemmiinniiiisisinreeseinssnetns s ssen s s sassnsssene 6
£ [ Te 1 T IR { OO PPN 8
Talk and U ..........ccccvvveerrecrssicnmentiirncissssnsarensecsssannasanas 10
AIWAYS ON .....ouecmrreeeccrennstitiecsssssnnetiiinsssssannssssesssssannsnes 10
ROIIADIIRY ....cccovemereciiriiceineti e s eee 1
Broadband drawbacks.................cccccecrrriiiininiessnneiciiinnn 12
Cabl@ ....cooceereciemiiiiiiiisssnssssssssssassasasasaaaaan st e anee 14
Points to remember......cccccccccmmeiirriiiiicnnenrinccssssnnnneiienne 15
Networking basics ..............c......... 17
SYNONYMOUS....cccciiiiemeiirsssiiiisssneessssersesssstsssssannassansesesss 17
WIP@87 ... ceeerimnenerrrnccrrcrsanerssssasssssssnssnesssassassssssassassnns 18
Network Interfaces .............eeveeeeemeeennnnnnnnnnnnnnseniiininn, 18
Adding ports..........ccoocemerrrniiiiicnnnienensnasneneennen .20
Blanking plate ..........ccccocctiriinmnccscnninniienisnineenesseseienes 23
Shocking truth ...t 27
Wristbands ......c....ceeiciccncnmmeeiiniiinsscsesenescsssssmneniessssenenns 29
Basic NOtWOrK..........cvccmmrrrrnneennnnnnrnrrnriiieeneisennennnnessenn 31
Shared reSOUrCeSs.............cceiiiieeeniisssssssnssseerrsssssssseeesneas 33
Internet Sharing .........cccccervvcmmeriirircisiseeeninicissssnasnsnacasee 36
Sharing broadband ...........ccccocereiimniiiiiiinninicsnnncssnnenenn. 38
MICrofilters ........ccccovvriiiiiiiisssssnnennnnnnnnnnnnsanssnseseeeeneneenene 39
Modem/router............cccevviiisrnnnnnnnnnnnnnnnnnennesaeeeeeneeeeenenn 42
FIrowalls ........cccociiiiiiinnnnnccccnnnnenennnnsnnnnnnneeneenneeeeeeniennnn 44
Broadband rigks.............ccceeemuenericenicenrrrennnneanes «..45

Bullt-In firewall .........cc.ceeeiiieeieerenierenncrneereceseneesereassranases 46




POIS .....iieercerrecr st ses s ssssssanesesaeseseesesanssnesssnes 51
False alarms .............covvvevieircnnineceecseeecceeseesesseesnessnn 52
Z0ONE@ AlAIM .........ceeiieiiircrieiscsseeeeeeneeresssssesssnnsessnsesesns 54
NOEWOTK .....ceeirceerciercererecse et e sneeseeeesnnessnasessnesesnes 60
Points to remember.............ccceeeceerecrcereernerreesenesssnees 63
GoiNg Wi-fi ....ooeieiieeciiiccice. 65
Why WIreless? ...........ccceeeeiiervneecenreecneesssessnsessesssssnens 65
Drawbacks ...........cocoieveerircirineesneseseiesseseseeeessneseeessnne 66
RANGO ...ttt crees e see s saes s s sneeas 67
SOCUMY ...t seese e ae s snsanes 68
Accidental acCess ..........cccceeeeeeeeereerseeireenereessssessssens 69
INBIFEIBNCE ........cccceerreeerrrernere et eeseeeeeseeesseeesnesssees 71
HOESPORS ...t sneane 72
Locating hotspots ............coeceevcerveeecceneeceeerreeesnens 73
ROAMING ..ottt sse s sas s s snessneeas 75
SIANAArdS .........cooeeeeereeeircecreee et eee e e s eeneesneas 77
TaDI@ 1 ...ttt ne e ressese s s n e e e s neesenns 80
SGHZ band............covveeeiieceiieceriecneeseeressesessssssesesssesns 81
CRANNEIS .......cocceeercrercrerene e teeoeeseeeesseeessessssnenas 81
Wil AllIANECEO .......cooiveeeieecceeeieceerecceeeesessnseeesseneesssneesesns 81
BIUBLOOLh ..ottt ee e sesnneeeeesenaessanns 83
Bluetooth 2.0 ..........eeeiieeceeeeeeereececeneerteeeseesneeereesssssnns 85
PICON@E ...t cceeeecec s res e s snn e e essesssnnnnes 85
ChanneIS ...........ueeeeeercrecceeeeeseteecseeee e sessneseesesnessns 86
Points to remember...........cccceceenniiceceiiereeeeereseeeesenens 87
Practical Wi-fi ........ccoovveuveeeeeenann 89
Getting connected..............ccoveverveeereescneecseesenenseesnnnans 89
SPOOd........coeiicre et setec e ressneesssneeeesessessanne 92




PCl adaptor ........cccccccemecriienersnincssnssnsecssnsnsssssssasssssanease 96
PC Card ......cooceerirtniccssniessssstiesssnasaesssssessssassesessnsananse 99
Access point.............ieciinneneeiiniincccnnnniinnse s anes 100
Ad HOC .....erreererccseesisistiessssasssssssessssannesessensssssonns 100
Internet gateway ..........cccccuemmeeiiiinccirsenneeecscsssnnnaniinenes 102
Wl FOUROPS .......cceeiiiiniiiieeeeteciennnniiinnsssensasseeessene 105
Other deviCes ...........cccceerreciisinmmnniiineiissssssnrenecssssnnnenne 107
Printer 8ervers..............cccceeeeeemmriecnieniiiiinnnnnnnsessesssssenas 108
Extending range ...........cccecceeerrensenrisnescsnenssassosssssaens 111
Directional ..........ccccccccmmnnnnnnenemeeereeeerninnnnnnnnnnnessossns 111
ThE rest......coeeerececiirnrrenissieennseteecsssssasantenssessssssssanens 113
AcCOIErators ..........cccciiiiiiiiiiicrnccsssncsssssssssssssososassnannanas 114
Points to remember..........ceeeeeemmemeieeeeniiereeeeinniiniiinn 115
Installation and security .............. 117
EABY @8... .cccccmerurrriiicccnerrrisiisssnassesecsesassnnasisssssssenassnses 117
INStAllatioN ........c...ccvvriiiicrinnneteecisiceasetinnssssaaaasesecanens 117
FIPMWAR@ ........ccccerinnnneneeessssnnnssssssenemeeeeteeaesniarnnnnnaniass 119
SOING UP ..ocoeericmieiiittinisnttensetirsseneeriseaneessssasansssaness 120
StANdalone ...........cccciceciiiiiiiiiiiienennscesssssssssssssesssssnnanans 121
Settings .... OO OO LI T T OO0 e .122
SOCUMIY ...ccvveeeeeercicieiieiiccicceeneeet it cccseensraessanees 125
WEP ...eeeeeciremrrcenreneecssesssissanssisessasessasstanessnssrasssanssansnns 127
WPA ...oececeecccecrcmrenerresseessssssaeesessantssssssstasssasssssnnnssnssanes 129
BO02. 11 ceceeieiieeeererarreccanseisscnsacssntonssssssssssssnsesasssansesanns 131
Other 8eftings.........cccccciiviiinierssssnrvcnnntinissenersssesssassnns 132
Adaptor installation............ccccernvenerviniricsenscecccannaseniane 133
Control program..........ccceceeereissneiinscnetiessssssesssennassans 134
Sharing ......ccccceivciennisiniiicssteressntiisisseneresssannsssssnssssenans 138
Disc ShariNg .......c.cciiveiiniinccsnrecscniiinsneeinsnseaessesnessans 140
NAMING ...oooeecciiiiiiiitienientirisenteessenenessnenanssssssasssssaasases 140
Network Setup Wizard ............eeeeeemmeeeeeereccmmnnianinnnnnnnns 141
Sharing folders...........iuiveieeineiecninnerennseneescsannsssenns 146
Notwork Places ............eeeeemeeneenenennnnniiiiiniieesinniecseseans 150

Printer Sharing ........ccccecevvvcmmmincceccicneneiineccsnseassenisssnne 158



Printer Installation ............c.eeeeeecrneeeeeeceeesoneieseeeeesssees 161

Vista Sharing.........cccceveeveeevrnnieenccsscsneeesecsseseescsnssneas 167
Internet sharing ............ccuvvvevverceeccenneneseeee s eeenns 168
Alternative method ..............ccceeceevereeeeersscsseseeecerennnenes 171
Firmware upgrades..................cccceveuvrnreneeneecsnne 173
Points to remember...............ccceeeveeeeeiieecnsrrenneseeeernene 177

Troubleshooting and optimising. 179

Problems, problems.............ccceceeeeeneeeeccesnneneeeennns 179
L L 7 L RNV 179
Planning .......o.ccccvmmnrnmrrerrecnrineenecneseneeseessssessessessnsas 180
Simple problems ........ eaessnnetie st an s e nsneas 181
Moving eXperience.............cceeeceeveeeenrsneceseessessessenesnsns 182
Signal strength .............couieveenveneeeneeescsnsnecssssnesnns 184
ACCE8S8 POINL.........ccccourrrnreercnrrenrnrseeeeeceeeeseessneesnenes 187
Change channgl ...............ccceeceeiieencececeeneeneseneseennnea 188
Boosting range...............ccccerrerverennnresnennsseesesesennenens 189
NOW YOU 880 Ht........couevetrreeereeeeceeecceeeee s eeaeenens 191
Removing drivers.............ierceeceecnesseeeensneeens 192
Reinstalling ...........ccocevervrennieeceeeeerereeecesnes ..198
Country 80ttINg.........ccccuiverereecceeieinieeeseeeeeseeeeenesesneas 200
Repalring a connection...............cccceoveereeseecressnesnesnnns 203
Broadband problems ................ccecevveeecennenreneeeeeesnssnnns 204
ROtrace your steps..............ccceveeerveeenecnnessenseessenssssenene 205
Points to remember............cccveeereeceecereerscncereeeeenene 207
INAOX ...t as e s enesnens 209




Broadband
and wi-fi
basics

What is wi-fi?

Wi-fi is a relatively new technology that enables computer equipment to
be connected together without the need for any cables. Instead, the
signals are carried via radio signals. Wi-fi and Bluetooth are sometimes
confused, but the two are different and totally incompatible. Wi-fi is
specifically designed to provide high-speed links in computer networks.
At its most basic a network consists of two computers connected together
so that infformation on their hard discs can be shared. Practical networks
tend to be much more complex than this, with several PCs connected
together, and other resources such as printers and scanners shared
between them. The Intemet is a form of network, which is, or course,
where the "net” part of the name comes from.

Bluetooth is less specific in nature, and is designed for use with a wide
range of gadgets. It can be used to connect all sorts of gadget to a PC,
including such things as mobile telephones, cameras, and hand-held
computing devices. Although very versatile inthat it can be used witha
wide range of equipment, Bluetooth has major limitations. It is really
intended as a means of connecting two gadgets, and it is of little use
when a number of devices must be connected into a network. Bluetooth
is also relatively slow, making it time consuming when large amounts of
data must be transferred from one device to another. Anyway, Bluetooth
is outside the scope of this book and it will not be considered any further
here.

Wi-fi is only intended for operation over quite short ranges. Inthis respect
it is still perfectly suitable for links from one room to another, and from
one floor to another in a typical house or building used by a small
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business. The specifications provided by wi-fi equipment manufacturers
can be a bit misleading, and often give the impression that wi-fi links can
span afew hundred metres. While such long ranges might be achievable
in theory under ideal conditions, in practice the operating conditions will
usually be far from ideal. Rather than free air between the two iterns of
wi-fi equipment, it is likely that there will be walls, floors, fumiture, and
other obstructions that will hinder the radio signals and reduce the
operating range. This gives a more restricted but usually adequate
operating range.

What is broadband?

In the UK there are two main types of broadband available, but exactly
what is available to you depends on where in the country you live. For
many, including me, only one type is available. The most widely available
form of broadband connection is one that is provided via an ordinary
telephone line, and this is an ADSL type. ADSL stands for Asynchronous
Digital Subscriber Line, and it is sometimes referred to as just DSL. The
basic scheme of things is to have two signals carried by one pair of
wires. One signalis the ordinary audio (voice) signal while the other is at
a very high frequency that is well beyond the limits of human hearing.
Some simple electronics are used to make sure that ordinary telephones
only receive the audio signal, and that broadband computer equipment
only receives the high frequency type.

While this arrangement is fine in theory, there are significant practical
problems. These stem from the fact that the ordinary telephone lines
are only designed to handle the low frequency signals from ordinary
telephone handsets. They do not work well when carrying high frequency
signals, and they tend to radiate the signal which can then cause radio
interference. This system could potentially blight radio reception
throughout the country, particularly on the medium and long wavebands.
The high frequency signal has to be kept at a very low strength in order
to reduce the problem with radio interference. This limits the speed that
an ADSL broadband link can have for a given range from the telephone
exchange.

In practice it is not quite as simple as that, since some telephone wires
provide a higher quality connection than others. The fact that you live a
few hundred metres from the local telephone exchange does not
guarantee that a very high speed connection will be possible, although it
certainly increases the chances. Another point to bear in mind is that
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the equipment in your local exchange might not be able to handle a very
high connection speed.

Broadband speed

Most broadband users are attracted to this type of Intemet connection
by the promise of much faster download speeds. The early ADSL services
operated at relatively low rates, with a download speed or 512 kilobytes
per second being typical. The upload rate was usually much lower, with
a typical rate of 256 kilobytes per second. Evoiving technology has
resulted in generally higher download rates, with most ADSL broadband
providers having one megabit (1024 kilobit) or two megabit (2048 kilobit)
connections as standard. Higher rates of up to eight megabits (8192
kilobits) per second are offered by many providers, but bearin mind that
this is the maximum rate and not a guaranteed minimum. In order to
achieve this sort of speed you have to live within range of a suitably
equipped telephone exchange, and have a connection of suitably high
quality.

Unlike a dial-up connection, the quoted ADSL connection rate should
be genuine rather than theoretical. If a broadband Intemet provider states
that you will be provided with a two megabit connection, then
downloading at two megabits from a suitable server should certainly be
possible. Youwillonly get alower rate if you live too far from the exchange
for the full rate to be achieved, or if the quality of the connection is too
low for some other reason. However, the broadband supplier should
explain any reduction in the connection rate before you sign up to the
deal, or give the option of cancelling the contract if a full-speed connection
can not be provided.

With real-world broadband there are a few factors that can result in
download rates that are slower than expected, but most of these are due
to limitations elsewhere in the system, and not due to what could
reasonably be considered problems with the intemet connection. There
are one or two considerations that could result in a slight reduction in
the download speed. However, these will mostly produce reductions of
no more than a few percent, and are unlikely to be of any great practical
significance.

Animportant point to keep in mind with ADSL broadband connections is
that a super-fast download speed does not mean that the upload rate
will be fast as well. It seems to be quite normal for the upload rate to be
relatively slow at around 256 to 448 kilobits per second even when very
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high download rates are used. In other words, the upload rate remains
much the same as it was in the days when a 512 kilobit connection was
the norm, with no more than a modest increase in upload speeds.
Another point to bear in mind is that a reduced download rate due to the
quality of the line or the distance from the telephone exchange will be
accompanied by a reduction in the upload rate, which could be as low
as 64 kilobits per second. This is not purely academic, and it can limit
the usefulness of the connection in some applications.

Relative speed

Any broadband connection should be much faster than a dial-up type.
Even a basic 512 kilobit per second broadband connection offers a
download rate that is about ten times faster than the true rate of a 56
kilobit dial-up connection. The increase | obtained when changing from
adial-up connectionto a 512 kilobit ADSL connection was actually about
a twelve-fold increase. This clearly makes it much quicker and easier
when downloading large files. Using a dial-up connection it would take
something like a day and a half to download the contents of a CD-ROM,
but the download time would be reduced to about three hours or so
using a 512 kilobit broadband connection. While this is still far from
being instant, it represents a far more practical proposition. In theory
anyway, it could be done in about 11 minutes using an 8 megabit per
second broadband connection.

A high connection speed is not just about reducing the download time
for large files. A broadband connection opens up possibilities that are
not available to dial-up users. It is possible to listen to streamed audio
via a dial-up connection, and the audio quality can compare well with
that of normal telephone quality. However, the bit rete is not high enough
for true hi-fi quality even with a mono signal, and the quality with a stereo
signal is likely to sound decidedly ropy at times. A broadband connection
at a rate of just 256 kilobits per second or more is more than adequate to
provide high quality streamed audio in mono or sterec.

It is becoming increasingly common for the Internet to be used for
streamed video, which usually comes complete with a streamed audio
track as well (see G.1 to G.10 in the Colour Gallery). Although there are
systems for sending audio and video over an ordinary dial-up connection,
these provide only very limited resolution and overall quality. The reliability
of these systems tends to be quite poor, which is presumably due to the
problems with the quality of the Internet connection rather than limitations
in the video encoding/decoding systems. A 512 kilobyte broadband
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connection can provide much better results, but do not expect DVD quality
from what is, by video standards, quite a low bit rate. A download rate of
at least one megabit a second is preferable for streamed video.

Installing broadband

I suppose it is not all that long ago that a broadband internet connection
was something for businesses and the “well heeled”. The cost was very
high, both in terms of the initial expenditure and the ongoing fees for
maintaining the connection. Getting everything set up and ready for use
normally involved a fair amount of hassle, with an engineer having to call
and install some equipment. You had to really need the advantages of
broadband in order to justify the time involvea and the cost.

Things have now changed, and in most cases there is no point in using
anything other than some form of broadband Internet connection. If we
take the cost first, these days it is not necessary to have an engineer call
and install some networking equipment. You can still do things this way
if you like, but it is not necessary and in most cases would involve extra
cost without bringing any real advantages. The more normal approach
for home and small business users is the so-called “self-install” system.
This name is perhaps a trifle misleading, since there is not really a great
deal of installation involved. Self instalied broadband is covered in more
detail in the next chapter, but it basically just involves connecting a little
gadget to each telephone socket, and then connecting telephones,
computers, and fax machines to these gadgets rather than direct to the
telephone wall socket. This should take no more than a minute or two,
and these days the cost is negligible.

The overall cost of setting up a broadband connection is often surprisingly
fow, and with some Internet service providers it is free. There is a charge
for making changes to ycur telephone connection at the exchange, but
this is often absorbed or partially absorbed by the service provider if you
take out a contract that lasts a year or two. In most cases itis necessary
to sign up for the service for at least a year anyway. Be careful when
choosing an Internet provider, because you will probably have to pay for
the full term of the contract even if you decide to switch to another provider
after a few weeks.

in addition to the little gizmo on each telephone outlet, to implement a
broadband connection it is also necessary to have a broadband modem
or a router that has a built-in modem. An ordinary modem of the type
used for a dial-up internet connection is totally unsuitable for use with a
broadband type. At one time even the most basic broadband modem
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Fig.1.1 A “free” modem is likely to be basic, but it is all that is needed
for a straightforward broadband connection

was quite expensive, but like most other items of computer equipment,
modem prices have fallen to low levels.

These days it is possible to obtain a good but basic broadband modem
at quite low cost, and a “free” modem is often inciuced as part of the
deal when starting a new broadband contract. The modem of Figure 1.1
was supplied as part of the deal when | recently switched to a new
broadband provider. Itis a fairly basic USB broadband modem, but that
is all you need in order to get started, and will probably be perfectly
adequate in cases where only one desktop PC will be used with the
Internet connection.

Sharing

Something more advanced is needed if the connection will be shared by
two or more PCs, and it is then necessary to have a suitable modem
plus a device called a router (Figure 1.2). The router networks the PCs
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Fig.1.2 A router made by Linksys

and the modem provides the network with a shared Intemet connection.
Any PC that is connected to the network has access to the Internet
connection. Strictly speaking, only one PC at atime can use the Internet,
but the high speed of a broadband connection means that this is not
normally apparent to the users. The router rapidly switches between
PCs, making it appear as though each user has his or her own Intemet
connection.

The shared nature of the connection only becomes apparent if two or
more users try to simultaneously download large files. The files will
download successfully, but the individual download speeds will be much
lower than when a single file is being downloaded. If one user can
download at 3 megabytes per second, two users will each obtain only
about 1.5 megabytes persecond. This reduces to around one megabyte
per second for three users. A really fast broadband connection is
preferable for this type of thing, since it provides each user with what is
still a very respectable download rate.

It is generally cheaper if a combined router and modem is used (Figure
1.3), rather than separate units. The combined approach is certainly a
neater solution. Itis important to realise that a normal router or modem/
router is not a wireless device, and it relies on cables to connect the
system together. It is possible to use wi-fi adaptors with a conventional
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Fig.1.3 A combined modem and router made by D-Lirk

router in order to give it a wireless capability, but this is a cumbersome
and expensive way of handling things. The neatest and mostcost effective
solution is to use a wi-fi router/modem (Figure 1.4).

Single wi-fi

One the face of it, there is no point in using a wi-fi modem/router in
cases where the Internet connection will only be used with one PC. In
practice it can still be worthwhile under certain circumstances. For
example, if you use a laptop PC at home and at work, using wi-fi to make
the Internet connection at both locations avoids having to keep plugging
and unplugging a modem. Apart from greater convenience, this avoids
wear on a socket which might eventually fail and require a costly repair.
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Fig.1.4 This Linksys modemfrouter has a built-in wi-fi adaptor

Wi-fiis the obvious way of handling things if you have a laptop or notebook
PC that will only be used in or near your house, but you would like the
freedom to use it in any room, in the garden, or in an outbuilding. It
would be possible to do this using a wired network, but installing all the
wiring would be a major task, and using the finished installation would
be relatively inconvenient.

It can be advantageous to use a wi-fi modem/router with a single PC that
will only be used in one location. Suppose there is no telephone socket
close to the chosen location for the PC. One solutionis to add a telephone
extension socket somewhere close to the computer installation. Bearin
mind that USB cables can usually be no more than about 3 to 5 metres
in length, so a USB modem normally has to be in the same room as the
computer. This means that the telephone socket also has to be in the
same room as the computer. With the wi-fi approach it is necessary for
the modem/router to be close to the telephone socket, and a mains outlet

1
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to provide it with power. The computer can then be anywhere in the
house, with no long connecting cables being required. This is likely to
be a more convenient solution that can be set up in a few minutes, but in
most cases it would be significantly more expensive.

Talk and surf

A big advantage of broadband, with or without an element of wi-fi, is that
it can operate at the same time as an ordinary telephone. The little
gadgets fitted at each telephone socket effectively split the telephone
line into separate telephone and broadband lines. The two signals are
actually carried by the same pair of wires, but as far as the user is
concerned they are separate entities.

This contrasts with a dial-up Interet connection, where you can make/
receive a telephone call, or use the Internet, but not both at once. You
can not use the Intemet while someone else in the house is making a
telephone call. When you are using the Internet it is not possible for
anyone else in the house to make calls, and no one can receive any
either. Itis possible to have simultaneous telephone calls and a dial-up
Internet connection, but this requires two separate lines, and you have
to pay for two lines. This could be more expensive than a good
broadband deal. Being able to receive telephone calls while using the
Internet was the main advantage | noticed when | first switched from
dial-up to broadband.

Always on

With a dial-up connection it is usual to only have an active Internet
connection when you actually need to access the Internet. Having a
permanent connection of this type would leave the telephone line
unavailable for use with ordinary telephone calls, and it might fall foul of
the “fair usage” rules of the Internet service provider (ISP). Itis normally
a matter of going through the dial-up process when you need to use the
Internet, and closing the connection as soon as possible once you have
finished.

| suppose that the connection could be handled in this fashion with a
broadband connection, but with broadband there are much more
convenient ways of doing things. A broadband connection is always
switched on and available to the user or users. The connection process
is normally automatic with a single PC that uses a USB modem. The PC
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is connected to the Intemet almost at once when the PC boots into the
operating system, and it is closed down when the PC is switched off.
Strictly speaking, the Intermet connection is not permanent, but to the
user it seems as though it s.

The situation is a bit different if a modem/router is used. The usual way
of handling things is for the router to contain your broadband sign-in
information, and it will automatically connect to the Intemet when it is
switch on. In most cases though, it is left running continuously. Once
connected to the Intemet it will therefore remain that way for months or
even years. When a PC in the network is booted into the operating
system, it is automatically logged onto the network, and once it is part of
the network it has access to the shared Intemet connection. Any PC in
the network therefore has an active Internet connection from the moment
it boots up to the instant that it is switched off.

The practical consequence of this is that broadband users do not have
to go through any form of logging in process before they can access the
Intermet. In order to surf the Intemet it is just a matter of launching the
browser and away you go. The Intemet connection is there whenever it
is needed.

Reliability

Despite the low transfer rate, downloading large amounts of data using
a dial-up connection is possible, provided you have the determination
and patience of course. A lack of reliability can be a problem with dial-
up connections, so the chances of downloading a file for many hours
without interruption are probably quite small. There is a way around this
in the form of a program called a download manager, which enables an
interrupted downioad to be continued from where it left off. At least, it
does provided the server at the other end of the system supports this
facility. Undertaking large downloads using a broadband connection
avoids the delays and hassle associated with using a dial-up connection.
The download times are relatively short, and it is unlikely that it will be
necessary to manually re-establish the connection to the server or the
Internet. Downloading large files is usually a quick and easy process.
There can occasionally be problems, but this invariably seems to be due
to problems with slow and unreliable servers at the other end of the
system. Unfortunately, having a really fast and reliable Intemet connection
is of little benefit with this type of thing. It can still be difficult to download
a file that is stored on a slow and unreliable server that is always
overloaded.

|
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Fig.1.5 Your telephone number and postcode are entered here

Broadband drawbacks

Using broadband certainly has some major advantages compared to
dial-up connections, but are there any drawbacks? At ore time it certainly
cost more to use a broadband connection, and the difference was very
substantial. The ever increasing popularity of broadband has resulted
in a steady reduction in costs over the years, and the point has been
reached where the extra cost for regular users is minimal. Infact it is by
no means certain that there is any additional cost at present. The best
budget broadband deals seem to compare quite well with dial-up
equivalents.

The situation is different for occasional Internet users. There are “pay as
you go” deals that are well suited to infrequent users, but | am not aware
of any broadband equivalent. It is unlikely that there will be a broadband
‘pay as you go” service. This is due to the need for the telephone line to
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Fig.1.6 The results are produced after a brief pause

be broadband-enabled at the user's local telephone exchange, and the
way in which the ISPs pay for wholesale broadband line rental Once
connected to a broadband service you can expect to pay for it even if
you hardly ever go on line.

As pointed out previously, the ISPs tend to advertise high broadband
speeds, but these are usually maximum speeds and are not guaranteed.
Infact there is little chance of actually achieving the highest speeds, and
actually connection speeds can be way below the theoretical maximums.
One reason for a lack of speed is that the distance from the user’s home
to the telephone exchange is too great, resuilting in signal levels that are
too low to support the higher connection rates. Perhaps of more
relevance inthe current context, ADSL broadtand might not be available
at all if you live in an out of the way place that is a long distance from the
nearest telephone exchange.

13
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it is easy to check online if you are in any doubt about the broadband
services available in your area. Any search engine should find several
sites that will check broadband availability for your location, and in the
example of Figure 1.5 | found the samknows site (http://www.samknows.
com/broadband/checker2.php). This requires your telephone number
and postcode, and then it lists the available services (Figures 1.6 and
1.7). Inthis case the Max version of BT's broadband service is available,
meaning that an 8 megabit per second service is available.

The fact that a broadband Intermet connection is always switched on
and operates at high speed is very convenient for the users, but it is also
convenient for hackers. Computer security has become an important
issue in recent years, and it is something that every computer user has
to take seriously. Itis

an especially

Congratulations, you are in a broadband enabled area. important issue for
anyone using a

The following services are available in your location:
broadband Internet

@ BT Wholesale ADSL connection.
@ BT Wholesale ADSL Max
® TakTalk (CPW) LU A computer that has
a broadband Intermet
Please select the options on the left for more information connection is

about broadband availability at your location.
connected to the

» Confused about what's available to you? Cick here Intemet continuously

while it is in use, even

Fig.1.7 Three broadband services are available if the user does not

actually access the

interet. This makes

it vuinerable to attack practically from the instant it is switched on to the

moment it is switched off. The high-speed nature of the connection means

that a hacker can rapidly take overthe computer if an attack is successful.

it is essential for broadband users to take a few precautions to protect
their computer systems from attack.

Cable

So far we have only considered ADSL broadband, but many Intemet
users inthe UK also have cable broadband as an option. The cable in
this case is of the fibre-optic variety, which avoids some of the problems
associated with an ADSL connection. In particular, the stated connection
speed is the one you should actually obtain. It does not matter how far
you happen to be from a telephone exchange or how many other people
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in your area are using the same broadband service. This type of
broadband is totally separate from the normal telephone system.

The two cable operators inthe UK have merged into a single company,
and are now part of Virgin Media. Unfortunately, the cable network falls
well short of covering the entire country, and in many areas it is simply
not an option. Unless the cable network runs past your house it will not
be possible to use this type of Intemet connection. Youcan check whether
the cable network is available at your postcode by going to the Virgin
Media website and using their online checking service. This is the web
address:

http://allyours.virginmedia.com/websales/service.do?id =2&buspart
=search

Points to remember

Wi-fi is a means of connecting computer equipment together without
using cables. The wireless connections are provided by radio links. Wi-
fiis not the same as Bluetooth, and these two types of wireless technology
are incompatible. Bluetooth is a general purpose system, whereas wi-fi
is specifically designed to provide high-s peed links in computer networks.

The maximum operating ranges quoted by wi-fi manufacturers often have
to be taken with the proverbial "pinch of salt”. In practice it is unlikely
that an operating range of 100 metres or more will be obtained, although
the range obtained should still be perfectly adequate for domestic and
small business use.

For most users there are two main advantages of a broadband
connection, one of which is that it does not prevent the telephone line
from being used to send and receive ordinary calls. Although a common
set of connecting wires are used, you effectively have separate Intemet
and telephone lines.

The other main advantage is the relatively high rate at which data can be
downloaded. A modem broadband Intemet connection is typically about
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40 times faster than a dial-up connection. Ordinary web pages download
much faster when using a broadband connection, but the extra speed
opens up new possibilities such as listening to high quality streamed
audio, and large files such as complete movies can be downloaded ina
reasonably short space of time.

The connection speeds quoted by ISPs are usually maximums, and not
guaranteed speeds. The highest speeds are normally dependent on
users living quite close to their local telephone exchange and having a
good quality connectionto that exchange. Otherfactors also govemthe
speed at which data can be downloaded, such as the number of active
users in the same area, and the quality of the server providing the data.

It is no longer necessary to have an engineer install equipment in your
home in order to use an ADSL broadband connection. With the self-
install version of broadband it is just a matter of using the appropriate
type of modem and plugging a gadget into each telephone socket. One
ofthese gadgets is normally used at every telephone socket in the house,
and not just the one that is used with the modem.

Cable broadband is carried by fibre-optic cables which do not suffer
from some of the problems associated with ADSL broadband and its
simple copper connecting wires. However, the cable network is far less
extensive than the ordinary telephone system, and it is simply not an
option for people in many parts of the country.
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Synonymous

Wi-fi has become synonymous with broadband Intemet connections,
and also with laptop and notebook PCs. These days many of the
cheapest portable PCs come complete with a built-in wi-fi facility, and
although there will be other ways of making a connectionto the Intemet;
this is often the only way that will actually be used. Wifi is primarily
about convenience, and this convenience it most apparent when wi-fi is
used with portable devices.

With the right equipment installed and set up correctly, you can use your
laptop PC to access the Intemet at work without the need to have any
cables, or make any connections to the computer at all. Take the laptop
home and, once again, use it to access the Intemet without the need for
any wired connections to the computer. Potentially, you could use the
laptop for surfing the Internet when visiting friends, relatives, clients, or
whatever. Provided they have a suitable wi-fi installation, it should be
possible for your wi-fi enabled laptop to use it, and whatever facilities it
offers.

The popularity of wi-fi has resulted in things going a stage further. Gaining
intermet access while travelling can be difficult, and has usually meant
using a basic dial-up connection. This is adequate for some purposes,
but a maximum download rate of around 50 kilobits per second has
major limitations. Any sizeable town or city in the UK is now equipped
with numerous *hotspots” where, for a fee, laptop PCs having a wi-fi
facility can access the Internet. Wi-fi hotspots are now starting to appear
in more out of the way places as well. In most cases a hotspot provides
an Internet connection at fast broadband speeds, making it possible to
send and receive data at a high rate.
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Of course, wi-fi is not restricted to use with portable computers. The
convenience of wi-fi is most apparent when it is applied to portable
computers, but it also applies to desktop PCs. Wi-fiis also being applied
to other types of computer equipment, such as printers and scanners,
whichis atrend that seems likely to continue. The tangle of wires required
to get a typical computer system fully operational has long beenasource
of jokes in the computer world, as has the difficulty of getting everything
connected properly and working in harmony. Anything that reduces the
number of cables in a PC installation is clearly an attractive proposition.

Wires?

Before considering wi-fi we will deal with the world of wired networks. It
is reasonable to question why a book about wireless networking should
start with details of wired networks, or include wired networks at all for
that matter. After all, who needs wired networks any more? While itis no
doubt possible to have a network that is completely free from connecting
cables, there are still good reasons for learning about conventional
networking.

One reason is that there is a strong element of “learning to run before
you can walk” if you dive straight in with wireless networking. It is much
easier to learn about wireless networks when you already understand
the basics of the wired variety. It is a good idea to bear in mind that a wi-
fi network is based on a conventional type. Essentially, there is no
difference between the two types other than the fact that one uses cables
and the other uses radio links.

Another important point to keep in mind is that few real world networks
are based entirely on wireless connections. The two types of network
can be freely mixed, and in practice it is quite normal for them to be
intermingled. With a PC and a wireless modem/router on the same desk
and less than a metre apart, a wireless connection could be used to link
them. Onthe other hand, a lead costing a tenth as much will do the job
just as well in this situation. In fact the lead will almost certainly permit
faster communication and will avoid the security issues associated with
wireless network connections. Do not use wireless links just forthe sake
of it. If a wired link is the more practical option, use one.

Network interfaces

In days gone by there were actually many different types of interface
used in networking. The cheapest network systems relied onthe standard
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PC serial or parallel ports, but they often provided nothing more than
basic data swapping between two PCs. The rate at which data could be
exchanged was quite slow. More recently a similar facifity has been
available using USB ports, but USB 1.1 ports are not very tast by
networking standards, but high-speed transfers are possible using USB
2.0 ports.

The main drawback of these ultra-simple networking systems is that their
expansion potential is strictly limited. In most cases it is nonexistent
rather than limited, and they are only of use if you will never need anything
beyond a simple link between two computers. Another drawback is that
the cables tend to be relatively expensive, which negates the main point
of using the computer's built-in ports. One of these basic links could
actually cost more than using a “real” network. This will certainly be the
case if your PCs have buitt-in network ports, and this is now quite a
common feature

In the early days of PCs there were numerous interfaces designed
specifically for networking, and some of these coexisted for many years.
A standard network port gradually emerged as the Ethernet type became
more popular and the others gradually “fell by the wayside". Nc doubt
there are still many PCs that are networked by way of an altemative
interface, but Ethernet is the only type that is cumrently in widespread
use with PCs. If you have a PC with a built-in network port it will certainly
be an Ethernet type, and it is the only networking method that will be
considered in this book.

Ethernet ports are sometimes referred to as 10/100 networking ports.
The two figures refer to the original speed of this interface and the speed
of the improved version. They operate at speeds of 10 and 100 megabits
per second. Note that the speeds are in megabits per second and not
megabytes. There are eight bits per byte, and with a practical networking
system it is necessary to send more than just the raw data. Transfers at
about 1 and 10 megabytes per second might be possible, but in practice
itis likely that the transfer rates would actually be somewhat lower. Even
being pessimistic about the performance of an Ethernet port, a 100
megabyte file could be transferred in less than 20 seconds, which is
more than adequate for most purposes.

It is assumed here that the system can handie the higher operating speed,
and any reasonably modern Ethemet port should be capable of doing
so. When setting up a new network it is very unlikely that any 10-megabit
equipment will be on offer from the retailers, and if any should be on
offer it would definitely not be a good idea tc buy it. Modern 10/100
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Ethernet equipment
y costs so little these
- : . - , days that there is little
: point in bothering with
old and inferior
pieces of equipment.
There is good
compatibility between
10-megabit devices
and the modern 10/
100 variety, but as
one would probably
expect, a link only
operates at the lower
rate if one device is a
10-megabit type.

Note that 10 and 100-
megabit cables are
different. Although a
10-megabit cable will
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Fig.2.1 The Ethemet port is to the right of '

only support
LTI ) operation at the

slowerrate. Again, the cost of a modem cable that operates at the higher
speed is now so low that there is little point in using old 10-megabit
cables. These days the 100-megabit cables are the only networking
type that are likely available in the shops.

Adding ports

It might be necessary to install Ethernet ports in some of the PCs in the
system, but the network has to be designed before a final decision can
be made. As already pointed out, few practical wi-fi systems are totally
wireless, but no Ethemet ports will be required if you should take this
option. It might not be necessary to add any ports even if large parts of
the system are cabled. Many PCs are supplied complete with an Ethernet
port, and in the example of Figure 2.1 it is in the main cluster of ports,
next to the USB types and below the PS/2 mouse and keyboard ports.
Most modem portable PCs have an Ethermet port, and in the example of
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Filg.2.2 The Ethemet port is the one on the right

Figure 2.2 it is the port onthe right. The one onthe left is the port for the
buiit-in dial-up modem.

An Ethernet socket looks a bit like the type of telephone socket used in
the USA and some other countries, and the sockets often used for
broadband modems inthe UK. Ethernet connectors are different though,
and they are physically incompatible with any type of telephone socket.
This is important, because some networking equipment has a socket to
handle connections to telephone line or a modem. Using incompatible
connectors ensures that emors are avoided when installing the cables.
Ethernet equipment uses RJ-45 connectors, and the cables are
sometimes referred to as RJ-45 cables. However, they are more usually
referred to as Ethernet or networking cables.

Although modern laptop and notebook PCs often have an Ethernet port,
in a wi-fi system it would be normal to use the wireless option for any
portable device. This avoids having to plug the computer info the system
each time you return to base, and disconnect it again when you wish to
go out with it again. Also, the wireless apprcach makes it possible to
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Fig.2.3 Removing the left-hand side panel gives access to the
expansion slots

use the computer anywhere in the house, or even outside in the garden.
It might be preferable to use a wired connection when security is of prime
importance, or when large amounts of data must be transferred, but the
wireless option is otherwise the better choice.

Adding an Ethernet port to a desktop PC is normally straightforward
providedthere is at least one PCl expansionslot free. Te cost of generic
Ethernet cards is extremely low, and those from the well-known
manufacturers are not expensive. Inorderto add the card it is necessary
to gain access to the interior of the PC, and this usually means removing
the appropriate two or three screws at the rear of the unit. With some
form of tower case this enables the left-hand side panel (as viewed from
the front) to be pulled clear (Figure 2.3). Note that removing the other
side panel will not give access to the expansion slots. With a desktop
case it is the lid of the case that has to be removed.
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Fig.2.4 Two types of expansion port blanking plate

There is usually a fair sprinkling of screws on the rear panel of the case,
s0 look at the way the case is put together and be careful to remove the
right ones. Itis unlikely that any harm will be done if you should manage
to remove one or two screws that (say) hold the power supply unit in
place, but replace the screws immediately if a mistake is made.
Fathoming some of the more stylish cases car be difficult, but if in doubt,
the documentation supplied with the PC should explain how to gain
access to the expansion slots.

Blanking plate

Before the network card can be fitted it is necessary to remove a blanking
plate in the rear of the case for the particular siot you will be using. Cases
used to be supplied with blanking plates that were screwed to a bracket
at the rear of the case. This type is not used a great deal these days, but
it is still to be found in some of the more up-market cases. Including
screw-fixing type, there are three main forms of blanking plate currently
in use.

The original type is held in place by a single screw per blanking plate. A
bracket of this type is shown on the right in Figure 2.4. If you undo the
screw using a largish cross-point screwdriver the bracket should pull
free without any difficulty. It is advisable to keep the bracket so the hole
in the rear of the case can be blocked up again if you remove the
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Fig.2.5 A new case that still has a full set of blanking plates

expansion card at some later date. The bracket's fixing screw will be
needed to hold the expansion card in place.

Probably the most popular kind of bracket these days is the type that is
partially cut out from the rear of the case. In order to remove one of
these it is necessary to twist it to and fro until the thin pieces of metal
connecting it to the main casing fatigue and break. Figure 2.5 shows the
rear of a new case with all of the brackets in place. In Figure 2.6 two of
the brackets have been twisted round slightly to show how they can be
broken away from the main casing. There is little point in keeping this
type of bracket since it can not be fitted back in place again.

The third method has brackets that clip into the screw holes in the main
case. A bracket of this type is shownonthe left in Figure 2.4. These can
be twisted slightly and pulled free, and the process is reversible provided
the bracket is not seriously distorted during removal. It is therefore
worthwhile keeping these brackets as they can be fitted into the case
again should the need arise.

With the metal bracket removed, the network card (Figure 2.7 and G11/
G.12 inthe Colour Gallery)) can be removed from its anti-static packing
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Fig.2.6 The plates can be twisted and eventually broken free

and pushed into position on the motherboard. Some cards and slots fit
together quite easily while other combinations are less accommcdating.
Never try the brute force method of fitting expansion cards into place.
Using plenty of force is virtually always the wrong approach when dealing
with PCs, but it is certainly asking for trouble when applied to expansion
cards. Apart from the risk of damage to the card itself there is also a
likelinood of writing off the motherboard.

If a card seems to be reluctant to fit into place, check that the metal
bracket is slotting correctly into place between the case and the
motherboard. With some PCs the bottom end of the bracket has to be
bent away from the circuit board slightly as it otherwise tends to hit the
motherboard rather than fitting just behind it. Look carefully to see what
is blocking the card. It can be quite dim inside a PC, so if necessary, get
some additional light inside the PC using something like a spot-lamp or
a powerful torch.

Probably the most common problem is the card being slightly too far
forward or back. This is the same problem with the metal bracket, but
manifesting itself in a different manner. The bracket is fitting into place

2
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Fig.2.7 A PCl expansion card that provides an Ethernet port

correctly, but the rest of the card is then out of alignment. If the
misalignment is only slight, you should be able tc ease the card
backwards or forwards slightly and then into place.

Where there is a large error it will be necessary to form the bracket slightly
inorder to get the card to fit properly. In one ortwo cases where all else
has failed, slightly loosening the screws that fix the motherboard to the
chassis has provided the solution. Presumably in these cases the
motherboard has been bolted in place when it is fractionally out of
position. Loosening the mounting bolts and then fitting the expansion
card shifts it into the correct position. The mounting bolts are then
retightened, and fitting further expansion cards should be perfectly
straightforward.

The mounting bracket can be fixed to the bracket at the rear of the case
(Figure 2.8) once the card is correctly in place. Where appropriate, use
the screw removed along with the blanking plate. Itis otherwise a matter
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Fig.2.8 The expansion cards are bolted to the rear of the case

of looking through the odds and ends supplied with the PC, which should
include at least one fixing screw per free expansion slot.

Although it is an Ethernet card that has been added in this example, the
process is much the same for other PCl expansion cards. This includes
PCl wi-fi adaptors. One slight difference when installing a wi-fi card is
that it usually has an aenal fitted on the bracket at the rear of the card.
The aerial tends to get in the way when installing one these cards, so it is
best to unscrew the aerial so that it is easy to fit the card in place. The
aerial is easily fitted again once the card has been physically installied.
Note that it is not a good idea to run any radio transmitting equipment
without an aerial connected.

Shocking truth

If you are new to handling PC components it is important to realise that
most of them, including prectically all expansion cards, are vulnerable to
damage from static charges. | think it is worth making the point that it




Networking basics

does not take a large static charge complete with sparks and “cracking”
sounds to damage sensitive electronic components. Large static
discharges of that type are sufficient to damage most modern
semiconductor components, and not just the more sensitive ones.

Many of the components used in computing are so sensitive to static
charges that they can be damaged by relatively small voltages. In this
context “small” still means a potential of perhaps a hundred volts or so,
but by static standards this is not particularly large. Charges of this
order will not generate noticeable sparks or make your hair stand on
end, but they are nevertheless harmful to many electronic components.
Hence you can “zap” these components simply by touching them, and
in most cases would not be aware that anything had happened.

An obvious precaution when handling any vulnerable computer
components is to keep well away from any known or likely sources of
static electricity. These includes such things as computer monitors,
television sets, any carpets or furnishings that are known to be prone to
static generation, and even any pets that are known to get charged-up
furcoats. Also avoid wearing any clothes that are known to give problems
with static charges. This seems to be less of a problem than it once was,
because few clothes these days are made from a cloth that consists
entirely of man-made fibres. There is normally a significant content of
natural fibres, and this seems to be sufficient to prevent any significant
build-up of static charges. However, if you should have any garments
that might give problems, make sure that you do not wear them when
handling any computer equipment or components.

Static-sensitive components will be supplied in some form of anti-static
packaging, and this is usually nothing more than a plastic bag made
from a special plastic that is slightly conductive. There is quite a range
of anti-static packaging currently in use, but an expansion card is unlikely
to be supplied in anything more elaborate than a conductive plastic bag.
This effectively short-circuits the edge connector of the card so that no
significant voltage can build up between the terminals.

Although it is tempting to remove the components from the packing to
have a good look at them, try to keep this type of thing to a minimum.
Ideally it should be completely avoided. When it is necessary to remove
the card from its packing, always make sure that both you and the plastic
bag is earthed before the component is removed. Simply touching the
earthed chassis of a computer while holding the component in its bag
shouid be sufficient to ensure that everything is kept free of static charges.
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Fig.2.9 An anti-static wristband, lead, and earthing plug

The computer must be switched off and the power should also be
switched off at the mains socket. The chassis of the computer will stil
be earthed provided the mains lead is connected to the computer and
the mains socket. There is a risk of a charge gradually building up in
your body, but touching the earthed chassis of the computer every minute
or so will prevent this from occurring.

Wristbands

If you wish to make quite sure that your body remains static-free, you
can earth yourself to the computer by way of a proper earthing wristband.
This is basically just a wristband made from electrically conductive
material that connects to the earth via a lead and a high value resistor.
The lead is terminated in a dlip that permits easy connection to the chassis
of the computer. The resistor does not prevent any static build-up in
your body from leaking away to earth, but it will protect you from a
significant shock if a fautt should result in the earthing point becoming
“live”. A variation on this system has a special mains plug that enables
the wristband to be safely earthed to the mains supply. Earthing
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“Crossed” cable

Fig.2.10 The most basic network consists of two PCs and no other
equipment

wristbands are available from some of the larger computer component
suppliers, and from electronics component retailers.

A typical wristband, complete with lead and special earthing plug, is
shown in Figure 2.9. Note that these are sometimes sold together as a
kit, but they are also sold as separate items. Make sure you know what
you are buying before you part with your money. The wristband on its
own is about as much good as a monitor without the rest of the PC. Itis
possible to buy disposable wristband kits, but if you are likely to do a fair
amount of PC upgrading from time to time it is probably worthwhile
obtaining one of the cheaper non-disposable types. With intermittent
use one of these should last many years. If you do not want to go to the
expense of buying a wristband, the method of periodically touching the
earthed chassis mentioned previously should be just as effective.

That is really all there is to it. Simply having a large chunk of earthed
metal (in the form of the computer case) near the work area helps to
discourage the build-up of any static charges in the first place. The few
simple precautions outlined previously are then sufficient to ensure that
there is no significant risk to the components. Do not be tempted to
simply ignore the dangers of static electricity when handling computer
components.

When building electronic gadgets | often ignore static precautions, but |
am dealing with components that cost a matter of pence each. If one or
two of the components should be zapped by a static charge, no great
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“Straight” cablee

Router

Fig.2.11 A basic network for two PCs that uses a router

harm is done. The cost would be minimal and | have plenty of spares
available. The same is not true when dealing with computer components,
some of which could cost in excess of a hundred pounds. Also, the
computer would remain out of commission until a suitable replacement
spare part was obtained

Basic network

With all the PCs in the system equipped with Ethernet ports it is time to
design and build the network. The most basic network barely justifies
the “network” description, and it just consists of one PC connected direct
to the other via their Ethernet ports (Figure 2.10). ltis important to realise
that Ethernet ports are not primarily designed for this method of
connection, and this setup will not work if a normal network cable is
used. The cable required when linking two PCs is usually called
something like a “crossed” or “crossed-over” cable. A normal network
lead is usually described as a “straight” cable.

The setup shown in Figure 2.11 is essentielly the same as the one of
Figure 2.10, and it provides a link between the two PCs. The PCs are
linked via a networking router, and the two cables are of the “straight”
variety. Inthe arrangement of Figure 2.10 the crossed-over connections
in the cable makes each PC “look” like a router to the other C. This
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printer server

Fig.2.14 Any printer can pe connected to the network via a printer
server

either. These days there are plenty of printers, including some relatively
inexpensive types, that have a wi-fi interface. These are used in much
the same way as printers that have an Ethernet interface, but no
connecting cable is required, and the router must be a wi-fi type. Itis
likely that wi-fi will largely supplant the normal Ethemet interface in this
application. Other wi-fi enabled devices are becoming available, such
as hard disc drives, and it seems likely that this trend will continue.

Withthe aid of a suitable gadget it is possible to connect practically any
printer into the network via the router, but it is not usually cost-effective to
use this method. The gadget is called a printer server, and it simply
goes between the routerand the printer (Figure 2.14). Real-world printer
servers oftenhave the ability to drive more than one printer. This method
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Shared printez

Fig.2.15 Any printer can be shared without using any extra equipment

has the major advantage of making the printer or printers available at all
times to any network user. Furthermore, it does so without increasing
the workload of any PCs that are not accessing a printer. The only real
drawback is that cost of a printer server is greater than that of many
inkjet printers. These days it can even be higher than the cost of a budget
laser printer.

The more common approach with small networks is to install the printer
on one of the PCs in the usual way (Figure 2.15). The printer can then
be designated as a shared resource and made available to any PC on
the network. This system works well in most respects, but it does have
one slight drawback. The printer will only be available to the network
when the PC it is connected to is switched on. A printer that has its own
network connection is available to the system at all times, as is one driven
via a printer server.
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Broadband modem

Router

Fig.2.18 A system like this enables a modem and Interet connection
to be shared

With the setup of Figure 2.15 it can be necessary to switch onone PC so
that another one can use the printer. Another slight drawback is that the
PC which drivers the printer has an increase in its workload when other
PCs access the printer. Even so, this method is still the most practical
for most home and small business networks.

Internet sharing

Sharing an Intemet connection is probably the main reason for home
and many small business users organising their individual PCs into a
network. However, it is only fair to point out that sharing an Interet
connection does not work well with an ordinary dialup connection. In
practice, a 56k modem is unlikely to achieve transfer rates of 56k, since
this figure assumes a technically perfect connection. A technically perfect

‘8
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Fig.2.17 A typical external USB broadband mcdem

connection is unlikely to be achieved even if you happen to live next
door to the telephone exchange.

In real-world computing a connection rate of about 48k is typical, and in
some areas even this might not be achievabie. A rate of 48k is not
particularly fast with just one person using the connection, and it becomes
painfully slow when shared between (say) three people. When all three
use the internet simultaneously they have an effective connection rate of
just 16k each. Downloading relatively simple web pages can ke very
slow at this sort of speed, and downloading large files would take so
long that it would probably not be a worthwhile proposition.

it is generally considered to be more practical for each computer to be
connected to the Internet via its own modem, with users taking it inturns
to use the Internet. This requires one modam per computer and a
telephone socket for each modem. However, most PCs have a modem
as standard, and most premises are now well equipped with telephone
sockets. Any extra hardware required is likely to be cheap, but in most
cases it will not be needed.

2
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Sharing broadband

The situation is very different with broadband, where connection speeds
are much greater. These days a standard ADSL broadband connection
has a download speed that is likely to be one megabit per second or
more. The PC | am using to produce this book is connected to the
Internet at a notional eight megabits persecond. The download speeds
in fringe areas are much less than the rates avertised by the Internet
service providers, but for most broadband users the download rate is
around 512k or more. In my case it is usually quite close to the claimed
eight megabits per second.

Even a 512k connection rate is at least ten times faster than the actual
connection rate achieved with most 56k modems. Three users accessing
the Intermet simultaneously would each have an effective connection
speed of just over 170k. In other words, they could still connect to the
intermet at a rate more than three times better than a single user with a
56k modem. With an eight megabit connection, three users would each
have a2.66 megabit connection. Even if the actual speed was significantly
less that the stated figure, it would still be about one hundred times faster
than a dial-up connection, and each user would have an available
bandwidth of more than a megabit per second.

It is only fair to point out that some broadband providers have terms of
service that limit or ban the sharing of a broadband connection. It is
unlikely that you will encounter any restriction of this type with a
broadband package aimed at business users, but there are often “strings
attached" to the low-cost deals for home users. The self-install broadband
packages often have restrictions, and in some cases there is an outright
ban on shared connections.

Pressure from users and widespread flouting of the rules has led to some
easing of the restrictions. Many providers now permit sharing between
two or three users, but anything beyond this is likely to be outside the
terms of service for low-cost broadband deals. Sharing a broadband
connection between two or more households is unlikely to be permitted.

One way of sharing a broadband connection is to have the modem
connected to one PC, with the Intermet connection then being designated
as a shared resource. This gives a setup of the type shown in Figure
2.16. Broadband modems are available in the form of PCI expansion
cards, but the external USB type (Figure 2.17) is probably more popular.
This method of sharing a broadband connection is cheap and easy if
there is an existing network. You need little more than the modem and a
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microfilter for each
telephone socket.
The microfilters are
needed to prevent the
normal audio
telephone signal from
interfering with the
high frequency
broadband signal,
and vice versa.

Microfilters Fig.2.18 The most common type of microfilter
A microfilter usually

has a short lead that

plugs into the telephone socket, and a couple of sockets on the main
unit (Figure 2.18). One socket is for a telephone and the other is for the
broadband modem. You can also obtain microfilters that look rather like
a two-way telephone adapter (Figure 2.19), but one of the sockets is for
a broadband modem. Note that it is normally necessary to have a
microfilter per telephone socket, and not just one filter at whicheversocket
happens to be used with the modem.

Itis possible to use an
ordinary modem with
atelephone line that is
broadband enabled,
but the modem must
be used via the
ordinary telephone
socket of a microfilter.
It is possible that the
filter will produce
some loss of
performance,
although no problems
were evident when |
tried using a modem
with two different
microfilters. Although
it is unlikely that you
would need to use a  Fig.2.19 An alternative form of microfilter
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Flg.2.20 A combined router and ADSL broadband modem

dialup connection when a broadband type is available, an ordinary
modem might still be needed for sending and receiving faxes. Also, it is
a good idea to have a dialup connection available as a backup in case
the broadband connection fails for some reason. Obviously the backup
will be no use either if the lines goes “dead”, but it does sometimes
happen that the broadband connection is inaccessible while the line
works fine in other respects.
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Fig.2.21 There are four Ethernet sockets and one telephone type
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Modem/router

Fig.2.22 This is the most convenient method of sharing an Internet
connection

A rather different scheme of things is normally used for a broadband
connection that is installed by anengineer. The engineer usually installs
a box that has an Ethernet socket on the front, and this is connected into
the network by way of a suitable router. The ordinary telephone
connections are left unchanged, and they do not require the use of
microfilters. There is no exact equivalent of this for self-install systems,
but it is possible to obtain a broadband modem that has an Ethemnet
socket for connection to the network. Withthis arrangement a microfilter
is still required at each telephone socket.
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and modem
EEm—

Router

Fig.2.23 An altemative method of sharing an Interet connection

Modem/router

Probably the most popular means of sharing a broadband connection
between a few computers is to use a combined modem and router, such
as the one shown in Figure 2.20, which has four Ethemet sockets on the
rear panel (Figure 2.21). There is also a telephone socket which is
connected to a telephone wall socket via a microfilter, A combined
modem and router is used in a setup of the type shown in Figure 2.22.
This is basically just a standard network, but with the important difference
that any PC connected to the router is automatically provided with Intemet
access. Itis possible to obtain much the same effect using a separate
router and broadband modem (Figure 2.23), but combining the two units
gives a neater solution.
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If you decide to use a setup like the one in Figure 2.23, bear in mind that
you can not use any broadband modem with any router. The router
must be one that is designed to be used in this way. Also, most routers
have an Ethernet socket for the modem, and can only be used with
modems that have an Ethernet socket. It could be difficult to track down
a router that will work with a modem that only has a USB interface. Some
broadband modems have two interfaces (see G.13 inthe Colour Gallery),
so that they can be used witha USB porton a PC, or an Ethemet network
connection.

Using agadget that combines a router and modem, possibly with a firewalll
or other functions, is certainly the best method. Setting up the network
is generally much easier using an all-in-one solution, and it helps to reduce
the amount of cabling. Most wireless networks have wired connections
as well, but you must avoid having the wireless name become ironic!
Try to keep everything neat and simple, with no more “boxes” and cables
than is really necessary.

An advantage of the current low prices of computer hardware is that it is
usually possible to design a system that accurately matches your
requirements, rather than having to compromise due to cost
considerations. Depending on the equipment you have to start with, a
setup of the type shown in Figure 2.22 might cost a little more than one
like Figure 2.16. The cost is likely to be small though, and the amangement
of Figure 2.22 is much better from the users’ point of view.

With the setup of Figure 2.22 the modem/router is usually left running
continuously, making an Intemet connection always available to any PC
in the network. With the amangement of Figure 2.16 it is necessary to
have the right PC switched on in order to access the Internet using any
of the others. Another point to bear in mind is that the PC connected to
the modem becomes a form of router, and this will place additional claims
on its resources. Using a modem combined with or connected to the
modem avoids any overhead on any of the PCs in the system. All the
additional workload is handled by the router.

Inthe past it was common for an old PC to be given a new lease of life by
using it to operate as a router or router/modem. This might appearto be
a very environmentally friendly way of doing things, but it is less “green”
than it seems. A modem router or modem/router consumes little power,
and costs little to run. A PC has a much higher power consumption, and
if left operating for long periods every day will soon run up significant
running costs. The situation is better if the PC is a laptop or notebook,
since a portable PC consumes far less power than any normal desktop
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type. However, inthe long term, using any form of computer as a router
is likely to cost much more than buying a new router or modem/router.

Firewalls

In addition to those already mentioned, there are a few more practical
differences between using an arrangement of the type outlined in Figure
2.22 and one like Figure 2.16. In practice it is usually easier to configure
the arrangement of Figure 2.22, because the Intemet connection will be
automatically shared between the PCs in the system. With the setup of
Figure 2.16 the modem is a resource of one PC, and it will only be shared
if it is designated as a shared resource, which requires some additional
setting up.

Perhaps of greater importance, the setup of Figure 2.22 gives greater
security. It is worth making the point that security is now an important
issue for all Intemet users, but it is of even greater concem for broadband
users. Some form of firewall to keep hackers at bay should be considered
essential rather than an optional extra for a broadband connection. A
firewall can be either a piece of hardware or a program. A firewall's
basic function is much the same whether it is implemented in software
or hardware.

Some people seem to think that a firewall and an antivirus program are
the same, but there are major differences. There is often some overlap
between real world antivirus and firewall programs, but their primary aims
are different. An antivirus program is designed to scan files on discs
and the contents of the computer's memory in search of viruses and
other potentially harmful files. Having found any suspect files, the
program will usually deal with them. A firewall is used to block
unauthorised access to your PC, and in most cases it is access to your
PC via the Intemet that is blocked. Bear in mind though, that a software
firewall will usually block unauthorised access via a local area network
(LAN) as well.

Of course, a firewall is of no practical value if it blocks communication
from one PC to another and access via the Intemet. To be of practical
value it must only block unauthorised access to any part of the system.
Whenyouaccess an Intemet site your PC sends messages to the server
hosting that site, and these messages request the pages you wish to
view. Having requested information, the PC expects information to be
sent from the appropriate server, and it accepts that information when it
is received. A firewall does not interfere with this type of Intemet activity
provided it is set up correctly.
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itis a different matter when another system tries to access your PC when
you have not instigated the initial contact. The firewall will treat this
attempted entry as an attack and will block it. Of course, the attempt at
accessing your PC might not be an attack, and a firewall can resuit in
legitimate access being blocked. Something like P2P file swapping is
likely to fail or operate in a limited fashion. The sharing of files and
resources on a local area network could also be blocked. A practical
firewall enables the user to permit certain types of access so that the
computer can work normally while most unauthorised access is still
blocked. However, doing so does reduce the degree of protection
provided by the firewall.

Broadband risks

As pointed out previously, using a firewall is considered to be much
more important when using some form of broadband Intemet access.
One reason for this is simply that with a high-speed connection it will be
less obvious if someone is accessing your PC. With a slow dial-up
connection the additional flow of data would slow things down and be
more readily apparent. Another, and perhaps more important reason, is
that with most types of broadband connection you are either provided
with a fixed Intemet address, or the address only changes infrequently.
Having found your PC it is possible for a hacker to go back to it again
whenever it is switched on. With a dial-up connection your Intemet service
provider (ISP) normally provides a new Intemet address each time you
logon to their system.

Another point to bear in mind is that with a broadband connection the
PC is usually connected to the intemet all the time that it is operating,
and not just when you decide to go online and do some surfing. With
many PCs this means that there is a connection to the Intemet virtually
all day every day. Even if you are provided with a new Intemet address
each time the PC is switched on, it will probably be operating with that
address for many hours before it is switched off again. This still leaves it
relatively vulnerable to attack.

With some types of modem the Intemet connection does not close down
when the PC is switched off. The modem remains connected to the
Internet all the time unless it is switched off, which most users do not
bother to do. Quite reasonably, they would like the Intermet connection
to be ready for use whenever any PC in the system is switched on. With
the modem left running, the system retains the same address for what
could easily be weeks or even months. Strictly speaking, this does not
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Fig.2.24 The Norton.com homepage

give the system a permanent address, but it does provide hackers with
plenty of opportunities to return to your computer system.

Built-in firewall

A combined router and modem provides what is effectively a built-in
hardware firewall. The router ensures that the received data is sent to
the correct PC. It also ensures that any data sent from one PC is kept
separate from any data from the other PCs. The router uses a process
known as network address translation (NAT), and it provides the firewall
action as a by-product of the sharing process.

The only device in the system that can be recognised externally is the
router. Anything on the other side of the router is “invisible" to the outside
world. The router uses the real Intemet address provided by your ISP
but the PCs in the system use a sort of fake address based on the real
one. The router makes the necessary adjustments to incoming and
outgoing data so that everything runs smoothly.
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Fig.2.25 Operate the Go button to move on to the next stage

Many combined firewall and routers additionally have a system known
as Stateful Packet Inspection (SPI). This keeps track of incoming and
outgoing packets of data to check that incoming packets are genuine
replies to outgoing requests. If a hacker should manage to find a way
through the router, this system should ensure that their fake packets of
data are detected and ignored.

| tested the firewall capability of a Netgear DG834G by going to acouple
of websites which run tests that are supposed to shock you by showing
how vulnerable your PC is to Intemet attacks. The first site tried various
methods of attacking the system but was unable to access any of the
PCs in the network. In fact it was unable to detect a computer at the
appropriate Intemet address. Results were muchthe same at the second
site. This lack of success was due to the fact that the system at the test
site was “talking” to the router and not the PCs on the other side of the
router. There is no point in trying to hack into a PC that is not there.

Security is obviously important for all Interet users, but it is especially
important for anyone that has a network connected to the Intermet via a



2 ol _Ne.twork.in_g i)isiis

’symumnc. [symentec sacuey Check Global stes .. = |
| ssoumITY mroenation > sadE secumTY acaat * sEEUMITY soLUTIONS » meee
e SE—
-
Symantec

Security Check

Symantec Securly Check tests your exposure to a wide range of oniine threats. ft's ree Bng efficient, and R heips
you determine your intemet securnty needs

Security Virus
Scan Detection -
18 YOUR COMPUTER 3af§ IS YOUR COMFPUTER FREE /
SROM ONUINE THREATS? OF VARUSES?

[t

LLEARN MORE

€ 1993-2004 Symantec Corporation, All Aghts reserved.  Legal Moticas

’ symantec, SymantedSecurity (heck

3 BECURITY EoeMATION b FRag SECUMITY ALgRY > BEOURITY BoLuTIONE > s

Testing your computer for exposure to hackers and other onhne threats, This may take
3 few minutes. Do nét close this window or browse to anather page durnng the scan
91.86.106.121
(81-86-106-121. dsl.pipex.com)

Test Yow Computer's Vutnerabiity To
Ontine Threats

a—gm—

When the Securiy Bcan is complete,
vou vl recarve & detsiiad analysis of
Your resuiy,

P o

Fig.2.27- THe check is undéfway, and_sho&/d be completed quickly




Networking basics

5 Symantec Security Check M(roson" memnet Explorer

’symanlrc Symantes Security Theck .=

5 SECURITY 148 ORMATON y enge sEcsaIwY ALamy SEOUNT Y SOLLTIONS > waLe

vome | @ [ESN-

[>] \ B Securily Scan Stufistics About Sewe ity Scon

Secunty Status Solutioy:
Norton™ Persenal Firewaslk
Kasps hockurs out end pemonal

@ = AtRishE = Possible Rigk! & e sote dete in.

4 | ’ B w~ore w0
@ Hocher Enposure theck > .’ €3 SEE ADEMC
¥ Windows Vulnerability theck >

Trojan Horse Check > or get e7en more protection with

L
@ Antumus Product Check
Norton [ 1temet Sacerity’™(
L4 Grvas yos COMPLETE
Sy protaction sgemst vieuses
hachers and privacy et

j
“ @ @ wore wio
% D seEapEMO

Virus Protection Updste Chack

£ Compare Products

q ST

Fig.2.28 This network has passed all the tests

broadband connection. Ycu are potentially providing hackers with a
high-speed link into all the PCs in the system. It is a good idea to use
one of these test sites on a newly installed or upgraded network, just to
make sure that hackers have no easy way into the network. Make sure
that you use one that is provided by a reliable source. Spoof sites of
various types seem to be a growing threat on the Internet.

Probably the best know of the test sites is the one run by Symantec, the
producers of the Norton range of security software and other utilities.
The home page for their site (Figure 2.24) is at:

www.norton.com

The Symantec Security Check link is in the Downloads section near the
bottom left-hand corner of the page. This produces the brief information
page shown in Figure 2.25. Press the Go button to move onto the next
page (Figure 2.26) where a security scan or a check for viruses can be
made. In this case it is the security scan tnat is required, and the
appropriate Start button is operated. The check then begins, and a page
with a bargraph display shows how things are progressing (Figure 2.27).
Online virus scans take minutes or even hours, but this type of check is
quite fast. After a minute or so the list of results should be displayed
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(Figure 2.28). The top three checks in the list are the ones that are of
interest in the current context, and a basically secure system should
pass all three.

It is unlikely that the barrier provided by a router, or any other type of
firewall for that matter, can ever be one hundred percent effective against
hackers. However, it certainly makes it very difficult to hack into one of
the PCs in the system. This is probably all you need to do in order to
avoid attacks from hackers. If your PC system proves to be difficult to
penetrate it is likely that any hackers will go elsewhere in search of easier

pickings.

Additional firewall

The firewall action provided by a router is quite effective, but it can still
be beneficial to have an additional firewall. This can be provided by a
program running on the PC, but some combined modems and routers
have a “proper” firewall built in. If you need firewall software, there are a
number of well known firewall programs available, and a program of this
type is sometimes included in suites of utility programs. A firewall program
is sometimes included with network hardware such as a router/modem.
Fortunately, personal firewall programs, uniike the highly sophisticated
business firewalls, are reasonably inexpensive. In fact one or two free
firewall programs are available. Software firewalls all operate in essentially
the same manner and use the same techniques.

One of these techniques is to monitor Internet activity and alert the user
if a non-authorised program tries to access the Internet. Initially there
might be alerts when running programs that involve legitimate Internet
access, but once you have set up the firewall to recognise legitimate
Internet traffic this should no longer be a problem. This form of monitoring
is guarding against software such as Trojans and spyware, that try to
send information obtained from your PC to another system on the Intemet.

A basic hardware firewall will not guard against this type of thing, because
it will consider any Intemet access that originates from your PC to be
legitimate. A software firewall that provides this type of monitoring will
detect and block Internet activity from any program that you have not
granted Intemet access. Although a basic hardware firewall is very good
at guarding against extemnal attacks, it will not prevent an internal attack
if you should download a Trojan or similar program. For the ultimate in
security a hardware firewall therefore has to be backed up by appropriate
software protection.
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Another technique used by software firewalls is essentially the same as
the SPI facility provided by some combined modem and routers. The
vast majority of incoming messages are in response to a request sent
from the PC. The firewall inspects received packets of data and blocks
them unless they are the result of a request for data sent by the PC. Of
course, a facility of this type provided by a software firewall is superfluous
if you are using a combined modem and router that incorporates SPI, as
it just duplicates an existing feature

Whether implemented in software or hardware, this method gives
excellent security, but some facilities might be lost because they require
the initial contact to come from the remote system. For example, any
form of P2P network is likely to operate in a restricted fashion. Like
hardware firewalls, the software variety normally has a facility that permits
exceptions to be specified so that these facilities can be reinstated.

Ports

When dealing with firewalls you are almost certain to encounter the term
“ports”. In a computer context this normally means a socket on the PC
where a peripheral of some kind is connected. In an Intemet context a
port is not in the form of any hardware, and it is more of a software
concept. Programs communicate over the Intemet via these notional
ports that are numbered from 0 to 65535. It enables several programs to
utilise the Internet without the data for one program getting directed to
another program.

Software and hardware firewalls usually have the ability to block activity
on certain ports. The idea is to block ports that are likely to be used by
programs such as backdoor Trojans but are not normally used for
legitimate Internet traffic. A backdoor Trojan could be set to “listen” on
(say) port 80, and send the data it has collected once it receives a
message from a hacker. By blocking any activity on port 80, the firewall
ensures that the backdoor Trojan can not send any data, and that it will
not be contacted in the first place.

Using this method gives a basic hardware firewall some ability to combat
backdoor Trojans, spyware, and other attacks that originate from within
the system. If a program is designed to collect information from your PC
and send it via a particular port, blocking that port will defeat the program.
Clearly it is not possible to block all ports, but blocking those that are
often used by "spy" programs gives an improvement in security.
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svalable

What happens next?
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PRO

You'll be running soon!

Ploase press next io continue

Fig.2.29 The initial screen of Zone Alarm Pro

Note that most software firewall programs will block this type of activity
anyway, because the firewall will detect that an unauthorised program is
trying to use the Intemet. It will alert the user and only permit the data to
be sent if the user authorises it. Presumably the user would “smell a rat”
and deny permission for the Trojan to access the Interet. Where a
trigger message is required, most hardware firewalls would prevent the
message from the hacker from reaching the Trojan, and would also
prevent the attack from succeeding. Even so, it is useful to block ports
that are likely to be used for hacking the system. Doing so makes it that
much harder for someone to “crack” your system, which is what Internet
security is all about.

False alarms

Many of the early firewall programs had a major problem in that they
were a bit overzealous. While you were trying the surf the Internet there
were constant interruptions from the firewall informing you of attacks on
the system. In reality these attacks were wholly or largely nonexistent.
What the programs were actually detecting was normal Internet activity,
and many of the false alarms could be prevented by setting up the
program to ignore certain programs accessing the Intemet. Some of
these programs were virtually unusable though.
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Fig.2.30 Two optional extras are available

Modem firewall programs mostly operate in a rather less “in your face"
fashion, and produce fewer interruptions. Evenso, it is usually necessary
to go through a setting up process in order to keep down the number of
false alarms, and further tweaking may be needed in order to get things

Configuration Wirard
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harminss € Mot me only when biocked rafic 1S probably hackes actvily
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Fig.2.31 Here you select the level of alerts that will be produced
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Fig.2.32 If required, the program can be password protected

working really well. Of course, if you would like to be informed about
every possible attack on the system, most firewalls will duly oblige
provided the appropriate settings are used. This certainly gives the
ultimate in security, but it could make surfing the Internet a very slow and
tedious process.

Zone Alarm

There are plenty of software firewalls to choose from, and most of them
are capable of providing your PC with a high degree of security. Black
Ice Defender is a popular program that has the advantage of requiring
little setting up before it is ready for use. ZoneAlarm is another popular
firewall, and it exists in free, trial, and full commercial versions. Itis quite
easy to set up and use, and the free version represents a good starting
point for private users wishing to try a good quality firewall at minimum
cost. All versions of this program are reasonably easy to set up.
ZoneAlarm Pro will be used for this example, and this program has a few
more facilities than the basic (free) version.

Figure 2.29 shows the initial window produced once the installation
process has been completed. This simply explains that there are a few
processes to complete before the program is ready for use. The options
available at the next screen (Figure 2.30) are for two of Zone Alarm Pro's
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Fig.2.33 You can choose which programs are granted Internet access
now or later

optional extras. One of these is a routine that blocks pop-up
advertisements and third-party “spy” cookies. Pop-ups are now so
widespread on the Internet that they have become a major nuisance.
Apart from being irksome, they can slow down your Intemet connection
by increasing the amount of data that has to be downloaded. This can
be a serious drag on your surfing if you do not have some form of
broadband connection. A pop-up blocker is therefore a very useful
feature.

Cache cleaning is the other option. Copies of many Intemet files are
kept on a PC so that they do not have to be downloaded again when the
relevant pages are revisited. Anyone undertaking a lot of surfing is likely
to end up with many megabytes of cached Internet files on their PC's
hard disc. These files should eventually be removed by Windows, but
the cache cleaner provides a neater solution by preventing a massive
build-up from occurring in the first place.

Things then move on to a window (Figure 2.31) where you choose the
types of Intemet access that will produce alerts. You can opt to have an
onscreen message appear when any access is blocked, or for no alerts
to be issued. Note that the program will still continue to block Internet
access as and when it sees fit, even if the alerts are completely switched
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Fig.2.34 You can start the program or view a tutorial

Welcome to the Network
Configuration Wizard!

New Network Detected: IP Addiess 163,168.0.0

ZoneAlarm Pro has detected a new network connected 1o your computer. This
wizard will heip you decide what levet of security 10 set for this network.

. A network is a connaction from your computer to another compu er or to
1 an Intemet connection (DSL, cable modem, dial-up, efc.)

To continue, click Next

[T Do not show this wizard next fime a new network is detected.

Fig.2.35 The program has detected a hetwork, and it has to be
configured so that Zone Alarm will permit file sharing
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Fig.2.36 The network can be enabled or blocked

To continue, click Nexd

off. The middle option results in an alert being produced when the
program considers that attempted access is probably the result of an
attack by a hacker. This is the default option and is probably the best
choice.

The next window (Figure 2.32) enables the program to be password
protected. This is only necessary if someone else has access to your
PC. This is followed by the screen of Figure 2.33. Here ZoneAlarm lists
programs that it thinks will need Intermet access. The list will include the
default browser and any other programs that are required for normal
Internet access. By default, these programs will be given intemet access,
but other programs will produce a waming message if they attempt to
use the Intermet. Access willthen be allowed only if you give permission.
You might prefer to choose which programs will be granted access during
the setting up process rather than dealing witt it later as programs try to
access the Internet. As most programs do not require Intemet access, it
is probably easier to grant access as and when necessary.
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Please name this network so you can easily tdentify it |ater

To continue, click Next

Fig.2.37 Here you give the network a name or accept the default

esst pleted the Net figuratio b 1
o
letwork: My Network
i Acklress: 168 168.0.0
Tyve: Private network
Zipe: Trusted Zone (File and pnnt sharing allowed)
i For more information on configuring network zones, see “Aboul Network Zones™ in the Heip
files

To close this wizard, click Finish

D0 not show this wizatd next time a new network is detected.

“Back 1 Y Cancalx

Fig.2.38 Use this window to review the selected settings
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Fig.2.40 Here the Firewall tab has been operated
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Fig.2.41 An alert produced by a program trying to access the Internet

The next window (Figure 2.34) gives the option of starting the program
or viewing a quick tutorial. It is definitely a good idea to look at the
tutorial, but it can be viewed at any time by running ZoneAlarm Pro and
operating the Tutorial button.

Network

The PC used for this demonstration has its Intemet connection provided
by a broadband modem that has a built-in router, with two other PCs
connected to the router. This network was detected by Zone Alarm Pro
(Figure 2.35), and the Network Configuration Wizard was launched.
Remember that a firewall will block any network access, including the
LAN (local area network) variety, unless instructed otherwise. At the
next screen (Figure 2.36) you have the option of enabling this network or
blocking it. Obviously it must be enabled in order to permit the system
to go on working property.

The window of Figure 2.37 enables the network to be given a name of
your choice, or you can simply settle for the default name. The next
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Fig.2.42 This alert was produced by an adware component

window (Figure 2.38) simply shows the settings you have chosen and
provides an opportunity to go back and changes them. Finally, the
program is run (Figure 2.39). In normal use the program runs in the
background and it is only necessary to go to this screen if you need to
make changes to the setup or view the statistics produced by the program.

Operating the Firewall tab switches the window to look like Figure 2.40,
and the degree of security in each zone can then be adjusted via the
slidercontrols. Unless thers is good reasonto change the setting for the
Internet Zone, it should be left at High. The othertabs permit easy contro!
of other aspects of the program, such as alerts (Figure 2.41). Therefore,
if you find any of the initial settings unsatisfactory it is easy to change
them.

In use it is likely that the program will initially query potertial problems
that are really just a normal part of PC's operation. In the example of
Figure 2.41 an alert has been triggered by an image editing program
trying to access the Internet. Although there is no obvious reason for
such a program requiring the Internet, many programs these days use
the Intemet to regularly look for program updates. Operate the Yes button
to permit Intemet access or the No button to block it. Tick the checkbox
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if you would like this answer to be used automatically each time the
program tries to access the Intemet.

Sometimes the alert will genuinely find something that is amiss. InFigure
2.42 the alert shows that a file called msbb.exe has tried to access the
Intemet. Some delving on the Intemet revealed that this is part of the
Ncase adware program, which was supposedly uninstalled from the PC
a few weeks earlier. Clearly it had not been successfully uninstalled,
and some further work was needed in order to banish it from the system.

Intemet security can be a bit irksome, and it is something that all of us
would probably rather just ignore. Further security measures are needed
when wifi links are added to a network, and this subject is covered in
chapter 5. Unfortunately, security is an issue that no Intermet user can
afford to ignore these days, and it something that network users really
must take seriously.
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Points to remember

Over the years many types of interface have been used for networking.
These days the only interface commonly used for networking PCs is the
Ethemet type, which is also known as a 10/100 network interface. The
two figures in the 10/100 name refer to the speeds (in Mbits per second)
of the original and current versions of this interface.

Many PCs now have a built-in Ethemnet port as standard, but this facility
is easily added to a desktop PC. Itis just a matter of fitting a PCI Ethemet
expansion card. It is also possible to obtain USB Ethernet adapters for
use with desktop and portable PCs. Note that a USB 2.0 adapter is
needed in order to utilise the full speed of the Ethemnet interface.

If you add a PCI Ethemet or wi-fi card to a PC, take the necessary
precautions to avoid damaging anything with static charges. Afew simple
handling precautions are all that is needed to avoid problems.

A network can use wi-fi for every link, but this is unlikely to be the most
practical solution. For short links a wired connection using Ethemet
ports will cost less, provide faster transfers, and give better security.

The most basic network consists of two PCs linked via their Ethemet
ports. This requires a “crossed" cable and not the more usual “straight”
type. In order to network more than two computers it is necessary to
have a router, with the Ethemet port of each PC connected to the router
by way of a “straight” cable.

It is not necessary to buy any software in order to implement a basic but
useful network. The built-in networking facilities of Windows permit files,
folders, or even complete discs to be shared. It is also possibie for a
printer connected to one PC to be used by other PCs in the network.

Some printers can be connected direct to the network and used by any
PC in the system. This facility is not available using low-cost printers,
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but it is sometimes available as an option. Any printer can converted
into a network type by using it with a device called a *printer server”.

Itis possible to share the Intemet connection of one PC via the network.
In practice this is not a very good way of doing things though. If the PC
that has the Intemet connection is switched off, al the other PCs in the
network lose their Intemet connection. The PC connected to the modem
acts as a kind of router, and this can be a significant drain on its resources.

Using a broadband modem connected to a router (or a single unit that
combines both functions) provides an aiways-on Intemet connection for
every PC in the network. It does so without increasing the workload of
any PC in the system, and need not cost very much.

Antivirus programs are of limited use against hackers. In order to keep
hackers at bay it is essential to use either or software or hardware firewall.
Ideally, both should be used if you have some form of broadband
connection, especially if it is of the “always on” variety.
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Going wi-fi

Why wireless?

Back in the early days of radio it was apparently quite common for a
non-technical person on seeing dozens of wires inside a set to ask why
it was called a “wireless”. A wireless network perhaps lives up to its
name rather better than the early radio sets. Laptop PCs are often
supplied complete with a built-in wi-fi adaptor and aerial, leaving no
outward sign of any wireless networking capability. With a desktop PC
there will often be an antenna at the rear of the PC, but no other outward
signs of its wi-fi capability. Some PCs have a short lead that connects to
a box of electronics and a wi-fi antenna, but nothing more than this is
nomally required, and many wi-fi setups have no wiring worth mentioning.

For many users the lack of connecting cables is the only real advantage
of the wi-fi approach, but the greater convenience of wi-fi networking
should not be underestimated. For most users it is a major plus point. A
short lead from a computer to a router or other piece of networking
equipment is not difficult to implement, particularly if the two pieces of
equipment are on the same desk. No do-it-yourself skills are likely to be
required.

The situation is very different when the items to be linked are on opposite
sides of the room. An “off the shelf” lead (G.14 in the Colour Gallery) is
all that is needed to connect the two pieces of equipment, but keeping
the lead tucked away discretely out of sight is more difficult. This is not
just a matter of making things look pretty, and there is the safety aspect
to consider. A lead placed where people keep tripping over is obviously
unsafe, although in practice it is probably the networking equipment
that is most likely to suffer. It becomes increasing difficult to keep things
neat and safe as more equipment is added to the network. A certain
amount of do-it-yourself ability is needed in order to install the wiring
properly, but it is not too difficult to make a good job of it.

Installing the wiring becomes much more difficult when leads have to be
run from one room to another. This type of thing is still within the abilities
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of the average handyman with an electric drill, but it is not everyone’s
“cup oftea”. Also, it is not a practical proposition unless you are prepared
to have holes for the cables drilled inthe walis, floors, and ceilings. Apart
from aesthetic considerations, having a house entwined with various
networking cables could adversely affect its resale value. In the case of
a listed building, it is unlikely that permission to install the wiring would
be obtained.

It is usually possible to use ready-made cables, but this could mean
having to use some standard lengths that are substantially longer than
you require. You then have to hide a few metres of cable safely out of
the way where no one will trip over it. The bits and pieces needed to
make your own custom cables are readily available, but this is a more
difficult approach. Surprisingly perhaps, making your own cables can
be relatively expensive when all the costs are taken into account.

Drawbacks

Having the longer links provided by wi-fi equipment has a huge advantage
for most network users, but there are a few disadvantages to take into
account when considering the wi-fi option. The obvious one is the higher
cost, although as technology becomes cheaper this becomes a less
significant drawback. At the time of writing this book the additional cost
is still significant, although for slower wi-fi equipment it is becoming much
less of an issue. In fact we are reaching the stage where wi-fi could be
cheaper than a setup that requires long connecting cables.

Itis a matter of pricing the various options and making your own subjective
assessment with the prices prevailing at the time. Bear in mind that it is
not necessary to have a network that is fully wired or fully wi-fi. The two
types of network are essentially the same, and the two types of
interconnection can be mixed. With a typical home or small business
network there will often be just one or two links that could really benefit
from a wireless connection, which should help to keep any additional
cost well within reason.

The relatively slow speed of wireless systems is another potential
drawback. Although a wired network has a notional speed of 10 or 100
megabits per second, inthe real world any equipment you use will support
the higher rate. A modern Ethernet system therefore works at 100
megabits per second and you can forget the lower rate. You will never
use it. Some wired networking equipment can operate at even higher
speeds, with 1000 megabits per second being typical. Wi-fi systems
normally operate at relatively pedestrian 11 or 54 megabits per second.
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In practice, even a transfer rate of 11 megabits per second could be
perfectly adequate. For many users, the main point of networking a
system is to share a broadband Intemet connection. These days an
ADSL connection usually operates with a download rate of about 2
megabits per second, with an upload rate that is only a fraction of that
figure. In many areas it is possible to obtain much faster connection
speeds, with maximum speeds of 8 or even 12 megabits per second
being available. Allowing for inefficiencies in the systems, the slower
type of wi-fi link can just about handle the sharing of an ADSL broadband
Internet connection. Itis possible that it would slow things down slightly,
but probably not enough to be of any practical importance. The faster
type of wi-fi link can easily handle the sharing of even the speediest
ADSL broadband Internet connection.

Wi-fi connections are also perfectly adequate for some types of file
sharing. Itis popular to use a home network to permit music files stored
on one computer to be played on another PC in the system. Music files
generally operate at about 64 to 256 kilobits per second, with a few
operating at up to about 512k per second. This is again well within the
capabilities of a wi-fi connection. Many of the videos played on PCs use
a similar bit rate, but high quality video requires higher rates that could
stretch a wi-fi system. This is not of significance to most home and small
business users though.

The speed of a wi-fi system is likely to be sluggish when transferring
large files or large numbers of files from one PC to another. Intheory itis
possible for a system operating at 11 megabits per second to transfer
more than one megabyte of data a second, but in practice the transfer
rate could be little more than half this rate. To transfer 500 megabytes of
data would therefore take at least eight minutes, and could well take
closerto 15 minutes. For this type of thing transfers at 54 megabits per
second are preferable, enabling 500 megabytes of data to be transferred
in around one and a half to three minutes. A 100 megabits per second
wired network would complete the task in little more than half the time,
but would still be something less than instant.

Although, on the face of it, a wi-fi link is more than adequate for most
users, there is a “fly in the ointment” that should not be overlooked. The
quoted speeds for wi-fi equipment are the highest that can be achieved,
and they require quite strong signal levels. Do not be misled by the
ranges quoted for wi-fi equipment, which are often something like 100
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metres, and in some cases much higher figures such as 300 metres are
quoted. A usable signal may be obtained at a range as large as 100
metres, but only with clear air between the aerials. Where longer ranges
are quoted, these are usually for operation at speeds well below the
maximum transfer rate. Again, they will be based on the assumption
that the eqipment is operating under perfect conditions.

When using a wi-fi link from one room to another there will inevitably be
wallls, floors, ceilings, and all-manner of obstructions between the aerials.
How much (or little) effect these have on the signal strength is not totally
predictable, and the only way to find out is to use a “suck it and see”
approach. Buildings that have large amounts of metal in their structure
can be problematic, but a reasonable operating range should otherwise
be obtained. A range of 10 or 20 metres is usually possible, even when
the equipment is operating under awkward conditions. At longer ranges
it becomes increasingly likely that the transfer rate will be significantly
less than notional 11 or 54 megabits per second.

When reduced speed is obtained, results should still be just about
adequate for sharing a broadband Intermet connection, audio files, etc.,
but a wired network would probably be a better choice for transferring
large amounts of data. An unfortunate truism is that wi-fi equipment
performs the worst in situations where it would be by far the most
convenient solution. With a large distance plus walls and floors between
the two units to be linked, using a connecting cable is very difficult. In
this situation a wi-fi link is a much easier option that avoids the awkward
wiring, but getting a strong signal is likely to prove difficult. In practice it
is likely that many users will be prepared to put up with reduced speed
in order to avoid the inconveniences of installing wiring.

Security

Computer security has become a major issue in recent years. There
seems to be a significant number of criminals continually thinking up
new scams or finding ways of reworking old ones. The early viruses
were produced by individuals who were really just showing off, and trying
to show how clever they were. It has now become rather more sinister,
with people trying to find ways of extracting money from companies or
private individuals using what we now know as cyber crime. All Internet
users now have to take security very seriously, but it is particularly
important to the growing band of users that have abroadband connection.

You do not have to be a computer genius to see that using wi-fi links has
the potential to let hackers “eavesdrop” on your network or even gain
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access to it. At the most basic level, anyone operating a wi-fi equipped
PC within the range of your system could have free Internet access by
way of your network and Intemet connection. This would probably not
matter a great deal if you have an unlimited broadband connection. The
unwarted guest would effectively reduce the bandwidth of the Intemet
connection, but probably not to a significant degree.

Someone using your Intemet connection could prove costly if you have
capped access, where extra has to be paid if more than a certain amount
is downloaded each month. Either way, are you really unconcemed
about others gaining access to your network for a bit of freeloading?
Most of us value our privacy and would prefer to keep the network totally
closed to outsiders, even if they have no really sinister intent.

Of course, some hackers trying to enter the network might have a sinister
motive. With no security measures in use, someone could potentially
hack into your network and gain personal information stored on the
system, or even steal passwords or other sensitive infformation. Unless
the network is used for purely unimportant applications such as games
or entertainment, it is essential to take steps to keep it secure. Even if
the system is only used for trivia, you would presumably still prefer not
to have strangers using your Intemet connection and accessing your
PC.

Accidental access

Another potential problem is that even if there are no intentional
freeloaders making use of your network, it is possible that people will
unintentionally use your network’s Internet connection. Many laptop PCs
have wi-fi software that automatically searches for a wi-fi network each
time the computer is booted into the operating system. It seems to be
quite common for these programs to search for the normal network first,
and then search for any other usable network if the normal one can not
be detected. Secure netwcrks will be ignored because there is no way
for the software to access them, but any unsecured networks seem to
be treated as legitimate Intemet access points.

Presumably the idea of doing things this way is so that the computer
connects to your own network whenever it is in range, making it
unnecessary for you to make the connection manually each time the
computer is used at home or in your office. If the normal network is not
available, it is assumed that you are away from home and require a wi-fi
hotspot to provide an Intemet connection. The problem with this system
is that it results in your PC connecting to the intemet via any available
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network when it is used away from base, even if you do not require an
Internet connection.

In fact this has to be regarded as a serious issue whether you are the
owner of the network or the laptop PC. It is a concem for the owner of
the network, since he or she could find themselves sharing their Intemet
connection with a large number of people over a period of time. It is a
problem for the owners of laptop computers, since they could find
themselves inadvertently connecting to various wi-fi networks. While
these are likely to be completely innocent in nature, there is a risk that
your computer will automatically sign onto a network that has been set
up to trawl for passwords and other information that could be useful to
fraudsters. It is also possible that you will think that your computer has
connected to asecure network when it has actually connected to another,
and totally unsecure network. You might then use the connection to
exchange sensitive information, not realising that this information could
easily be stolen by hi-tec eavesdroppers.

The number of wi-fi users that do not take any security measures is higher
than most people would probly expect. When | was briefly without a wi-
fi network when switching from one broadband provider to another, my
laptop PC soon found another network and signed orto it without any
difficulties. When using the same laptop at a friend's house it once again
found a wi-fi network and signed onto it. In this case | made a quick
check and found that there were five networks within range, three of
which were unsecured! This is apparently quite typical. G.15 in the
Colour Gallery shows an example where two out of five networks are
unsecured.

The moral of all this is clear. If you set up a wi-fi network, make sure it is
secure or you will probably find that it is being shared with other users,
by accident or otherwise. If you use a wi-fi equipped portable PC, ensure
that it only connects to a wi-fi network when you need it to do so, and
that it connects to the right one.

Security is covered in chapter 5, but it is worth making the point here
that much wi-fi equipment will install very easily. Indeed, insome cases
it requires no setup information at all from the user. However, equipment
of this type is installed without any of the built-in security measures being
implemented. There is a temptation to simply “let well alone”, and not
bother with implementing the security measures. With the network
working well, why risk messing up the installation? Taking this attitude is
definitely a mistake though, and it is a good idea to read the instruction
manuais and get everything set up properly as soon as possible. Setting
up a network to make it secure is quite simple and does not take long.
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Interference

The range of frequencies available for use with wi-fi networks is quite
narrow, but the allocation is broad enough to permit a number of channels
to be accommodated. As will be explained later, there are actually two
bands available for this type of equipment, and these are at frequencies
near 2.4GHz and 5GHz. At present the vast majority of wi-fi devices
operate in the 2.4GHz band, and this book is primarily about this type of
wi-fi equipment.

Even though there are several channels, congestion is still a potential
problem. This depends on where you live, and to some extent it is a
matter of luck. | live in a part of the country that has quite a high population
density, but | used my home wi-fi network for a year or two before the
networks of any other users were detectable in the area. The current
popularity of wi-fi is such that there are now three other networks operating
nearby. A 100 metres or so down the road it is possible to detect half a
dozen wi-fi networks. Although the short range of this equipment is
normally considered to be a drawback, in this context it is definitely an
advantage. In fact a range of a few miles would render wi-fi networks
unusable as in many areas interference from other networks would render
most systems useless.

The short operating range largely avoids this problem in suburban and
rural areas, but if you operate a wi-fi network in a town it is quite likely
that you will find that you are far from alone. Switching away from the
default channel should avoid any major problems with interference from
other systems. As wi-fi becomes more popular it could be difficult to
find a totally clear channel in heavily built-up areas, giving a more limited
operating range. In fact this is already the case in some parts of the
country. Bear in mind that having several systems nearby could reduce
the range somewhat even if they are not operating on the same channel
as your system.

Many wi-fi users are probably under the impression that a band has
been set aside specifically for wireless networking. Unfortunately, this is
not the case, and wi-fi shares the 2.4GHz band with several other types
of equipment. These include such things as some cordless phone
systems, baby monitors, Bluetooth devices, video senders, cordless
headphones, and even microwave ovens. These devices all add to the
congestion, and can potentially block some channels completely. They
also add to the general ncise on the band and tend to limit the maximum
operating range. Again, in suburban and rural areas any problems should
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be minimal, but performance could be seriously compromised in some
parts of towns.

Hotspots

If you have a wi-fi enables laptop or notebook PC, it is often possible to
access the Internet while on the move using what are called “wireless
hotspots”. These offer Intermet access in numerous locations around
the world, with many towns and cities in the UK now having large numbers
of these hotspots. A wireless hotspot is a wireless access point that
connects to some form of Intemet service. This will typically be a high-
speed ADSL broadband connection, but it could be some other type of
broadband service. It should certainly be something much faster than
an ordinary dialup connection, but bear in mind that you might have to
share the service with other users, which could noticeably slow things
down. Here we are not just talking about any contention ratio of the
Internet connection itself. The bandwidth of the hotspot, whatever that
may happen to be, might be shared with others users of that hotspot.
Even so, the connection speed should be quite fast.

The idea is to have hotspots in restaurants, cafes, motorway service
stations, hotels, trains, airports, or anywhere convenient for potential
users. As one would expect, these services are not usually free, and the
hourly connection rates are quite high. Even so, this method can be
cost-effective forthose requiring Intemet access onthe move. The speed
of the connection is also likely to be much faster than the alternatives,
such as using an ordinary telephone socket and the computer's built-in
dial-up modem.

There might not always be a hotspot available, but the same is true of
the altematives such as using an ordinary modem and telephone socket.
Some hotspots are provided free of charge, so you might get lucky from
time to time and obtain free Intemet access. Note that simply utilizing
any unsecured wireless network that happens to be in range is illegal.
You should only use a wireless network if you have the necessary
authorisation to do so. If your laptop PC locates and automatically
connects to an unsecured wi-fi network rather than a true hotspot, you
should disconnect the PC from the network immediately. It is quite likely
that you will otherwise be on the wrong side of the laws goveming these
matters.
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Locating hotspots

Hotspots are aptly named, and due to their very limited area of coverage
it is important to be in the right place in order to access one. Simply
being inthe right general area is unlikely to be good enough. The number
of hotspots is increasing all the time, and at the time of writing this there
are well over one thousand of them in the London area. Evenso, itis a
good idea to locate potential hotspots before setting out on a jourmey.
There is a very useful site at this address:

www.wifid11.com

It defaults to a search of the United States (Figure 3.1), but the menu
near the top of the page enables the UK to be selected. Thenthe search
can be refined further by using the other menus to select the appropriate
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Fig.3.2 A search has been set up for Southend—on;Sea”

part of the UK, and then a town within that area. It is also possible to
select a particular network provider and a type of location (hotel, bus
station, etc.). The checkboxes enable the search to be limited to either
free or commercial access points, but the number of free services is so
small that it is probably pointless to search for them alone.

. Asearchforany access points in Southend-on-Sea (Figure 3.2) produced

six results (Figure 3.3), with no less than five of these being part of the
BT Openzone network. Four sites inthe list are at cafes and restaurants,
two are at payphones, and one is at a store owned by a well-known
computer chain. The train and bus stations are conspicuously absent
fromthe list, and as yet neither of these seem to be used much for wireless
hotspots in the UK.

There are other hotspot search engines, and these two are well worth
trying:

www.jiwire.com
www.hotspot-hotel.com
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Fig.3.3 The search located six hotspots in the town

The first of these is owned by Intel, and using it to search for hotspots in
the Southend-on-Sea area produced an impressive 22 results (Figure
3.4). However, it actually searched a much wider area than the wifi411
search engine, and most of the sites listed were actually in nearby towns.
The second site is owned by BT, and it is necessary to go througn a free
registration process in order to reach the search engine (Figure 3.5).

A conventional search engine is available in the left-hand section of the
window, or you can use the maps to the right of this. Left-clicking the UK
map first produces a larger map of the UK (Figure 3.6), and teft-clicking
on this produces a large-scale map of the selected area (Figure 3.7). it
is then possible to obtain a scrollable street plan of that area (Figure 3.8)
so that the locations of hotspots can be precisely identified. A list of the
hotspots together with addresses is provided beneath the strest plan.
See G16to G21 for a more colourful version of a hotspot search.

Roaming

You will probably encounter the term “roaming” when dealing with
wireless hotspots. This can simply be a reference to the fact that you
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Fig.3.4 Some 22 results have been produced for the general
Southend-on-Sea area

can literally roam with your laptop and still stay connected to the Internet,
but remember that you can not roam far. At best you can only be about
100 metres from the hotspot'’s aerial, and the maximum range could well
be much less than that.

More normally, this term refers to something that is more akin to “roaming”
in the mobile telephone sense of the word. In other words, there are
agreements between rival service providers that permit users of one
service to go online using the equipment of another hotspot provider.
Given the patchy coverage at present, this type of thing can make life
much easier for users. However, the added convenierce of roaming is
likely to cost extra, where it is an option at all. At some locations it is
possible to gain instant access to the hotspot by purchasing a voucher
over-the-counter at the location. In other cases it is possible to sign up
and pay online using a credit or debit card.
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Fig.3.5 You have to register in order to use BT's hotspot site

Standards

Computer standards have tended to be something of a joke in the past.
Standards have not only been a problem in the world of computing. The
electronics industry in general has experienced problems with competing
standards, which inevitably results in many people buying gadgets that
soon become obsolete. In fact competing standards can ultimately kill
the product, producing a situation where there are no winners and plenty
of losers.

An additional problem with computer standards is that manufacturers
have tended to “do their own thing” rather than rigidly adhering to agreed
standards. It is difficult to understand why a manufacturer would release
a product that does not strictly adhere to the rules, but this was quite
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common inthe past. Possibly it was the resutt of cost cutting, or perhaps
it was just poor design work that was to blame. Anyway, evensomething
as basic as trying to get a printer to work properly with a serial or parallel
port used to be very difficult. Atthough “off the shelf” leads were usually
available, ready-made leads often proved to be inadequate.

Fortunately, the situation has improved somewhat over the years, and
wi-fi is certainly free from many of the problems associated with wired
interfaces. Inevitably though, there is more than one standard to contend
with. The wireless networking equipment in common use conforms to
the standards laid down by the Institute of Electrical and Electronics
Engineers, or the IEEE as it is more commonly called. All the wi-fi
equipment falls within the 802.11 standard, but there are three versions
of it (802.11a,802.11b, and 802.11g). Table 1 summarises the important
differences between the three 802.11 standards.

The ranges quoted here are theoretical, and wouid probably not be
obtained in practice. These are the maximum ranges at the maximum
operating speed, and longer ranges can be achieved at lower speeds.
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Bear in mind that ranges quoted for operation outdoors assume that
there is clear air between the aerials. Walls, fences, and other solid
objects between the aerials, particularly if they are made from metal, will
substantially reduce the range.

| tried operating a 802.11b link between two systems about 100 metres
apart, hoping that there would be a sufficiently strong signal to permit
one system to use the broadband Intemet connection of the other. In
practice the two systems remained oblivious to each other, with neither
system picking up a discernible signal from the other. There were a few
trees and other obstructions between the two aerials, and that was
sufficient to shield each aerial from the other unit's signal. The only way

Table 1

Standard 802.11a 802.11b 802.11g

Maximum speed 54Mbits/s 11Mbits/s 54Mbits/s
Real-world speed  20Mbits/s 4.5Mbits/s  20Mbits/s
Range (outdoors) 30 metres 120 metres 50 metres
Range (indoors) 12 metres 60 metres 20 metres

Band 5GHz 2.4GHz 2.4GHz
Users 64 32 32

Total UK channels 8 13 13
Separate channels 8 3 3
Compatibility - 802.11g 802.11b
Wi-fi certified Yes Yes Yes

to find the maximum usable operating range is to try it and see, but
slightly pessimistic forecasts are usually the most accurate.

As already explained, the maximum range indoors is heavily dependent
on the type and number of obstructions between the two aerials. A
couple of plasterboard walls are unlikely to have much effect on the
range, but a few substantial brick walls could massively reduce it. A
large metal radiator in the wrong place could totally block the signal. In
difficult surroundings, 802.11b equipment probably offers the greatest
chance of providing usable results.
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5GHz band

802.11a equipment has the advantage of not operating in the overused
2.4GHz band, and it also permits twice as many users per access point.
However, for a home or small business network it is unlikely that more
than 32 users will need to use an access point. There are some
drawbacks to 802.11a equipment, and probably the most important one
for most potential users is that the cost is much higher than for equivalent
802.11b and 802.11g equipment.

The economics of networking are at least as capricious as those for
other aspects of computing, but at the time of writing this, opting for
802.11a equipment means paying more than twice as much for the
privilege. Another important factor to bear in mind is that there is relatively
litle 802.11a equipment available, although choice and availability should
improve in due course. Because 802.11a equipment operates on a
different band, it is totally incompatible with the other two standards.
802.11b and 802.11g equipment can be freely mixed, but transfers will
obviously be at the lower rate if one unit in a link is of the 802.11b variety.

Note that it is possible to obtain 802.11a equipment that is compatible
with the other two standards. However, this compatibility is presumably
obtained by combining 802.11a and 802.11g gadgets in a single box.
As one would expect, the extra hardware required tends to make these
units relatively expensive. They are extremely versatile though.

Channels

On the face of it, the 802.11a standard provides fewer channels than the
other two standards. In reality it is actually better, since its eight channels
do not overlap, and they are genuine channels. The 13 channels of the
other two systems overlap to some extent, so significant interference
between units operating on adjacent channels is quite possible. In fact
the channel overlap problem is so great that it is only possible to have
three totally separate channels. Together with its operation on the 5GHz
band, this makes 802.11a equipment a safer choice in areas where there
is severe congestion.

Wi-fi Alliance

In theory, equipment manufactured to conform to one of the three IEEE
standards should work perfectly with any other equipment designed to
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meet the same standard (or a

o - compatible one). In reality it is

@ never as simple as this with such
complex technology, and there

CERTIFIED have been incompatibility issues
in the past. In some cases the
O Interoperable with: | ievel of performance obtained
was below expectations, and in

24GHzBara 11 Mbpe[ ] | extreme cases no usable link was
54 Mbps [7) obtained.

The Wi-fi Alliance was formed in
5 GHz Bang 54 Mbps (] [ 1999, and its purpose was to
certify that wi-fi equipment fully
Wi-Fi Protectea Access™ [v] | conformed to the appropriate
standard and would operate
Cert. ID WO0D2162 properly with any equipment of
SR A T S the same or a compatible
www,w»ﬁ.org standard. A certified 802.11g
Fig.3.9 A typical certification badge access point should therefore
operate perfectly with any
certified 802.11b or 802.11g
wireless adaptor. Wi-fi certified equipment carries the Wi-fi logo, and it
should also have a badge of approval (Figure 3.9 and G22 in the Colour
Gallery)). The badge shows which standard or standards the equipment
is compatible with, and it also indicates whether it has protected access.
In other words, it shows whether the equipment has built-in security
measures to keep unauthorised users out of the system.

Is it essential to obtain equipment that has wi-fi certification? In theory it
is safer to do so, but the fact that a unit lacks certification does not
necessarily mean that it lacks full compatibility with the relevant standard.
Infact, such equipment is likely to be perfectly usable. The wi-fi badge
of approval is not as common as one might expect, and there is plenty of
good quality equipment available that does not sport the wi-fi logo. On
checking a mixture of “big name” and generic wi-fi units | found that very
few had the badge of approval.

The cost of gaining approval has certainly deterred some manufacturers
from seeking certification for their products. Added costs are obviously
unwelcome when making any products, but they are particularly unhelpful
when producing cheap generic devices. There is little chance of obtaining
approved products if you take the cheap generic route, and customer
support is often poor or nonexistent with these units. On the plus side,

82




Going wi-fi

generic products are almost certain to be based on exactly the same
chips as equivalents from the well-known companies.

For those with limited experience of dealing with computer hardware it is
probably better to opt for equipment from one of the well-known
manufacturers such as Netgear, Belkin, US Robotics, and 3Com. If the
equipment is from a respected company and it also has certification, so
much the better. If it does not have certification, at least there should be
a proper customer support service to get things sorted out, and you are
protected by your statutory rights.

Bluetooth

There is a common misconception that Bluetooth and wi-fi equipment
are the same, or that they are to some extent compatible. The corfusion
is perhaps understandable, since Bluetooth equipment uses the same
2.4GHz band as most wireless networking equipment, and its function is
much the same. It
provides a wireless
link between two
pieces of electronic
equipment. Despite
the superficial
similarities, the
purpose of Bluetooth
is very different to that
of wi-fi equipment.

Wifi is an extension of
the Ethernet
networking system,
and when using wi-fi
equipment you have
what is essentially an
Ethernet based
network. A typical wi-

fi network will include
some wired Fig.3.10 Bluetooth is used for a wide range

connections using of products, including headsets
standard Ethernet

ports and cables. Bluetooth is not intended for networking, although it
could probably be used to provide networking. Using Bluetooth
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equipment in this fashion would be doing things the hard way though,
and wi-fi equipment performs this task much more efficiently.

The real purpose of Bluetooth is to link two devices, and it is a general-
purpose system which is designed to accommodate practically any two
pieces of equipment that could be usefully linked. Bluetooth is used for
such things as connecting a computer to a printer, a laptop PC to a
desktop computer, and a notebook PC to a mobile phone. It can even
be used for a non-digital application such as cordiess headphones and
hands-free headsets (Figure 3.10).

Wireless links have been used with PCs for many years in the form of
IrDA infrared links. The main problem with the infra-red approach was
that it was basically just a short range line of sight system, although for
many purposes this was perfectly adequate. When uploading from a
digital camera or a laptop computer to a PC for example, the two devices
would probably be more or less side-by-side anyway. Another limitation
of DA is that it is based on a standard serial port, and it has the relatively
low bit rates associated with this type of port. The maximum transfer
rate is usually about 115kbits (0.115Mbits) per second, and in some
cases is much less than this.

Bluetooth is designed to be a sort of universal version of an IrDA link,
with a higher level of performance. It is designed to operate with low
levels of power consumption, making it suitable for use with small portable
devices such as phones and palmtop PCs. With a maximum transfer
speed of only about 1Mbit per second, which is actually more like 0.77
Mbit per second in practice, Bluetooth is not particularly fast by modemn
computing standards. It is only about one tenth as fast as an 802.11b
link for instance. The transfer speed is adequate for many purposes
though, and it is nearly ten times faster than an IrDA link.

The range of a Bluetooth device is about 10 metres, and because it uses
a radio link rather than infrared, the signal is able to pass through many
types of object. It can be blocked by large pieces of metal though. It is
possible to obtain signal repeaters that can boost the range to 100 metres,
but Bluetooth is normally used in applications where a range of 10 metres
is adequate. In other words, applications of the type where IrDA or a
short cable would otherwise be used. It was never really intended for
use between two buildings, or even between two rooms.

Atthough Bluetooth devices have a very short operating range, they still
need security measures in order to keep hackers at bay. Security
measures are built into the system, and Bluetooth gadgets have unique
identifying codes that can be used to prevent any unauthorised use. For
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instance, a Bluetooth mobile phone could be set up so that it would only
connect to the Intemet when used with your own Pocket PC.

Bluetooth 2.0

There is an improved version of Bluetooth (version 2.0) that has two
main advantages over the original. One is that the maximum data rate is
increased by a factor of three to 3 Mbits per second. However, in practice
the maximum transfer
rate for data is about
2.1Mbits per second.
This is a significant
improvement when
compared to the
original version, but it
is still rather slow b ™
witi | standards. © Bluetooth
Another improvement
is a reduction in
power consumption
by around 50 percent.
This is clearly a big
advantage when
Bluetooth is used in Fig 3.11 A Bluetooth 2.0 adaptor that plugs
small battery powered into the USB port of a PC

equipment. Bluetooth

2.0 is backwards compatible with the original version, but the increase
in speed is obviously lost when a Bluetooth 2.0 gadget is used with a
device that only supports version 1.

Piconet

When Bluetooth devices iock-on to each others’ signals they form what
is termed a piconet, or a small network in other words. One gadget
initiates contact, and this is the master device. This unit negotiates all
data transfer paths between devices in the network, and there can be up
to sevenslave units in addition to the master. In practice it is unlikely that
eight units would be networked using Bluetooth, and in most cases it is
used with just two devices. However, it could be used in asituation such
as a Bluetooth enabled printer being fed from several PCs.
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Any Bluetooth device has the wherewithal to control a piconet, and the
master - slave relationship has to be flexible so that the equipment can
adjust to suit practically any situation. With a simple swap of data between
two devices, the one that initiates the connection becomes the master
device. Any other units that join the piconet will automatically operate as
slaves.

This simple scheme of things does not suit all situations, and it would
not work in the printer setup mentioned previously. The first computer to
access the printer would become the master unit, but for this network to
operate properly it is necessary for the printer to always be the master
device. This enables the printerto property control the flow of print jobs.
The way around this is for a master device to be temporarily demoted to
slave status when it links with a device that must have master status.

Channels

Bluetooth uses the same 2.4GHz band as 802.11b and 802.11g wi-fi
units, but the channelling is arranged differently. The lower bit rate of
Bluetooth permits a larger number of channels to be accommodated,
and there are some 79 separate channels. There is no need to select a
channel, since a system of channel hopping is used. Devices “hop”
1600 times a second in an attempt to avoid conflicts.

The system used with Bluetooth is called Adaptive Frequency Hopping
(AFH), and it is designed to avoid interference from any devices that use
the 2.4GHz band, and not just other Bluetooth equipment. As signals
within the band come and go, Bluetooth devices will adapt to the changing
situation in an attempt to make the best possible use of any free channels.

Bluetooth had quite a long gestation period, and when first launched its
level of take-up was somewhat underwhelming. It is backed by the
Bluetooth Special Interest Group (www.bluetooth.com), which has over
2000 members including huge companies such as Intel and IBM. It is
gaining in popularity and is in widespread use, but has yet to fully achieve
its creators’ aim of becoming a worldwide standard for short-range
communications without cables. It may well will do so in due course,
but the relatively slow data transfer rates make the current versions
unusable in applications where large amounts of data are involved.

Incidentally, Bluetooth is named after a Harold Bluetooth Gormson. He
is not one of the brains behind the system, but was in fact the monarch
of Denmark just over a thousand years ago. Apparently, he managed
the difficult task of uniting two Baltic states, which seems to a rather
tenuous link to modem wireless technology.
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Points to remember

The main advantage of wireless networking is the obvious one of avoiding
the need to thread cables around the house or office. This is a huge
advantage for a home system where unsightly cables are deemed to be
unacceptable, or where adding cables is simply not allowed for some
reason.

The ranges quoted for wi-fi systems have to be taken with the proverbial
“pinch of salt”. The quoted ranges might be achieved in practice, but
typical operating ranges seem to be somewhat less than the specifications
would suggest. Operation is still possible with low signal strengths, but
not at anything like the full quoted transfer rate.

Inefficiencies in the system mean that data can not be transferred at the
quoted rates. In practice it is likely that the actual rate will be a little
under half the quoted figure. Note also that the rates are in bits per
second, not bytes per second. Divide speed figures by eight in order to
obtain a transfer rate in bytes per second.

There is only one standard for wi-fi equipment, whichis the IEEE 802.11
standard. However, matters are complicated by having three different
versions of it (802.11a, 802.11b, and 802.11g). While the 802.11a
equipment has potential advantages, it relatively expensive, difficult to
obtain, and is incompatible with the other two.

It is 802.11b and 802.11g equipment that are used in most home and
small office wi-fi systems. The faster 802.11g equipment is compatible
with the 802.11b variety, but when a link uses the two types of equipment
it obviously operates at the slower rate.

Bear in mind that it might be easy to set up a wireless network by simply
accepting the defaults, but doing so will aimost certainly leave the system
wide open to hackers. Modemn wi-fi equipment has built-in security
measures, and it is important to protect your system by ensuring that
these are properly set up.
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The short operating range helps to avoid problems with interference due
to there being too many wi-fi users in the vicinity, but it is still a potential
problem in heavily built-up areas. The problem is worse with 802.11b
and 802.11g equipment which has fewer non-overlapping channels, and
shares the 2.4GHz band with other types of equipment.

A wi-fi equipped laptop or notebook PC can be used to access wireless
hotspots at cafes, libraries, computer shops, etc. With a few exceptions,
use of wireless hotspots is not free though. The cost of access can be
quite high, but the same is true of the altemnatives. The download speed
when using hotspots is usually quite fast, and is typically via a 512k or
1024k ADSL Internet connection.

Many wi-fi equipment manufacturers now have their devices approved
by the Wi-fi Alliance, but some do not bother. It is obviously reassuring
to have approved equipment in your wireless network, but gadgets from
any of the large manufacturers should have full compatibility with the
relevant standards. As always, cheap generic equipment is a bit more
risky and often lacks worthwhile customer support.

Bluetooth is not used for true networking, and is not really an altemative
to 802.11 wi-fi equipment. It can be used for something like wireless
printer sharing, but in most cases it is only used to provide a link between
two devices such as a notebook PC and a mobile phone. It has a relatively
low maximum data transfer rate of 1Mbits per second, but this is adequate
for many tasks.
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Getting connected

A few years ago there was a relatively limited range of wi-fi equipment
available, and the prices were very high by the standards of today. The
popularity of wi-fi has resulted in tumbling prices and an explosion in the
number of wi-fi related devices on offer. The reduction in prices has
made using wi-fi much more affordable, and the huge range of equipment
on offer means that there are gadgets to suit practically any real-world
wi-fi situation. A drawback of this diverse range of equipment is that it
can be very confusing for newcomers. However, there is no need to
become fazed by the sheer numbers of wi-fiitems that are availabie, and
a few mainstream items of equipment are all that most users will ever
require.

&
C
N

\

Fig.4.1 A Surecom 802.11b USB adaptor
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Fig.4.2 Using a USB extension cable enables the position of a USB
wi-fi adaptor to be adjusted easily

Any computer that will be connected to the network via a wireless link
must be equipped with a wi-fi adaptor of some kind. The available options
depend onthe type of PC, but for a desktop type the main options are a
USB wireless adaptor or a PCI type. Provided a spare USB port is
available, the USB option is the easier to install. Some of these units are
similar in appearance to the popular USB pen drives that contain flash
memory, and a few of these devices do actually combine the two functions
of wi-fi adaptor and pen drive. The example shown in Figure 4.1 is purely
a wi-fi adaptor, which is the more usual approach. There is normally no
outward sign of an aerial with these units, as it is contained within the
plastic case.

The adaptor can be plugged straight into a USB port of the PC, or
connected via a USB extension lead. Using any unit of this type directly
plugged into a USB port is convenient, but it leaves the device vulnerable
to damage. The risks are probably greater when the device is used with
a heavy desktop PC. if someone should happen to knock against the
adaptor it is possible that the PC will remain in place and that the adaptor
will give way. This would probably render it unusable, and repairs are
usually uneconomic with low-cost units such as these adaptors.
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Fig.4.3 This Netgear adaptor connects to the PC using an ordinary
(A to B) USB cable

| prefer to use a short extension cable with any small USB gadgets. In
the current context this method has the added advantage of permitting
the adaptor to be moved slightly, which can be useful if a *blind” spot is
giving problems with poor performance. Note that it is not a normal A to
B USB cable that is required, but an A to A extension lead. This has the
larger A type socket at one end and an A type plug at the other (Figure
4.2).

USB wi-fi adaptors are also available in the form of a small box that sits
on top of the PC and connects to the USB port via a short cable. Figure
4.3 shows a neat unit of this type made by Ne‘gear. This type of adaptor

4
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is connected to the
USB port via a
standard A to B cable,
and the rear of the unit
has the smaller B type
UsSB connector
(Figure 4.4). This is
the type of cable this
is used withscanners,
printers, and most
other USB gadgets,
but a suitable lead is
normally supplied
with the adaptor.

This style of wireless

network adaptor
Fig.4.4 The USB socketon the rear of the unit tends to be more

expensive than the

type that is designed
to plug straight into a USB port, but one reason for this is that many of
them are 802.11g devices. The cheap “pen drive” adaptors are 802.11b
devices. An advantage of the box and lead style adaptors is that, as
standard, the box part can be easily repositioned in order to find the
position that gives optimum results. This is a definite advantage for an
adaptor that will be used with a desktop PC, but the pen drive type units
are probably a better choice for use with portable PCs.

Speed

802.11b adaptors usually have a USB 1.1 port, but they will work perfectly
well with USB 2.0 ports. On the face of it, a USB 1.1 port is adequate for
an 802.11b adaptor, since it operates at more or less the same maximum
speed as the adaptor. In practice it is not quite as simple as that, because
USB 1.1 only permits a single device to use halfofthe available bandwidth.
This ensures that one device can not hog all the bandwidth to the
detriment of the others. Unfortunately, it also means that USB 1.1 wi-fi
adaptors might not operate quite as fast as expected, although any
shortfall is likely to be quite smail.

There is little point in using USB 1.1 for an 802.11g adaptor, because the
speed of the USB port would be far too low to accommodate the transfer
rates possible with the adaptor. It is possible to use an 802.11g adaptor
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Fig.4.5 This PCI card provides four USB 2.0 ports

witha USB 1.1 port if tha: is all that is available, but data transfers will be
limited by the relative slowness of the USB pert. USB 2.0 can handle bit
rates well above the 54Mbits per second of the 802.11g standard. Infact
USB 2.0 can handle rates of up to 480Mbits per second in bursts, although
the sustained rate is signicantly lower than this. An802.11g USB adaptor
is therefore be capable of operating at full spaed with a USB 2.0 port.

Note that it is possible to add USB 2.0 ports to a desktop PC that is only
equipped with USB 1.1 pors. Itis just a matter of adding a PCl expansion
card that has what will typically be two or four USB 2.0 ports. The generic
card shown in Figure 4.5 (and G.23 in the Colour Gallery) has four ports
and costs only a few pounds. Of course, the PC must have at least one
spare PCl expansion slot, but this will not be a problem with most PCs.
Windows XP is designed to operate with USB 2.0 ports, but Windows
ME and earlier versions of Windows are not. However, prcvided you are
careful to obtain a card that is supplied with drivers for Windows ME, it
should work perfectly well with this operating system.
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Fig.4.6 This passive USB 1.1 hub has four ports

Unfortunately, hardware drivers for older versions of Windows are now
far from standard, so getting any new hardware to work with Windows
Me, etc., is increasingly difficult. These operating systems are no longer
supported by Microsoft and are officially obsolete. Even ifyoucangeta
USB 2.0 port to work with an ageing PC there is no guarantee that the
wi-fi equipment connected to it will be usable, or that the wi-fi software
will be compatible with the old operating system.

Hubs

Many PC users augment the two built-in USB ports of their PCs using a
PC hub, such as the unit shown in Figure 4.6. This plugs into one of the
existing USB ports and effectively splits it to provide extra ports. The
hub shown in Figure 4.6 (and G.24 in the Colour Gallery) has four ports,
but taking into account the port on the PC that it occupies, it provides
only three extra ports. A simple hub of this type works well with many
devices, but it is less than ideal for gadgets that obtain their power from
the USB port. By splitting a single port into three or four ports, the amount
of power available from each of these ports is reduced.
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Fig.4.7 A PC! w-fi adaptor complete with aerial

Particularly with USB 1.1 ports, which can supply less power than the
USB 2.0 variety, this can result in devices failing to work when used with
a simple hub. On plugging in the device, Windows responds with an
apologetic message explaining that the hub can not provide sufficient
current to power the device you have just connected. 802.11 adaptors
are not low-power devices, and will probably fail to work if connected via
a hub.

The easiest solution is to use a powered hub, which has its own mains
power supply unit and does not draw any power from the PC's USB
port. A unit of this type should be able to supply the full quota of power
to each of its USB ports, and it enables USB devices to be used without
increasing the drain on the PC's power supply. The main problem with
a powered hub is that you have the hub itself, plus what is invariably an
external mains power supply unit to power it. With two extra boxes and
a lot of wiring, it is not a particularly neat solution. Where possible, it is
better to provide extra USB ports using a PCl expansion card.
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A USB 1.1 hub will normally work with a USB 2.0 port, but the additional
ports are of the slower USB 1.1 variety. In effect, you a converting one
fast USB port into several slower ones. This might suit your requirements,
but it is better to leave your options open by using a USB 2.0 hub with a
USB 2.0 port. A USB 2.0 hub will normally work with a USB 1.1 port, but
it will only provide USB 1.1 ports.

PCI adaptor

Insome ways a wi-fi PCl card (Figure 4.7) is a neater solution than using
any form of USB wi-fi adaptor. Apart from the aetial, everything is kept
within  the main
housing of the PC.
This avoids having to
use a lead or having
the adaptor
protruding well out
from the rear of the
PC. These days most
PCs have a free PCI
expansion slot, but
USB ports soonseem
to be used up.

There are drawbacks
as well though, and
one of them is that the
aerial is not placed in
a favourable position.
It is in amongst the
leads at the rear of the
PC. Even if you can
manage to keep most
of the leads away
from the aerial, it will
still be very close to
the metal case (Figure
4.8). This situation is
considerably less
thanideal, and is likely to compromise resuilts. Matters are compounded
by the fact that repositioning the aerial to avoid a “blind” spot means
moving the entire base unit.

Fig.4.8 A PCl wi-fi card and a tower case is
not a good combination



Practical wi-fi

Fig.4.9 The aerial can be unscrewed from the card

Fig.4.10 Close-up of the connectors on the aerial and the PCl card
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Fig.4.11 A PC card is a popular way of adding a wi-fi adaptor to laptop
and notebook PCs

There is a possible solution, but this is dependent on the aerial having a
standard fitting and being detachable from the card. Most PCI adaptors
do have a standard connector for the aerial, which is easily unscrewed
from the card (Figure 4.9 and G.25 in the Colour Gallery). Figure 4.10
shows aclose-up of the connectors on the card and the aerial. Note that
itis usually necessary to temporarily dismount the aerial so that the card
can be installed in the PC.

One way of using the aerial away from the rear of the PC is to use an
extension cable. An alternative is to obtain a new aerial complete with
cable. The second method is likely to be much more expensive, but it
might be possible to obtain an aerial that has a built-in stand so that it is
easily mounted on top of a PC, on a desktop, etc. Unfortunately, aerials
and extension cables are less widely available than the wi-fi adaptors
themselves, and they seem to be relatively expensive.

The obvious way of adding a wi-fi adaptor is to have a device that connects
to a standard Ethernet port. Strangely, | have not encountered a simple
adaptor that uses this method, although more complex wi-fi devices do
use this method of interfacing. There is a drawback to using an Ethernet
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port for a wi-fi adaptor, which is that it is not possible to draw power from
this type of port. This would make it necessary to have a mains adaptor
to power the device, which would be less convenient than drawing power
from the PC. Of course, no adaptor is needed for PCl or USB wi-fi
adaptors.

PC card

Inthe past it was only the more upmarket notebook and laptop PCs that
were equipped with a wi-fi adaptor as standarc, but it is now a feature of
virtually all portable PCs, including the “budget” types. It is therefore
unlikely that it will be necessary to add a wi-fi adaptor to a new notebook
or laptop PC. Of course, it could still be necessary if you wish to use an
existing or secondhand portable PC with a wi-fi network. New portable
PCs generally have
the wi-fi capability in
addition to an
ordinary Ethernet
port, so that a wired
connection can be
used when no wi-fi
option is available.

PCI wi-fi adaptors are
not usable with
portable PCs, but
modern laptop and
notebook PCs usually
have at least a couple
of USB ports. One of
these ports should
work perfectly well
with any USB wi-fi
adaptor. The other Fg.4.12 This Netgear CF card is actually
option, and probably a wi-fi adaptor

the more popular

one, is to use a “PC" (PCMCIA) card (Figure 4.11). This simply slots into
the PCMCIA expansion slot of the portable computer. The aerial is built
into the card. Bear in mind that a significant percentage of portable PCs
now have something other than a PCMCIA expansion slot, so check this
point before ordering a wi-fi card, and ensure that you buy one that
matches the expansion slot of the computer.
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Many small computing devices such as PDAs and Pocket PCs can now
have wi-fi connectivity, but you really need to investigate what options (if
any) are available for your particular devices. The most common ploy is
to have a Compact Flash (CF) card that is actually a wi-fi adaptor, such
as the Netgear card shown in Figure 4.12. Secure Digital wi-fi cards are
also available. Of course, not every gadget that takes one of these
memory cards can use the wi-fi versions, so it is important to check
compatibility with your portable equipment before buying anything.

Access point

Fitting a PC with a wi-fi adaptor gives the wireless equivalent of a PC that
has an Ethemet port and a network cable, but with nothing at the other
end of the cable. Inorderto produce a functioning network itis necessary
to have a device that will act as a control centre and merge the individual
PCs into a proper network. This device is known by a variety of names,
but it is mostly called a “base station” or an “access point”. The term
“access point” is probably the one that is used the most in the UK, and it
is the one that will be used in this book.

The exact function of the access point varies somewhat, as it is often
merged with other functions such as an ADSL modem to provide an
Intermet gateway. However, its core function is always to avoid chaos
and ensure that each device in the system communicates with the others
inanorderty fashion. It receives transmissions from devices inthe system
and distributes them to the network.

Apparently it is possible to use a PC with a wi-fi adaptor as an access
point if the PC is equipped with a suitable program. This method seems
to be little used in home and small business networks though, and it is
not a setup that | have ever used. The more usual approach is to have
the access point in the form of a standalone unit, leaving the PCs in the
system free to get on with other things. There is probably no point in
using an improvised setup based on a PC and a wi-fi adaptor when a
“proper” access point can be obtained at quite low cost.

Ad Hoc

It is not essential to use an access point, and two wi-fi equipped PCs that
can receive each others signals can establish a network in what is called
“Ad Hoc mode”. This is the wi-fi equivalent of two PCs being connected
together using their Ethernet ports and a crossed-over cable. The wi-fi
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version is actually more versatile in that it enables easy communication
between any two PCs that are within range, and no cable swapping is
required. However, proper networking effectively provides a simultaneous
connection between every unit in the system, and is even more versatile.
Although it is not without attractions, the Ad Hoc method of networking
is inferior to using an access point, and is little used in practice.

Note that when installing and setting up a wi-fi adaptor it might be
necessary to specify the mode of operation that you wish to use. The
adaptor's control software then seeks signals from the appropnate type
of wi-fi unit. With Ad Hoc mode selected, the software searches for signals
from other wi-fi adaptors, and will only communicate with that type of
unit,

The other mode is called Infrastructure mode, and it is used to implement
full networking. Infrastructure mode can only be facilitated with the aid
of an access point. Some wi-fi adaptors start in what is effectively Ad
Hoc mode so that they can search for and list all the available wi-fi signals.
By defaultt they will probably connect to and use any access point that is
found. As always, it is necessary to read the supplied documentation in
order to determine the exact way in which the equipment operates.

As pointed out previously, the main advantage of using Infrastructure
mode and an access point is that it enables communications between
numerous devices to take place simultaneously. In effect, everything in
the network is connected to everything else in the network all the time.
In this respect it is the same as a wired network. With Ad Hoc working
only two devices can be linked at any one time. Another advartage is
that the access point can provide what is termed a “bridge”. In other
words, it can provide a bridge between wi-fi equipped devices and wired
network devices. This i an important point, because few practical
networks are purely of the wi-fi variety.

Of course, a wi-fi network can be purely that, with everything inthe system
communicating via radio links. No doubt there are many networks that
perform very well using nothing but wi-fi links. In practice though, a
totally wi-fi network is unlikely to be the best solution. With the access
point on the same desk as one of the PCs, there is little point in using a
wi-fi link between the two. A cable will do the job better and at a fraction
of the price.

A typical wi-fi network would therefore use a setup of the type shown in
Figure 4.13, with one PC wired to the access point and a printer, with the
other PCs linked via wi-fi adaptors. Apart from file sharing between the
PCs in the system, it could also be set up to give all three PCs access to
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Fig.4.13 A typical wi-fi network has one PC wired to the access point
and a printer, with the other PCs networked using wi-fi

the printer. Obviously this arrangement can be modified to suit individual
requirements. Forexample, there could be other PCs close to the access
point, and a wired link might be more practical for these PCs. On the
other hand, it could be inconvenient to have the access point very close
to any of the PCs in the system, and a fully wi-fi network could then be
used.

Internet gateway

The access point can act as a simple hub, but most users opt for a
router, which is unlikely to cost much more. If the network will be used
to share a broadband Internet connection, it is a good idea to obtain a
router that has provision for a modem, or to obtain a router that has a
built-in mod'em. It is not essential to do so, and a setup of the type
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G.11 A PCI Ethernet card

G.12 The two indicator lights show when the card is connected to a
network correctly, and when the port is sending or receiving data
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G.13 Some modems have USB and Ethernet interfaces. It might be
possible to use two computers with the modem, with one
connected to the USB port and the other connected to the
Ethernet port, but not all dual port modems support this type of
operation
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G.14 Long ready-made Ethernet cables are available, but getting them
installed in a tidy fashion can be time consuming
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G.15 Two out of five detected networks are unsecured
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G.17 Left-click on the map to start searching
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BT Openzone wireless broadband
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G.18 Left-click an area of the map to zoom-in
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G.21 The street map shows the exact locations of the hotspots
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CERTIFIED

G.22 With this for of wi-fi certification the letters in the coloured ovals
indicate the particular standard or standards that the equipment
complies with. Low cost wi-fi equipment usually has the “b” and
“g" markings, but not the “a” marking because operation on the
5GHz band is not usually supported
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G.23 This USB PCI expansion card provides four extra ports

G.24 A passive four-port USB hub (there are two more ports on the
other side)
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G.25 A PC! wi-fi adaptor card and its aerial

G.26 The latest version of the Netgear DG834G is smaller than the
original, but has the same set of ports. The yellow sockets are
the Ethernet ports, and the one at the left end of the panel
connects to the modem input of the micro-filter
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G.27 A shared folder and a printer are available on the network
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G.28 There are numerous files available in the shared folder
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G.29 Modems often have indicator lights than can indscate the nature
of a problemn
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Modem

Fig.4.14 A modem connected to the access point and router is the
best way of sharing an Internet connection

shown in Figure 4.13 will permit the Interet connection of one PC to be
shared.

However, the modem connects to one of the PCs in the system, and it
will only be available if that PC is switched on. The PC connected to the
modem becomes a form of router, and handling this task will use a
significant proportion of its processing power. A modem connected to
a router, or a modem combined in one unit with a router is a much better
way of handling things, and any extra cost involved should be minimal.

Things are different with the network of Figure 4.14, where the modem
and router would normally be left running 24 hours per day. Any PCin
the network can then access the modem via the router regardless of
whether any of the other PCs are switched on. Sharing the Intemet
connection in this fashion does not increase the loading on any PC in
the network. The access point and router handle the extra workload of
sharing the connection. A combined modem and router usually includes
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Fig.4.15 The Netgear WGR614 wi-fi router

additional facilities such as NAT and a firewall, and it provides what is
termed an “Intemet gateway”. Some of these facilities might be provided
by a separate modem and router, but the integrated approach is neater

and generally provides the most features.

Using separate units is an attractive proposition if you already have either
the modem or the router. This method will only work if the modem and
the router are designed to use the same type of interface. This usually
means an Ethernet port rather than a USB type. Consequently, if you
already have a broadband modem that uses a USB interface it might not

be possible to use it
inthis arrangement. It
is certainly worth
checking to see what
is available, since
networking gadgets
with new features are
appearing all the time.
On the other hand,
the cost of combined
modems and routers
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Fig.4.17 The Netgear DG834G is a combined access point, router,
ADSL modem, and firewall

has fallen substantially in recent times, and buying one of these units will
probably be well worth the small additional outlay.

Wi-fi routers

The Netgear WGR614 wi-fi router (Figure 4.15) is an example of a device
that is designed to operate using an external ADSL or cable modem.
The rear of this unit is shownin Figure 4.16, and the socket onthe extreme
left-hand side is for the mains adaptor. This unit is fully wi-fi enabled, but
the group of four Ethernet sockets permit up to four wired connections
to the router. The single Ethemet socket to the right of these handles the
connection to the modem.

A typical way of using a router of this type is to disconnect the modem
from the PC and connect it to the appropriate Ethemet port of the router
instead. A standard Ethermet cable is then used to connect the PCto an
Ethemet port in the group of four on the router. This PC canthenaccess
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Fig.4.18 The rear of the Netgear DG834G

the Intemet in much the same way as it did previously, as can any other
PCs that are wired to the router or use a wi-fi link. The NAT feature of the
router ensures that each PC only receives the correct data from the
Intemet, and to each user it seems as though they have an individual
Internet connection. Having the modem connect direct to the router
rather than a PC provides a simple form of firewall that hides the PCs
from hackers. This type of firewall has its limitations though. A “proper”
firewall in the WGR614 helps to keep hackers at bay and will try to thwart
DoS (Denial of Service) attacks.

The Netgear DG834G shown in Figure 4.17 (and G.26 in the Colour
Gallery) is similar to the WGR614 in that it contains a wi-fi enabled router
that also has four ordinary Ethernet ports for wired connections.
Additionally though, it has an integral ADSL modem. The socket near
the right-hand end of the rear panel (Figure 4.18) is not an Ethernet type.
Itis the type of telephone socket used for self installed ADSL connections.
It is connected to the telephone socket via the appropriate lead and a
microfilter.

Like the DGR614, the DG834G has a NAT feature that makes the routing
“transparent” to users, who each appear to have their own Internet
connection. It also incorporates a fairly sophisticated firewall that gives
protection against DoS (Denial of Service) attacks and uses stateful packet
inspection (SPI) to ensure that received packets of data are in response
to requested data. It is possible to have unrestricted access from the




Practical wi-fi

Internet to one PC, which s necessary for some types of use such as
hosting web services and certain types of peer-to-peer file sharing. It
even incorporates content filtering so that access to certain types of site
can be controlled.

Installation is largely automatic with the installation program detecting
and making the optimum connection to your Intemet service provider
(ISP). Many complex wi-fi gadgets now largely install themselves, but
bear in mind that it is necessary for the user to set up some parameters
in order to get the most from the equipment. In particular, the user must
set up the wi-fi security measures needed to prevent outsiders using the
system for free Intemet access, and to keep information on the PCs
secure.

Other devices

For many users, all that will be needed are one or two PCs wired to a
router and modem, plus afew PCs, PDAs, etc., connected to the network
via a wireless link. However, there are plenty of additional wi-fi gadgets
available if you should need them. Probably the most popular wi-fi
gadgets are the printer adaptors. There are actually two wireless options
available here, because it is possible to use Bluetooth or wi-fi to provide
a cordless connection to a printer.

Bluetooth is the more simple option. One approach would be to have a
Bluetooth printer adaptor fitted to the printer, or to use a printer that has
this facility built-in (assuming you can find one). Each PC could then
have a Bluetooth adaptor to give it access to the printer. With the PCs
already networked, this definitely seems to be doing things the hard
way.

It would have the advantage of making the printer available at any time,
and access to it would not be dependent on a certain PC being operational
at the time. The main drawback is that it would be adding a wireless
network to a system that already had a wireless network, which would
be a complicated and expensive way of doing things. In theory, the
Bluetooth equipment should manage to channel hop and avoid any major
interference between the two systems, but in practice there would be a
slight risk of the wi-fi netweork’s pefformance suffering.

With an existing wi-fi network in place, there are several ways of sharing
aprinter.  As standard, Windows permits any printer connected to any
PC to be shared with all the other PCs in the network, and no additional
software is required. With the printer connected to one of the PCs, it can
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Fig.4.19 A printer server that uses a wired connection to the router.
Wi-fi printer servers are also available

be set as a shared resource and used by any PC in the system provided
the host PC is switched on. The obvious drawback of this system is that
it might be necessary to keep switching on a PC simply to permit users
of other PCs to access a printer. The big advantage is that it requires no
additional hardware, and it enables a printer to be networked at zero
cost.

Printer servers

Another option is to have the printer connected to the network via a
wired or wi-fi network printer server. This is effectively an extremely basic
computer that enables a printer to connect direct to the network via an
Ethemet port or a wi-fi link. Infact some of these units have support for
two or more printers. The wired printer server from Netgear shown in
Figure 4.19 has support for two printers. The wi-fi version shown in Figure
4.20 also incorporates a router. The main advantage of a printer server
is that it can be left running continuously at practically no cost, making
the supported printer or printers always available.
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neroear O

Fig.4.20 This wi-fi router has a built-in printer server

The principal drawback is that printer servers are not particularly cheap.
When used with a low-cast inkjet printer it is likely that the printer server
would cost more thanthe printer. Some of these devices do not support
all the features of the printer due to a lack of bidirectional operation. In
other words, the PCs can send data to the printer, but the printer might
not be able to send back information such as the amount of ink left in the
cartridges. In most cases the printer is still perfectly usable though.
There should not be a problem with lost printing facilities provided you
obtain a modemserver. Printer servers often have only one type of printer
interface, so make sure that it is the right type if your printer also has
only a single interface.

Many up-market printers have a built-in printer server or it is available as
an optional extra. Practically every printer intended for the corporate
market has this feature, and few big business users would seriously
consider a printer that was not capabile of network operation. Few printers
for home and small business use have network connectivity as standard,
and it is not really acommon option either. It is a feature of afew printers
though, and the HP 5850 inkjet printer (Figure 4.21) has abuilt-in802.11b
wi-fi adaptor. As one would reasonably expect, Ethernet and wi-fi

4
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Fig.4.21 The HP 5850 printer has a built-in 802.11b wi-fi adaptor

connectivity significantly add to the cost of a printer, but also add greatly
to its flexibility.

Note that it is not just printers that can be connected direct to the network.
It is also possible to share scanners and muiltifunction devices, and
possibly other gadgets as well. The choice is relatively limited though,
and it tends to be only the more upmarket “professional” equipment that
offers network connectivity. However, things move on and wi-fi is gradually
speading into other items of equipment such as digital cameras and
external mass storage devices.

Although the Windows XP Help system seems to suggest that there is
built-in support for sharing scanners, this is not actually the case. There
is only built-in support for sharing printers, and you need additional
software in order to use ordinary scanners via a network. Sharing network
enabled devices, whether of the wired or wi-fi variety, should not be a
problem. If any supporting software that is required should be supplied
with any networked device.
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Extending range

As explained previously, the theoretical range of a wi-fi system and its
performance in the real-world range are often very different, with the
range obtained in practice tending to fall short of the theoretical maximum.
In some cases it falls well short of the theoretical maximum. This does
not necessarily matter, and in many situations there is no need for a
large operating range. Unless a wi-fi system is being installed in a very
large building, trying to stretch the system to its limits is unnecessary.
However, there are gadgets available if you should need to extend the
range of a link in the system.

Some of this equipment is fairly straightforward, such as aerials for
outdoor use. Operating from one building to another often produces
poor results even though the aerials seem to be within range. This
problem is due to the use of indoor aerials that require the signal to go
through at least two walls on its way from one end of the link to the other.
The signal absorption can be quite high, giving a much lower than
expected range.

By having both aerials outside it is often possible to have “clear air”
between them, and something inthe region of the full 100 metre operating
range should be obtained. A significantly longer range is possible if
reduced operating speed can be tolerated, but it is probably best not to
take some of the claims for these aerials too seriously. Forone thing, the
greater the operating range, the lower the chance of having a path
between the aerials that is totally clear of obstructions.

Directional

The simple aerials normally used with wi-fi networks are omnidirectional,
which means that they transmit with equal strength in all directions. When
receiving signals, they are equally sensitive in all directions. The
omnidirectional term is not strictly accurate, because immediately above
and below the aerial (which should be vertical) there are two “blind”
spots. With most types of radio communication this is unimportant, but
it should be borne in mind when installing a wi-fi network on two or more
floors of a building.

Inadditionto the “blind" spots, signal strengths tend to be reduced when
an aerial is higher or lower than the aerial at the access point. The range
obtained on floors above and below the access point could therefore be
less than the range obtained on the same floor. In fact this is almost
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certain to occur, because there is the added signal absorption of the
floors and ceilings when a link is established between different levels of
a building. These factors almost certainly account for the disappointing
results that are sometimes obtained when using wi-fi equipment in a
multi-storey building.

A directional aerial gives better results in one or possibly two directions.
With several pieces of equipment using a wi-fi link to the network,
omnidirectional operation is essential for the access point. It has to
communicate with various pieces of equipment scattered around the
building. Itis highly unlikely that they will be conveniently placed so that
they are all in more or less the same direction relative to the access
point.

The situation is different when there are only two devices to be linked. A
directional aerial is then acceptable at both ends of the link. When there
are more than two wi-fi units in a network, a directional aerial can normally
be used for anything other than the access point. Unless Ad Hoc
operation is used, all the other devices in the system communicate via
the access point, and do not directly communicate with anything else in
the network. They can therefore communicate with the network by way
a directional aerial aimed at the access point.

We are all familiar with directional aerials. Ordinary television aerials
and satellite dishes are common examples of directional aerials, and for
good results they have to be aimed quite accurately at the transmitter or
satellite. The point of a directional aerial is that it provides gain. In other
words, using a directional aerial produces a stronger signal when
transmitting. A stronger transmission in one direction is obtained by
having a weaker signal radiated in other directions. Increased sensitivity
is obtained when a directional aerial is used for reception, but only in
one direction. The sensitivity of the aerial is lower in all other directions.
The more highly directional an aerial is made, the greater the gain that
can be obtained.

Using a directional aerial can significantly increase the operating range
of a wi-fi system, but it also makes it more difficult to get everything set
up correctly and working well. Also, directional aerials are relatively
difficult to obtain and expensive. It might be necessary to search online
for a specialist supplier of wi-fi equipment in order to find something that
suits your requirements.

Try to organise the network in a way that minimises the risk of range
problems occurring. The access point should be somewhere near the
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Fig.4.22 This unit provides a wi-fi link from a PC to a hi-fi system

middle of the building so that it is reasonably close to all the wi-fienabled
devices. Having the access point at one end of the building maximises
the chances of problems, especially where there will be one or more wi-
fi devices at the other end of the building.

The rest

An access point, some wi-fi adaptors, and possibly a printer sharer or
two, are all that is necessary for normal networking. Not sumrisingly
perhaps, the designers of computing equipment have come up with
various other wi-fi gadgets to make your network even more useful. Some
of these units will probably sink without trace in due course, but a few
provide genuinely useful functions.

With PCs being used increasingly for entertainment purposes, and in
particular for playing and managing audio files, a wi-fi link between your
computer network and hi-ti system is potentially very useful. Infact there
does not have to be a network, and a wi-fi link between a standalone PC
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and a hi-fi system could be very useful. Units of this type sometimes
have a built-in display, like the one on the Slim Devices Squeezebox
(Figure 4.22). The altemative is to use a television set to provide the
display so that audio files on the network can be listed, and the desired
files thenselected. There is usually the option of playing the files via the
sound system of the television.

It should be possible to use essentially the same method to link Mpeg
and other types of video file to a television set. | am not aware of a unit
that will do this, but it is possible to obtain a webcam that has a built-in
server and 802.11g wi-fi adaptor. The Linksys Wireless-g Intemet Video
Camera is an example of a wi-fi webcam. A large bandwidth is needed
for even the low resolution output of a webcam, and the Linksys unit
therefore uses a802.11g wi-fi link. It can handle a respectable maximum
resolution of 640 by 480 pixels and it has a sound channel.

On the face of it, this is an application that is ideal for a Bluetooth link,
with its low power consumption. The relatively low bandwidth would
limit the performance, but most webcams use a USB 1.1 interface, which
has a similar bandwidth. Surprisingly perhaps, | can not find any
Bluetooth Webcams for sale.

Accelerators

The maximum speed possible using 802.11 wi-fiequipment is the 54Mbits
per second provided by 802.11g equipment, but you might find
equipment advertised as offering something more like 100 or 108Mbits
per second. The increase in speed is obtained by using some form of
accelerator technology, which seems to mean changes to the way in
which the packets of data are encoded and decoded. The radio side of
things just uses standard 802.11 technology. Fasterversions of 802.11b
and 802.11g devices are produced.

Note that in order to take advantage of the speed increase it is necessary
for all the wi-fi devices in the network to use the same accelerator
technology. This will probably mean using wi-fi units that are all from the
same manufacturer. Also bear in mind that the quoted speeds are for
operation under ideal conditions. In real-world situations the data rates
could be much lower, although they could still be higher than those
obtained without the use of acceleration.
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Points to remember

A basic wireless adaptor for a desktop PC can be in the form of a PCI
expansion card or an extemal USB device. USB 2.0 is required in order
to make full use of the speed available from an 802.11g adaptor. The
obvious -method of interfacing via an Ethernet port seems to be little
used in practice. Most USB wi-fi adaptors will not work in conjunction
with a passive USB hub.

A notebook or laptop PC can be interfaced to a basic wi-fi adaptor using
a USB pont, but a PC card is the more popular choice. Some other
portable computing devices can be wi-fi enabled, and a common ploy is
to use a special version of a Compact Flash card. Many of these wi-fi
gadgets only suit a limited range of devices, so always check compatibility
with your particular PDA (or whatever) before buying anything.

Most practical wi-fi networks are based on a device called an access
point. This acts as a sort of control centre, with all other devices in the
network communicating via the access point rather than directly. The
access point often provides other facilities, such as bridging to wired
network devices, a firewall, and possibly even an ADSL broadband
modem.

Any printer connected to a PC in the system can be set as a shared
resource so that it can be used with other PCs in the network. This
avoids the need for any additional hardware, but the printer will only be
available if the PC driving it is switched on. A printer server enables a
printer to be connected direct to the network so that it is always available.

Bluetooth can provide a cordless connection from a PC to a printer, or
from several PCs to a single printer. Providing access to a printer via the
main network is a simpler and cheaper way of handling things though.

It is possible to network devices without using an access point, and this
method relies on using the Ad Hoc mode of operation. This gives only a
very simple form of networking, with two devices at atime communicating
directly. Consequently, this mode is little used in practice.
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A directional aerial can be used to extend the range of a wi-fi network,
but the aerial for the access point normally has to be an omnidirectional
type. Having the access point near the middie of the network helps to
avoid problems with inadequate range.

There are numerous wi-fi units that provide functions which you never
knew you needed! Some of the more specialised units are genuinely
useful, such as wi-fi units that enable audio files stored on a computer to
be played on a hi-fi system.
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and security

Easy as...

At one time it required a certain amount of technical knowledge in order
to successfully install and use practically any piece of PC hardware. Even
installing a very simple piece of equipment such as a mouse could be
fraught with difficulties. Something as complex as setting up a network
was strictly for the professionals, and possibly for suitably expert ccmputer
enthusiasts.

The increasing use of PCs in small businesses and in the home made it
necessary for the equipment manufacturers to make equipment more
user-friendly so that non-expert users could install and use it. Atthough
you could be forgiven for thinking that they have failed, moderm computer
equipment is much easier to deal with than its equivalents from ten or
twenty years ago. One problem is that modern PCs are far more complex
than the early types, and they are used with a wide range of sophisticated
peripheral devices. A great deal of effort has gone into making it possible
for home and small business users to install and use complex ccmputer
equipment.

Installation

As always in the computer world, things are still not as straightforward
as they could be. Manufacturers always seem to come up with their
own versions of standards, which renders them something less than
truly standard. Each piece of equipment has to be installed in its own
particular fashion. Before installing any computer hardware, including
Ethemet and wi-fi devices, it is essential to read the instruction manual.
Realising that few people can be bothered 1o read the manual, many
manufacturers now include a "Quick Start" leaflet, or something similar.

-
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At the very least you should look through the leaflet to determine the
recommended method of installation. Failure to do so can result in a lot
of wasted time due to a failed initial installation, and everything then
having to be uninstatied and reinstalled correctly. Withthe more awkward
devices it can be difficult and time consuming to get everything working
once an installation has failed. Windows just keeps going back to the
incorrect version despite your best efforts, and you end up going around
in “ever decreasing circles”.

It is increasingly common for manufacturers to recommend that the
software is installed first, with the hardware being added once the drivers
are safely installed. In theory it should be perfectly all right for the
hardware to be fitted first. The Plug and Play facility of Windows should
then find the hardware and install the driver software. In practice this
method can be problematic, with Windows trying to install the wrong
drivers, failing to recognise the right drivers, or continually detecting the
hardware and trying to install the already installed drivers. Following the
manufacturer’s installation instructions “to the letter” should minimise
the risk of running into problems with the drivers.

it would seem reasonable to assume that the drivers supplied with the
new hardware will be fully tested and working. Matters are often very
different in practice, with minor problems often occurring when the
supplied drivers are used with some PCs. Also, it has been known for
manufacturers to rush out new hardware with the drivers not being tested
as comprehensively as they should be. This can cause major problems
foranyone that tries to install them. | have obtained one or two pieces of
cheap generic hardware where the supplied discs were clearly for another,
and totally different piece of hardware!

It is a good idea to search the manufacturer's web site for any updated
drivers before trying to install any new hardware. If you do find more
recent drivers, read any installation instructions that come with them.
The installation method often differs from that for the drivers supplied
with the hardware. Even where the supplied drivers work all right, there
might be improved drivers that provide more features, faster operation,
orwhatever. Itis always a good ideato use the latest driver software that
can be found.

In the case of generic hardware there might not be a manufacturer's
web site where you can seek new drivers and other support. The drivers
supplied with this type of software are often those provided by the
producer of the chips on which the hardware is based. A computerchip
manufacturer’s web site will usually have the latest drivers for their
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products. Failing that, the retailer's customer support service is the only
hope. Generic hardware is cheap, but you are unlikely to obtain the
same sort of support that is available when “big name” products are
purchased.

Firmware

With the more complex networking equipment you will sometimes find
that there is more than just improved driver software available. Complex
networking devices such as combined routers and modems are based
on a microcontroller, which is essentially a fairly basic but capable
computer on a single chip. This computer runs a program that is built
into the hardware. Because the program is a mixture of hardware and
software it is usually termed *firmware".

In addition to improved driver software it is now quite common for
manufacturers to make better firmware available. The firmware is usually
stored in some form of flash memory within the peripheral gadget. Unlike
normal computer memory, this type retains its contents when the
equipment is switched off, but it can still be reprogrammed. Sometimes
the firmware upgrades provide improved performance or extra features,
but they are mostly used to fix minor bugs.

It is certainly a good idea to look for firmware upgrades and install any
that you find. A firmware upgrade is not something to be undertaken
lightly though, and mistakes can render the equipment unusable. Read
the manufacturers installation instructions very carefully at least once,
and follow them precisely. Installing new firmware is usually a very simple
process and it should all go smoothly provided silly mistakes are avoided.
Probably the most popular silly mistake is to download the wrong
upgrade. Computing equipment tends to be sold under a range of similar
names and numbers, so be careful to ensure that the download is for the
exact piece of equipmert you are using.

A manufacturer sometimes recommends installing a firmware upgrade
before using a piece of equipment in eamest. This is unusual though,
and usually means that a serious bug has been found in the original
firmware. Unless an equipment manufacturer recommends otherwise,
it is probably best to get the equipment installed and working before
undertaking any firmware upgrades. A detailed description of
downloading and installing new firmware is covered at the end of this
chapter.

©
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Setting up

Both wired and wi-fi networking equipment can require a lot of complex
setting up before it is ready for use. Fortunately, the equipment
manufacturers have realised that most users are not going to spend
large amounts of money to get things installed by a professional, and
that they would prefer not to spend months becoming an expert on
networks just so that they can install and set up a simple home or small
business network.

Consequently, practically all modermn networking equipment is supplied
with drivers and other software that makes setting up and using the
network reasonably simple and straightforward. The installation software
will usually scan the PC, Intemet connection, etc., and then go througha
largely automatic setting up procedure. However, there could still be
some work to do in order to get things working really well and securely.

It is advisable to install the access point before adding anything else to
the network. In general, wi-fi adaptors are very easy to install, and the
process is largely automatic. However, without an access point to
communicate with it is difficult for a wi-fi adaptor to set itself up correctly
and do anything worthwhile. It is assumed here, that there will be at
least one PC that has a wired connection to the access point. In a fully
wi-fi network it is clearly necessary to have at least one PC with an installed
wi-fi adaptor before it is possible to contact and set up the access point.
It is still probably best to have the access point switched on before
installing the wi-fi adaptors, but it is advisable to check the access point's
instruction manual for guidance on this matter.

Setting up the access point is different depending on whether it is an
add-on to an existing wired network, a type having a built-in router, or
one having both a router and broadband modem. The process also
varies somewhat from one manufacturer to another, and can even be
different for various models from the same manufacturer. One example
is provided here, and it demonstrates some basic principles, but it is
essential to read the instruction manuals before installing any wi-fi
equipment. The manuals should give concise guidance and fully explain
any unusual aspects of installation. The examples given here can do no
more than give some idea of the stages involved in setting up a wi-fi
network.
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Fig.5.1 The Ethernet adaptor is listed in Device Manager, but a device
such as a router or access point will not be found here

Standalone

It is important to realise that the access point is unlikely to appear in the
list of installed units in Device Manager. As part of the setting up process
you might have to install a control program for the access point on one
of the PCs, but this will be an ordinary piece cf software and not a set of
device drivers. After installing new hardware it is normal to look for its
entry in Device Manager to check that there are no problems. Looking
in the Network Adapters saction of Device Manager will show an entry
for the Ethernet or wi-fi adaptor fitted to that PC (Figure 5.1), but there
will be no entry for the access point.

The reason for this is simply that the access point is not a device installed
onone of the PCs. It has its own built-in microcontroller, and it has to be
regarded as akin to a PC in the system. The same is true of a printer
server and any other standalone units in the system. Obviously it is
necessary to have some means of making adjustments to the access
point's settings, and this is normally achieved either using a control
program in one of the networked PCs or using web-based configuration
software. Either way the process is usually hendled by a wizard, and will
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Fig.5.2 The supplied username and password are required in order to
start the web-based configuration process

probably be largely automatic. It is probably best to avoid units that do
not offer a user-friendly method of installation and setting up.

The so-called web-based method of configuration is increasingly
common, and as such it does not use a configuration program in one of
the networked PCs. Instead, you run a browser program such as Internet
Explorer, andthen use a special web address. Itthen appears as though
you are configuring the device via a series of web pages, but these pages
are embedded within the device's firmware, as is any supporting software
for them. The configuration is therefore achieved using an ordinary
browser running on one of the networked PCs, together with firmware
within the access point.

Settings

A web-based setup program is used for the Netgear DG834G, which is
an all-in-one 802.11g access point, ADSL modem, router, and firewall.
The setup pages can be accessed by typing the appropriate address
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Fig.5.3 This page shows the current settings

into a browser, or by clicking the link on the page that is launched when
the installation disc is run. Either way, it is necessary to use the supplied
username and password when prompted (Figure 5.2). The initial setting
up procedure is largely automatic, but with a device that cortains a
modem it is necessary to supply basic connection information, such as
the username and password for your broadband account This
information should have bean provided by your Internet service provider
(ISP) when you signed on o the account.

The connection information is stored in the modem and there is no need
for you to provide it in order to gain access to the Intemet. Normally the
unit is left running continuously, so once it has connected to the Intermet
it stays connected. Any PC in the network then has instant access to the
Internet at any time. Of course, things can go wrong, and over a period
of time it is likely that for one reason or another, the Internet connection
will be lost. Switching the unit off, waiting a few seconds, and then
switching it on again will force it to reconnect, using the stored usemame,
password, and other connection data.
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Connection Status
Connection Time 721420
Connecting to Server Connected
Negotiation Success
Authentication Success
Getting IP Addresses 8186106121
Getting Network Mask 255.255.255.255
Connect I Disconnect ]
Close Window |
] Dore [ ] epinternet 2

Fig.5.4 The Connection Status window

A page like the one in
Figure 5.3 is
displayed once the
initial setting up has
been completed.
This page shows the
current settings inthe
main section, and
there are some
menus in the right-
hand section. A
scroliable Help page
is available on the
opposite side of the
screen. Operating
the Connection
Status button near the
bottom of the screen
produces the small
window shown in
Figure 5.4. This

confirms that a connection to the Internet has been made, and provides
two buttons that enable the modem to be disconnected and reconnected.
The Show Statistics button produce a small window like the one of Figure
5.5, which shows things like the number of data packets handied by

various parts of the system.

It is the menus down the left of the screen that are of importance in the
current context, as these give access to screens that control numerous
settings. Most of these should not be altered, and it is definitely not a

B " 1GEAR Router Statistics - Microsoft interniet B dorer =10 x|
‘System Up Tone 72:36 36
PPPOA | 810982 | 854780 w1 1983 713807
TOOMFull | IB621T | 274840 L) S48 T 723833
VIMSIN BEE5E | 811322 ] FEETI T EED
Pl interwat : s sots) Set hw_! m
48] Ocrne B irvemet p

Fig.5.5 The Router Statistics window

good idea to start
experimenting with
settings that you do
not understand.
There are some
settings that can be
usefully altered
though, and one of
these is the password
used to access the
setup pages. The
default password is
the same for every
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Fig.5.6 The unit is not secure until the password has been changed

unit, so you must change it in order to genuinely password protect the
system. Operating the Password menu option brings up the page of
Figure 5.6. This operates in the standard fashion, with the old and new
passwords being entered, followed by the new password again in case
a mistake was made the first time.

Security

Note that this password is the one used to gain access to the setup
program so that changes can be made to the configuration of the modem,
router, etc. This password does not provide protection against hackers
gaining access to the network via a wi-fi link. Any reasonably modern
access point should offer at least two types of protection against hackers,
and in this case the security settings are accessed via Wireless Options
inthe Setup menu. This brings up the page shown in Figure 5.7.

Most of the settings here are the basic ones for a wi-fi link, such as the
region, channel number, and name of the access point. It is not essential
to change the name, but there is obviously scope for confusion if you

5
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Fig.5.7 Most access points offer two types of security

live in an area that has several wi-fi networks in operation. With everyone
using the default name it is likely that the same name will be used for two
access points in the same area.

The DG834G is an 802.11g device, and as such it is compatible with
802.11b units. One of the menus enables it to be restricted to 802.11b
or 802.11g operation. It can be advantageous to change the channel
used by the system, and the reasons for this are discussed in the next
chapter. The rest of the system adjusts to the channel used by the access
point, so changing the channel used by the access point effectively
changes the channel used by the entire network.

Three security options are available in the lower part of the screen, and
the default option is for security measures to be disabled. It is best to
use this setting initially, since it gives unrestricted access to the system,
making it easy to get it working with the other wi-fi units in the network. It
is important to implement one of the security measures at an early stage
though, especially if the PCs in the network are used for anything where
security is important. This includes online ordering of goods and services,



In§tallati_on and securit_y

| DR T R 1 ]
- ER e o ook - ____"'

LY, J‘_ﬂ‘:sllm - en;’éi;’:'.(:ﬂn' ‘:’E

L ta i
G g Pwenwe v B Samivcied 8. 7 Sl &

NETGEAR Wireless ADSL Firewsll Router DOLILD

<

B ]
O nere Whvwss cors Pumt
D m e out oty BOO°

Wi St e U Acowes List |
Sty Oy
@ st

B VP et € aumnamnt Psert
© APAPB S Pramend Mses Sre et Kuew

P recuny tacrwen

caaon T I
Encrston Bowne ICE K]
O Y )
vz @ f
sore [ Jl

Lapwp] comest |

=

Fig.5.8 Selecting WEP security produces further options

online auctions, Internet banking or other online financial dealing, and
private correspondence.

WEP

The original and most basic form of wi-fi security is called Wired Equivalent
Privacy, or WEP This has been used with wi-fi equipment from the outset,
and it is based on an encryption and decryption technique. The idea
was to make wi-fi links as secure as the wired variety, and it is from this
that the name of the system is derived. For WEP to work it is necessary
for each wi-fi unit to have it enabled and to use the same key. The key is
a large number used in the encryption and decryption process, and it is
the WEP equivalent of a password.

An advantage of WEP is that any wi-fi gadget should be capable of using
this security system, regardless of its precise function and which company
produced it. Note that WEP is only used fcr wi-fi links and not for the
wired variety, which are intrinsically more secure. Evenwhere a network
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Fig.5.9 The WPA key is entered in the textbox

has a mixture of wired and wireless links, WEP security will only be used
for the wireless links. Also note that the encryption and decryption
process will reduce the speed of data transfers.

The level of security obtained depends on the number of bits used by
the encryption process. Older equipment sometimes supports nothing
beyond 64-bit operation, but modern wi-fi devices support at least 128-
bit encryption. Obviously you should use the highest level of encryption
that your equipment supports, but note that all the devices must use the
same level. If some devices support 256-bit operation while others offer
no more than 128-bit encryption, the whole system has to use 128-bit
encryption.

Inthe DGB34G setup program, the bottom section of the page changes
when the WEP option is selected, with some new menus and textboxes
appearing (Figure 5.8). One of the menus offers 64-bit or 128-bit
encoding, and provided the other wi-fi units support it, 128-bit encoding
should be used. The encoding type can be either Open System or Shared
Key, and all units in the system must use the same setting. In this case
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Fig.5.10 Addresses can be blocked using this page

there is an automatic option as the default. This can be changed to one
of the other settings if automatic operation fails to work properly.

A WEP key can be generatad by typing ashort phrase into the appropriate
textbox and operating the Generate key. Four keys are produced for 64-
bit operation, but only one is generated for 128-bit encryption. The key
will usually be in hexadecimal, which means that it will be comprised of
numbers from 0 to 9 plus the first six letters of the alphabet (Ato F). Ifit
is generated in the form of a hexadecimal number by the access point’s
software, make sure that the software for your wi-fi adaptors is set up to
accept the key inthe same form.

WPA

While WEP is adequate to keep casual hackers out of a home or small
business network, it is vulnerable to determined hackers armed with the
appropriate tools. This deterred larger business users from installing wi-
fi links in their networks. With systems carrying sensitive information
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]
Fig.5.11 This page is used to edit or add firewall rules

that could be worth millions to competitors, it was clearly not a good
idea to use links that were anything less than totally secure. The
equipment manufacturers' answer to this problem was a new and
improved form of security called WPA-PSK (Wi-Fi Protected Access Pre-
Shared Key). These days it is often just called WPA.

In this example there is a WPA-PSK security option, and selecting it
produces a textbox (Figure 5.9) where the net key is added. This must
be at least 8 characters, and can be up to 32 ASCII characters (numbers,
letters, etc.) or up to 64 hexadecimal digits (0 to 9 and A to F). One
reason for the better security provided by WPA is that the user enters the
same key when setting up the network, but the key used for encryption
and decryption is periodically changed by the system. The idea is that it
is more difficult to find patterns that give away the key ff it is changed
from time to time. Also, by the time a hacker has found a key it is likely
that the system will no longer be using it.

It is clearly a good idea to use WPA where it is felt that the basic security
provided by WEP is inadequate, but there can be practical difficulties in
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Fig.5.12 This page is used when defining your own firewall rules

using WPA. The obvious one is that it is not part of the original wi-fi
scheme of things, and it is not available with all wi-fi units. Note though,
that it might be possible to add this facility via a firmware download.

802.11i

WPA was produced by the Wi-Fi Alliance rather than by the IEEE, and as
such it does not form part of any 802.11 standard. The IEEE has worked
on the problem of security, and its solution to the problem is known as
802.11i, but this is not a wi-fi standard of the same type as the other
802.11 standards. It is concemed with security and not with frequencies,
transfer speeds, and the like.

Commenting on 802.11i is difficult because it seems to be used to a
limited extent at present. Although this standard has been in existence
for some time, the number of wi-fi units that are equipped to use 802.11i
still seems to be relatively limited. It should be animprovement ccmpared
to both WEP and WPA, and is the obvious secunty system to use provided

5
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S AL

cans for access points

Fig.5.13 The program s

your equipment supports it. Bear in mind that a security measure such
as this is only usable if every wi-fi gadget inthe system supports it. Where
optimum security is of paramount importance it clearly makes sense to
obtain equipment that does support the 802.11i standard, if possible.

Other settings

There will probably be other types of setting available via the configuration
program, and there could be large numbers of them if the access point
includes features such as a built-in modem and firewall. Most of these
can simply be left at the default settings, and you should definitely not
“play” with them. It is worth investigating any firewal settings, and it
might be necessary to adjust these in order to get everything working in
a fashion that suits the way you use the Intermet. Even if the default
settings prove satisfactory, there could be some useful additional features
available from the firewall.

The DG834G has the ability to provide some basic content filtering. It
can be set to block sites that contain a certain text string in the domain
name, or it can block specified addresses (Figure 5.10). A specified PC
in the network can be given access to the blocked sites. Further control
over the firewall is provided by the Firewall Rules page (Figure 5.11).
The existing rules can be edited and it is also possible to add your own
(Figure 5.12). It sometimes necessary to add rules or alter the existing
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Fig.5.14 The Statistics section includes a graph showing the amount
of data that has passed through the link

rules in order to make firewalls work successfully with services such as
video conferencing, and some peer-to-peer file sharing systems.

Adaptor installation

Installing a wi-fi adaptor is usually more straightforward than installing
an access point, because the adaptor is much more limited in scope

| "B NETGEAR Sman Wizard Wireless Uslity B
Sefngs Networks Stabistcs About
ﬁ N ETG E A R Selected Adapler ]
EXSmRbaly™s Gom v [NETGEARWGIZTB02 T1g Whrsles USBZ S Adapler |
Device
Regional Domam Harware not support
Derser Vession 10095 1000
Derver Doter Nov 28. 2003
MAC Address. 00 €3 5B A2 2AA7

Fimweve Version 20-0304N0020300

1P Address: 19216803
Sman Wizard Wiretess Uniny
Vergion 2020 Cate Dec12. 2003
_ B | Clase

Fig.5.15 This section gives Information such as the firmware version
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An access point is “its own boss®, and often acts as much more than just
an access point. A wi-fi adaptor is just an ordinary peripheral, and it is
essentially just a wireless version of an Etheret port. Unlike an access
point, a wi-fi adaptor is installed in the normal fashion, it will use device
drivers, and it will have an entry in Device Manager.

Before installing any PC add-on it is advisable to check the manufacturer's
web site for updated drivers. Most device drivers seem to go through
various changes during the lifetime of the supported products. Follow
the installation instructions “to the letter”, especially when dealing with
USB devices, which can be a little pernickety.

Note that it is not necessary to remove an Ethernet card or switch off a
built-in Ethemet port in order to install a wi-fi adaptor. The two can
successfully coexist in the same computer, but obviously you should
only use one or the other to connect to the network. There is a slight
advantage in removing or switching off the Ethemet port. Leaving an
Ethemet adaptor installed and operational results in the computer's
resources being consumed by a port that is not used. On the other
hand, having a working Ethermet port in each PC and a long network
cable is useful insurance. If a wi-fi link becomes troublesome, a wired
connection can be used until the problem has been sorted out.

Control program

Double-clicking on the adaptor's entry in Device Manager will bring up a
properties window, and this might have sections that give control over
such things as the default channel, the country setting, and the network
type. Clearly this is very useful, but it is not used for everyday control of
the adaptor. There will be a control program that scans the band for
access points and will automatically connect to the network if it finds the
correct access point. This might be the only means of controlling the
adaptor. The control programs are all different, but some basic features
are common to all of them.

Figure 5.13 shows the control program for the Netgear WG121 802.11g
wi-fi adaptor. This program has four sections, and the four tabs near the
top of the window are used to switch between them. The Networks
section is shown in Figure 5.13, and this scans for networks and lists
those that are found. In this case just one network has been located.
The information on this page shows that it is operating on channel 11, it
is being received at full strength, and that the connection is operating at
the full 54Mbits per second. It also shows that this network is not using
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Fig.5.16 As one would probably expect, the Settings section is used to
control the operating mode and other important settings

any form of security (encryption). Two of the buttons at the bottom of the
screen enable the band to be scanned again, and the PC to be connected
to the selected network.

The statistics page (Figure 5.14) provides information such as the number
of packets that have been received. There is also a display that provides
a graph showing the amount of activity, and a bargraph that shows the
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Fig.5.17 This control program includes a “passphrase” facility
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Fig.5.18 802.11b and 802.11g modes are both enabled by default

percentage of the adaptor's capacity that is being used. The About
section (Figure 5.15) just gives some basic information about the adaptor,
such as its firmware version and driver details. This information will be
needed if you look for updated drivers or firmware on the manufacturer's
web site. Note that details of the current drivers can be obtained from
the relevant section in Device Manager, but the firmware version is unlikely
to be included here.

The Settings section (Figure 5.16) is an important ore that controls a
number of vital parameters. You can select Infrastructure mode for
operation with an access point, or Ad Hoc mode for direct connection to
another PC. The ability to define profiles is a standard feature, and one
that is supported by this software. The idea is to have a profile defined
for each network that you use. You can then switch from one network to
another by selecting the appropriate profile,

Obviously a desktop PC will normally be used with a single network. It
could still be useful to define a profile for that network. f there should be
other networks within range, the program will automatically connect to
the one for which there is a profile, and it will ignore the others. If
encryption is introduced at an access point it will be necessary to set the
same encryption in the profile for that access point. In this example it
was WEP encryption that was activated at the access point. WEP
encryption with the same network key must therefore be activated on
this adaptor, and the others in the system.
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Fig.5.19 This control program also scans for access points

WEP is actually the only security option offered by this adaptor, and the
others inthe system. This renders the WPA option at the access point of
no practical value. In order to activate WEP encryption at this adaptor it
is necessary to first tick the Use WEP Encryption checkbox. Then 64-bit
or 128-bit operation is selected using the small pop-down menu. Like
the access point, this adaptor is made by Netgear, and it offers the same
“passphrase” method of entering the net key. It is just a matter of
operating the upper radio button and entering the same text string that
was used at the access point. The software then converts this into the
appropriate key and enters it in the text box (Figure 5.17). Manual entry
of the key is also possible, Operate the lower radio button and type the
network key into the textbox.

Operating the Advanced button brings up another window that offers
further settings (Figure 5.18). There is probably little here that can be
usefully altered though. The two checkboxes enable 802.11b and
802.11g operation to be enabled or disabled.

Another PC in the example network has a generic PCI adaptor, and this
also has software that can scan for access points (Figure 5.19). Inorder
to make a connection to a network it is just a matter of selecting its entry
in the main part of the window and then operating the Connect button. It
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Fig.5.20 This window is used to enter the WEP key

will be necessary to enter the network key if the access point uses WEP
security (Figure 5.20). In this case there is no *passphrase” option, and
it is a matter of selecting 64-bit or 128-bit operation and then typing the
key into the textbox.

The software has support for profiles, and a new profile can be added by
selecting a network and then operating the Add Profile button. If WEP
security is used, it is necessary to add the network key into the window
that pops up. However, the key is stored as part of the profile, and the
network can be accessed thereafter without having to enter the key again.
The newly added profile should be listed on the appropriate page of the
program (Figure 5.21).

Sharing

With the access point set up correctly, the wired and wi-fi links in place,
and everything working nicely, the network is in a sense fully operational.
As things stand it has only one minor drawback, which is that it is not
possible to share any resources such as files and printers. The resource
sharing facilities built into any modern version of Windows are sufficient
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Fig.5.21 A facility to use profiles is included

for most users, so there should be no need to buy any networking
software. However, it is essential to get Windows set up correctly in
order to get the network to do anything useful.

When Windows is configured and set up comectly, the shared resources
can be used on any PC in the system in the same way as if they were
actually part of that PC and its peripherals. Shared files and folders on
other computers, for example, can be accessed using Windows Explorer,
or via the standard file browsers built into applications software. They
appear in the My Network Places folder, but not all the files and folders
onother PCs inthe network will appear here. Resources are only shared
if they are specifically designated as shared resources.

Although most programs will use shared files and folders just as if they
were on alocal drive, there are actually a few applications programs that
will not use them, or will do so in a restricted fashion. Sometimes
restrictions on the use of shared files are due to security issues. Inother
cases it is simply that the speed of the network is inadequate. For
example, buming a CD-ROM using data obtained via a wi-fi link might
provide an inadequate flow of data, even at fairly low bum speeds. In
order to burn a CD-ROM using data obtained over the network it would
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probably be necessary to copy the data to a local drive first. It would
then be transferred to a CD-ROM from the local drive, after which the file
on the local drive could be deleted.

Disc sharing

Although it would in many ways be easier if all the hard discs in the
system were shared in their entirety, this is definitely not considered to
be a good idea. Itis actually much easier to use the network if files that
will be shared are kept in a few special folders. This makes it easy and
quick to find the files that you require. With access to all the folders on
every hard disc in the network it could take a long time to locate the
particular files you require. The sheer number of files and folders would
make finding the right files a bit like *looking for a needle in a haystack”.
Another important point is that users of the system will probably not wish
to make all their files available to the network. Most of us would prefer to
keep most files private and only share certain material.

Itis particularly important not to share all the files and folders if the network
has an Intemet connection, which in practice means practically every
network. The problem with sharing everything in the system, or even
large parts of the system, is that it makes life very easy for anyone who
manages to hack into the network. With large-scale or even total access
to the system, they will probably be able to steal any files that take their
fancy, and damage any files at will. For security reasons it is best to
share the minimum amount of files and folders that permits the network
to be used efficiently.

Naming

Each computer in the network has to be given a computer name, and
each group of computers has a workgroup name. The computers will
appear in file browsers under their computer names, and will look much
the same as folders. On opening the “folder” for a computer on the
network you will only see files and folders that have been designated as
shared resources. All otherfiles and folders on the computer are invisible
to the network, and they can not be accessed by other computers in the
network. Workgroup names are only of significance when workgroups
are networked, but each workgroup must always be named.

When selecting names it is essential to choose a different name for each
PC. Apart from the fact that having two computers operating under the
same name would be confusing for users of the system, it more or less
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guarantees that the network will not operate reliably. Having two PCs
operating under the same name would be equally confusing for Windows!
The names can have up to 15 characters, which should be letters and
numbers. Spaces are not permitted, but the underline character can be
used. Therefore, naming a PC "My Old PC" would not be allowed, but it
could be called "My_Old_PC". Although up to 15 characters can be
used, it is more practical to settle for a maximum of eight or so. Use
names that will enable every user of the network to easily associate each
name with the PC it represents.

Network Setup Wizard

Setting up a normal network is largely automatic when using Windows
Vista. The easy way to set up networking on PCs running Windows XP is
to run the Network Setup Wizard. This is buried quite deep in the menu
structure, but it can be accessed by going to the Start menu and then
selecting Programs, Accessories, Communications, and Network Setup
Wizard (Figure 5.22). The Windows XP and ME versions are slightly
different in points of detail, but they are very similar. The Windows XP
version is used as the basis of this example.

The initial page (Figure 5.23) simply gives a brief explanation of what the
Network Setup Wizard will do. The next page (Figure 5.24) provides an
opportunity to obtain background information from the Help system. It
also explains that everything in the network must be fully installed,
connected together, switched on, and ready to use. The wizard will not
help with such things as setting up an Intemet connection or installing
device drivers for Ethernet or wi-fi cards. It just sets up the network once
installation has been completed.

On the next page (Figure 5.25) the setup process starts, and the wizard
has detected a shared Intemet connection. This is actually provided by
a combined access point, router, and ADSL modem. A different Intemet
connection can be selected or the existing one can be used. Inthis case
there is no altemative available, and the existing Intemet connection has
to be used. On the following page (Figure 5.26) the computer is given
the name that will be used for it on the network, and a brief description
can also be added here.

The network (workgroup) name is provided at the next page (Figure
5.27), or you can simply settle for the default name (MSHOME). This
completes the setting up process, and a page that shows the selected
settings is displayed (Figure 5.28) when the Next button is operated.
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Fig.5.22 The Network Setup Wizard is deep in the menu structure

Network Setup wizard = 7 T

Welcome to the Network Setup
Wizard

This wizard will help you set up this computer ta run on your
network With & network you can

* Share an internet connection
* Setup Internet Connection Firewall

* Share files and folders
* Share a pnnter

To continue. click Next

EES fiesnned | Ao

e e —— i}

Fig.5.23 The Network Setup Wizard starts with the usual Welcome
page
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Network Setup wizard

Betore you continue.

Betore you continue, review the Chackiistlor creating g netaart
Then, complete the folfowing steps.

* Instell the network cards, modems and cables.

* Turn on all computers, printers. and extemal modems.

+ Connectio the Intemet

When you click Next, the wizard will : earch tor a shared intemet connection on yout nework.

< Back Next > Cancel J |

Fig.5.24 This page gives easy access to the relevant parts of the Help
system

Network Setup Wizard R

Do you want to use the shared connection? I

The wizerd found & shared Intemet connection on the computer *Uinknown intemet Connection Shanng
device *

Do you want to use the existing shared connection for this computer’s intemet access?

@ Yes. use the exsting shared connection for this computer's Internet access (recommended)
¢ No let me choose another way to connect to the Intemet )

|
i
< Back ‘ Next > ] Cancel | J

Fig.5.25 The wizard has detected a shared /ntérnet connection
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Network Setup Wizard =39

Give this computer a description and name.

Computer description. _

Examples: Family Room Computer or Monica's Computer

Computer name: [MYMAJNPC
Examples: FAMILY or MONICA

The current computer name is MYMAINPC

Leam more sbout compiter names and descnotons

< Back I Next > l Cancel J

Fig.5.26 Use this page to name the computer and provide a
brief description

Network Setup Wizard ot

Name your network.

Name your network by specitying & warkgroup name below, All computers on your network should
heave the same workgroup name.

Workgroup name: _

Examples: HOME or OFFICE

< Back I Next > I Cancel ‘

Fig.5.27 Here the narmne for the workgroup is entered in the textbox
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Network Setup Wizard ; .

Ready to apply network settings. ..

The wizard will apply the following seftings. This process may take a few minutes 10 complete and
cannot be interrupted.

Seftings - .
finternet connection setings: =

Connecting via ICS through: Unknown Interset Connection Sharng device

Network setings:

Computer description: Main PC runnirg XP
Computer name: MYMAINPC
[Workgroup name: MSHOME

To apply these seftings. click Next

< Back I Next> | Cancel J

——— e

Fig.5.28 This window enables the selected settings to be reviewed

Network Setup Wizard 1 i
You're almost done... @

i You need to run the Network Setup Wizard once on each of the computers on your network. To

\/ run the wizard on computers that are not running Windows XP. you cen use the WindowsXP CD
o1 a Network Setup Disk.

‘What do you want to do?

@ Create 8 Network Setup Disk

(" Use the Network Setup Disk | alrzady have

C Use my Windows XP CD

" Justfinish the wizerd: | don't need 10 run the wizard on other computers

Next >
=1

Fig.5.29 There are various options for setting up the network on the
other PCs in the system
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Completing the Network Setup
Wizard

You have successhully set up this computer for hame or small
office networking.

For help with home or small office networking, ses the foliowing
topics in Heip and Suppont Center

To see other computers on your network click Sent end then click
My Network Places

To close this wizard, cfick Finish

<Back |_lesh I

Fig.5.30 The wizard confirms that the process has been completed

Windows then does some reconfiguring of itself before displaying the
page shown in Figure 5.29. This gives various options for setting up
networking on the other PCs in the system. You can simply exit the
wizard if the other PCs in the network are running Windows ME and/or
XF. and then run the Network Setup Wizard in the usual way on those
PCs. Finally, the page shown in Figure 5.30 confirms that the process
has been completed.

Sharing folders

A network is only worthwhile if some resources are shared, but it is not
essential to have shared resources on every computer in the network.
fn order to share the resources of a computer it is necessary to have the
appropriate type of sharing enabled. Windows XP Home has a new
system of file sharing called “simple file sharing”, and this is the default
setting for Windows XP Professional. Simple file sharing can be turned
off in Windows XP Professional by double-clicking the My Computer
icon on the desktop, and the selecting Folder Options from the Tools
menu. Left-click the View tab and then scroll down the list in the main
part of the window until you find the entry that reads “Use simple file
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General View |File Types _ Offline Files

Folder views
‘You can apply the view (such as Details or Tiles) that ycu
=~ are using for this folder to all fotders
[ Apply to All Folders | Reset All Folders

Advanced settings.

Hide protected operating system files (Recommended) Al
[ Launch folder wmindows in 5 separate process
_d Managing pairs of Web pages and folders

® Show and manage the pair as a single file

O Show both parts and manage them individuatty

O Show both pants but manage as a single fite l
Remember each folder's view settings
O Restore previous tolder windows atlogon l
O Show Controt Panel in My Computer
| O Show encrypted or compressed NTFS files in color
Show My Documents on the Desktop
Show pop-up descnption for folder and dasktop tems _
Use simple tile sharing (Recommended) -

! .

Restore Defaults l
4

ok | ceweel |

Fig.5.31 The “Use simple file sharing” option is suitable for most users

sharing (Recommended)” (Figure 5.31). Remove the tick from its
checkbox and then operate the Apply and OK buttons. For most purposes
the default setting will suffice, and it is assumed here that the simple file
sharing method is used.

In order to share a folder, first locate it using Windows Explorer, and then
right-click on its entry. From the pop-up menu select Properties, and
then operate the Sharing tab in the properties window (Figure 5.32).
Place a tick in the “Share this folder on the network” checkbox in order
to make the folder available to the network. By default, the contents of
the folder can be read via the network, but they can not be altered. Full
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2 x|

General Sharing ICustomizeI

Local sharing and security
To share this folder with other users of this computer only,

drag itto the Ehared Documents foider.

To make this folder and its subfolders private so that only
you have access, select the following check bax.

r

Network sharing and security

4 To share this folder with both network users and other users
b of this computer. select the first check box below and type a
share name.

[v Share this foider on the network |

Share name: {ﬁ-iOTOS {

[¢ Allow network users to change my files

Learn more about sharnng and security

[ ok | coes |

Fig.5.32 Use this window to enable sharing of a folder

access to the folder can be provided by ticking the “Allcw network users
to change my files" checkbox. The folder can be shared under its normal
name, or a different name can be typed into the Shared name textbox.
Operate the Apply and OK buttons to exit the window and make the
changes take effect.

Essentially the same method is used to share a complete disc. However,
onentering the Sharing section of the disc's Properties window you obtain
a warning message (Figure 5.33). If you wish to continue anyway, left-
click the link text and the properties window will then change to the normal
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2] x])

General | Tools | Herdware Sharing

To protect your computer irom unauthorized access. sharing the root of
a drive is not recommended.

rstand the risk but

[ ok Cancel |
[

Fig.5.33 This warning message appears if you try to share a disc

sharing type. It can then be shared in the same way as a folder (Figure
5.34), but in most circumstances this method of sharing is definitely not
agood idea.

Sharing operates in a different fashion with Windows Vista. The normal
file sharing window only permits sharing with specified users that have
an account and password on that PC. Operating the “Network and
Sharing Center” link produces the window of Figure 5.35, where file and
folder sharing over a network can be enablec.
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i 2 x|
General | Tools | Hardware Sharing \ J
1
|
i

Local sharing and security

To share this folder with other users of this computer only, { i
drag it to the Bhared Documents folder.

To make this folder and its subfolders private so that only |
you have access, select the following check bax. i l

: !
1

|

|

{

r |

Network sharing and security

To share this folder with both network users and other users
==  ofthis computer, select the first check box below and type a i
share name. |

[T Share this folder on the network I

—-

r

Learn more about shanng and secunt,

_LL_ OK I._ Cancel J I

Fig.5.34 A disc can be shared, if you are prepared to accept the risks

Network Places

Having shared a disc or folder, the shared resource can then be added
to the Network Places of any PC that will need to access it. In Windows
XP start by double-clicking the My Network Places icon on the desktop
or select the My Network Places entry in the Start menu. The PC used
for this example already has a couple of network places added (Figure
5.36), but when starting “from scratch” the right-hand section of the My
Network Places window will be blank. Left-click "Add a network place”
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Fig.5.35 This window allows file and folder sharing over a network

in the upper left-hand section of the window, which will launch a new
window. This is just a Welcome screen (Figure 5.37), so operate the
Next button to move on to the window of Figure 5.38.

Windows will search for new network places, but it will not find very much.
Consequently, you have to choose the option that lets you specify a
network location. This moves things on to the window of Figure 5.39,
where it is advisable to operate the Browse button and then use the file
browser to search for the new network place. The browser provides
access to all available parts of the network, and the required PHOTOS
folder on Mymainpc was easily located (Figure 5.40). Having selected
the correct folder, operate the OK button and the network address will
be added to the textbox i the main window (Figure 5.41).

A name for the new network place can be added in the textbox at the
next window (Figure 5.42), or you can settle for the suggested default
name. The next window (Figure 5.43) simply informs you that the task
has been completed. Tick the checkbox if you wish to open the newly
added folder in Windows Explorer when the Finish button is operated.
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Fig.5.36 The My Network Places window

dd Netvyork Place Wizard | x

Welcome to the Add Network Place Wizaid

This wizard helps you s1gn up for & senice that offers onlime storage space Y
can use this space 1o store, organize. and share your documents and picture
using only 8 Web browser and interet connection

‘You cen aiso use this wizard 10 create a8 shortcutto & Wet site an FTP sfe or
other network locetion

To confinue, dick Ned

Nert> Cancel

Fig.5.37 The Welcome screen for the Network Places Wizard
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b

Add Network Place Wizard ~ i I

i“.,,

Where do you want lo create this network place?

Select a serce provider It you do not have a membership with the piovidés you select the wizard will help you
create an account To just creste a shortomt click "Choose another network ocation.”

Senice providers:
B ' ] MSN Communities

| %

s

<« Back | Next> l Concel

Fig.5.38 Windows is unlikely to find the location you require

Add Network Place Wizard ~ - Ras x|

Whal is the address of this network piace?

‘6}!
Type the address of the Web site FTP site. or network location that this shogcut will open
Intemet or natwork 8ddress
i Browse J
. —_——
/1w §Q1 ampies
<Back | Cancel

3

i-'/'g.5.§9 Use the Browse butto; to_search for the r_equired folder
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The new network [ 71|

place can be easily

accessed using Select the network location you want to conrect to:
Windows Explorer or I
the standard = = Sy "
Windows file browser | & (Y Merosoft Windows Netwark =
built into most T ShE ]

application programs. ) : 3 Mwa'nf:zc l
As one would expect, ' 5 P

it will be found in the < Shared

My Network Places & 2 SharedDocs l
folder, together with -« Prnters and Faxes =
any other network ! @ ¢ Stakpe

places that are 8 o mp3on 2GHz AMD PC (Stakpc) | [
installed. In Figure L] - i »]

5.44 the PHOTOS

folder has been Make New Folder | oK I Carcel | '

Fig.5.40 The required folder has been found

Add Network Place Wizard L1 5 T x

Whal is the aditress of this network place? T
Type the address of the Web she, FTP site. or network location that this shorcut will open
Inteinet or network address

MWhymanpAPHOTOS 1 Browse

A

< Back = Next> Cancel

Fig.5.41 The correct folder has been selected
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d Network Place Wizard a ), . 73 x

What do you want 1o name this place?

Create a name tor this shoricut thet will help you easily identily this network place

WWymeainpcPHOTOS

Type a name fot this network place:
Pt on Main PC

< Back I Nest > l cel

Fig.5.42 A name for the network place can be provided here

ad Network Place Wizard s - x

Completing the Add Network Place Wizard

o s stut 2ated thr « placer

A shoriaut tor this place will appear in My Network Place:

[» Open this network wher h

this wizerd. chick Fintsh

I Firish l

Fig.5.43 This window confirms that the process has been comgleted
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o | E
Files of ype [airFormats - Cancel

Fig.5.44 The shared folder is available in file browsers

located in the file browser of Photoshop CS. It can be opened in the
usual way, and then a file can be loaded (Figure 4.45).

Note that it will only be possible to read files unless you opted to permit
changes to files when setting the sharing options for the folder. If changes
are permitted, it is then possible to change files in an applications program
and save the changes in the usual way. Where permission to alter files
has not been given, it is still possible to load and edit them. The edited
files must be saved to another folder though, so that the original files are
left untouched.

Things are much more straightforward when using Windows Vista.
Selecting Network from the Start menu produces the window of Figure
5.46, which has icons for the main items of hardware in the network.
Double-clicking an icon shows the resources that are available on that
hardware, including any shared files or folders (see G.27 and G.28 inthe
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Fig.5.45 A file from the shared folder has been loaded into Photoshop
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Fig.5.46 The Network window of Windows Vista
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Fig. 5 47 The Pnnters and Faxes window

Colour Gallery). Infile browsers the network is accessed, as one would
probably expect, via the Network entry.

Printer sharing

Ideally a printer should be shared via a printer server so that it is always
available to any PC inthe network. As printer servers are not particularly
cheap, most users opt for the alternative of sharing a printer that is
connected to a PC in the normal way. Windows has built-in sharing
facilities to handle this, but it requires rather more setting up than sharing
folders or a disc. Bear in mind that a printer shared in this way can not
be used when the PC that drives it is switched off. This can mean having
to switch on a PC simply to permit a printer to be used via the network.

The first task is to determine whether the printer you wish to share has
sharing enabled. It will be assumed here that the PCs in the network are
running Windows XP.  Go to the PC to which the printer is directly
connected, launch the Windows Control Panel, and then double-click
the Printers and Faxes icon. This will produce a window something like
Figure 5.47, but its exact appearance will depend on the particular printers
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"hp photosmart 7200 series Properties

BEYE x|
General Shering |Ports | Advencec | Color Management | About |

° ‘You can share this prnter with other users on your network To enable
2] sharing for this printer. click Share this printer

Do not share this printer

@ Share this printer

Share neme: [PhotoPunt ) B |

Drivers
Wt this printer is shared with users running diftererd versions of
Windows, you may want to install additional drvers, so that the
users do not have 1o find the print driver when they connectto the
shared printer.

Addiional Drivers } [ |

Fig.5.48 Sharing is enabled using the appropriate radio button and a
narne for the printer is then added in the textbox

and faxes that are installed on the computer. Any printers that have
sharing enabled will have a picture of a hand included in their icons.

In this example an HP Photosmarnt 7200 series printer will be shared,
and as things stand, it is not set for shared operation. To enable sharing,
right-click the printer's icon and select Shanng from the pop-up menu.
In the new window that appears (Figure 5.48), operate lhe “Share this
printer” radio button, and add a name for the printer in the textbox.

At this stage you can operate the Apply and OK buttons if all the PCs in
the network use the same operating system. Matters are complicated
slightly if you will need to use the printer with a PC that has a different
operating system to the one that is normally used with the printer. A
different operating system will almost certainly require a different set of
device drivers. Where appropriate, these drivers must be installed before
proceeding.
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Additional Drivers - 2%

You can install additional drivers so that users on the folowing
systems can download them automatically when they connect.

Environment ] version I Installed I
O alpha Windows NT 4.0 No
O 1464 Windows XP No
Intel windows 2000 or XP Yes
O intel Windows 95, 98 and Me No
O intel Windows NT 4.0 or 2000 No
{ Cancel

Fig.5.49 A list of the supported operating systems is dicplayed

windows 95, 98 and Me Printer Drivers = x|
s) Please provide a printer driver.
-7
Cancel J

Type the path where the file is located. and then click OK.

Copy files from:

lﬁ 3 Browse. |

Fig.5.50 Indicate the location of the drivers when this window appears
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2 Troubleshoot privng b= ofne
W Gethdp wth prrtng P Laser Jet 4L
0
(=
Ready
o @ hp photosmart 7200 senes
Control Pane
9 Scamners and Cameras m L
€ My Documents Mcrosok Office Document Image
& wyPtres G ™
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Fig.5.51 Its icon confirms that the printer is set as a shared
resource

Operating the Additional Drivers button produces a small window, similar
to the one shown in Figure 5.49. This lists all the available device drivers
forthe printer, and there is a tick inthe checkbox for those that are already
installed. Tick the boxes for any more that need to be installed, and then
operate the OK button. The window of Figure 5.50 then appears, and
you have to direct the installation program to the source for the drivers.
This will usually be the CD-ROM provided with the printer, or files
downloaded from the Internet. Anyway, the usual installation process is
then followed, and you should eventually arrive back at the Printers and
Faxes window, which will show that the printer is set up for sharing (Figure
5.51).

Printer installation

Before a shared printer can be used on another PC, it must be installed
onthat PC. The installation process for a networked printer is different
to that for a local printer (one driven direct from the PC). Startthe process
by going to the Printers and Faxes window in the PC that is accessing
the printer via the network. This has icons for the currently installed
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B Printers and Faxes Nl - . i oy [=]]
Fe EGt Wew Favortes Tooks Hep
Qback Sexch |~ Foiders -

Address [, Priters and Faxes Ml [

°
Printer Tasks 2 Loy d (2} e

aTw hp Laser)st HP Laserlet 4t
Add a printer L= PostScr 1000

Set up faxing

See Also #

Troubleshoot prmbng
Get help with prnting

Other Places &

0 contolPanel
D Scaners a3 Cameras
&) My Dacuments

My Pictuses

My Computer

Detaits »

4 objects
Fig.5.52 At this stage there is no icon for the Photosmart printer

Welcome to the Add Printer
Wizard

This wizerd helps you install 8 printer or make printer
connections

you have a Plug and Play printer that connects
through & USB port (or any other hot pluggable port
such as IEEE 1394 intrered. and so on). you do nat
need 10 use this wizerd Click Cancelto close the
wizard. and then plug the printer’s cable into your
computer or point the printer toward your computer's
infrared port and tum the printer on. Windows will
automatically instail the printer for you

=

To continue. click Next

l Next> I Cancel

Fig.5.63 The Welcome screen of the Add Printer Wizard
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Local or Network Printer
The wizard needs to know which tpe of printer to set up

Select the option that describes the prnter you want to use:

(" Local printer aftached to this computer
|

@® Anetwork prnter, or & printes attached to snother compute

To setup & network prnter thatis not atached o a print server,
~ / use the "Local printer” option.

|
1
< Back Next> Cancel J I

Fig.5.54 The radio button for a network printer is selected

rooprimer wzwrd |

Specity a Printer 4
it you don't know the name 01 address of the printer. you can search for a printer that meets

your needs.

What printer do you want to connect to?
@ Browse for a printer

(" Connectfo this printer (0r to Drowse for a printer, select thi option and click Next):

Name:
Example: \\senenprinter

¢ Connectto a printer on tha irtemet or on @ home or office retwork.

vRL |

Example: http//server/printers/myprinter/printer

< Back | Next > l Cancet I

Fig.5.55 Specify a printer or use the browse option
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Add Printer Wizard e

Browse for Printer
When the list of printers appears. select the one you want 1o use '

Printer. [\STAKPCWp photosman 7200 sefies [

Shared pnnters

| & WYMAINPC\hp LaserJet 100 hp LaserJet 1000 al
& WYMAINPOHP LaserJet 4L HP LaserJet 4L i
& WSTAKPC\HP DeskJet 1220C HP DeskJet 1220C Prnter
& \WSTAKPC\HP DeskJet 1220C HP DeskJet 1220C

& \STAKPC\HP LaserJetdl  HPLaserdetdi

& \\STAKPC\hp photosmart 7200 hp photosmant 7200 series
| & MYMAINPC

|4

Prnter information
Comment
Status Ready Documents waiting 0

< Back I Next > I Cancel |
S— - — —_— e )

Fig.5.56 The correct printer has been found by using the browser

printers and faxes, with no icon at this stage for the Photosmart printer
(Figure 5.52).

Start the installation process by operating the Add Printer link near the
top left-hand corner of the window. This launches the Add Printer Wizard,
and the first page is, as usual, the Welcome screen (Figure 5.53). At the
next page (Figure 5.54) there is the option of installing a local or network
printer, and in this case it is clearly the radio button for a network printer
that is used.

It is then necessary to indicate the printer you wish to install, and it is
advisable to use the browse option here (Figure 5.55). Having located

Connect.to Printer WL, f

Y You are about to connect %o a panter an STAKPC, which wil automatically nstal 3 prns driver ont your machine.
L Printey drivers may contain vruses or Scripts that can be harmful to yous computer. 2 1S important to be certan
that the computer sharng e penter i trustworttry, Would you Jke %0 continue?

-

Fig.5.57 It should be safe to ignore the standard virus warning
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Add Printer Wizard' T U

Detauilt Printer
‘Your computer will always send documents to the detault printer unless you specily ctherwise

Do you want to use this printer as the detault printer?
@ Yes

No

l Next> l

Fig.5.58 The printer can be the default unit if desired

Completing the Add Printer
Wizard

You have successfully completed the Add Printer Wizerd
‘You spedihed the followng printar setting

Name hp photosmart 7200 series on STAK>C
Detoukt No

Lccato

Camment

Ta close this wizard, dlick Finish.

<Be ‘_ Fimsh 1

Fig.5.59 This screen confirms that the networked printer has been
successfully installed
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B oo 1) x

Fle Edt vew Favortes Tools Hep
Qeack ~ Sewch | - Fohders | [Tjilv
Adaress [, Proters and Faxes -] oo

<
[ prioer ok« R e

a ] Genenc hp Laserdet HP LaserJet 4L
Add a printer e Postsen 1000

Set up faxng

See Alko 2 ey

Troubleshoot prnting oY

Get help with prnting

Other Places a

O ConvdParel

D Scawvers and Cameras
My Documents
My Pictres
My Computer

Detais ¥

S objects

Fig.5.60 There is now an icon for the newly installed printer

the correct printer using the browser (Figure 5.56), operate the Next
button. A standard virus warning screen will then appear (Figure 5.57),
but there will presumably be no risk in downloading a driver from one of
your own PCs. Finally, left-click the Yes button to go ahead and install
the device drivers for the printer. There is no need to have the drivers
disc for the printer, because the drivers will be obtained from the network
PC that already has them installed. Note that an error message will be
produced if this PC does not have the device drivers for the correct
operating system.

To complete the installation you must decide whether the newly installed
printer should be set as the default type (Figure 5.58). In other words,
should it be set as the printer that will be used unless Windows is
instructed otherwise? Finally, the page of Figure 5.59 informs you that
the installation has been completed successfully. It is advisable to go
back to the Printers and Faxes window to ensure that an icon for the
newly installed printer is present and correct. In this case everything
has gone to plan and the icon is present (Figure 5.60).



Installation and security

it 20.x
]
Printer l
[ e L I
Name |hp LaserJet 1000 _:J Proserties |
\hp photosman 7200 senes W
Status Acrobat Distiller |
Type Genenc PostScnp Printer |
hp LaserJet 1000 |
Where.  |HP LaserJet 4L !
Comment [~ Pnn to file E
|
Print range Copies :
U |
® Al Number of copies e o | I
— pe—— |
s E [
Al

Fig.5.61 The newly installed printer should be available when using
any Windows apclication that has a Print facility

The printer can then be used in much the same way as if it was a local
printer. Of course, it can only be used whenthe PC it is connected to is
actually switched on. Less obviously, it is likely that “Out of paper”,
“Low ink", and similar status or error messages will appear on the screen
of the PC that drives the printer. This is not very convenient if you are
using a printer that is in a different room on another floor of the building,
but you just have to leam to live with this limitation.

The newly networked printer should be listed when you try to print from
an application program (Figure 5.61). Having selected the printer it should
then be possible to launch its properties window (Figure 5.62) so that
the paper type, print quality, etc., can be selected. The amount of data
sent to a printer can be massive, so results are likely to be obtained
more quickly using an 802.11g or wired network connection. Printing
can be noticeably slower when using a poor quality 802.11b link.

Vista sharing

Printer sharing using Windows Vista follows the same general lines as
sharing using Windows XP, but there are differences in points of detail.
For example, in the Windows Control Panel it is the Printers icon that is
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@ hp photosmart 7200 series on STAKPC Properties’ IR x|l
Paper/Qualty lﬁmshmg| Effects | Basics | Colot I Senices | [
Prnt Task Quick Sets |

[T e rnew Quick Setaams heell B vl Save
Paper Opfions _
f
Sizes: _r
[a4@10%297 mmy v N 210x297mm |
3 Custom. |
Souice is Fnnt Qualny
{Printer Auto Select vl r —
- |Nomal |
Type is:
Y:’ Black renderdpi 600
GG b Coiot input dpi 600
¥ Minimize Margins Colot output Automatic
I hp Dightal Photgraphy .
(‘ﬂ Help

OK l Cance! Help

Fig.5.62 The Properties window can be accessed in the usual way

double-clicked. The iconforthe appropriate printer is then right-clicked,
and the Sharing option is selected from the pop-up menu. This produces
the window of Figure 5.63, where the “Change sharing options” button
is operated. The window then changes to look like Figure 5.64, which is
the Vista equivalent of Figure 5.48. The “Share this printer” checkbox is
then ticked, a network name is entered for the printer, and so on.

Internet sharing

Internet sharing works best with a fast connection that is always on. With
aslow dialup Internet connection it will probably not be worthwhile sharing
aconnection. Intheory it enables all users to access the Internet at any
time, but in practice the Internet connection will probably not be left
permanently switched on. Because voice and Internet calls can not be
handled simultaneously, a connection to the Internet is normally made
only when it is actually needed.
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5 HP Photosmart 7200 Series Properties 2
_ Secusty ) ] Device Settings About
General Shanng Pots | Advanced | Color Management

¥ you share thes prirter. only users on your netv:ork with a

ﬂ usemame and password for this computer canpnrt to t. The
prnter wil not be avasable when the computer seeps. To changs
these settings, use the MNetwork and Shardng Cear,

{ s Cha-nge shanng options |

Drvers

{ T=
oK Cancel

| LaacOs ) Conow

Fig.5.63 The Sharing section of the Printer Properties window

Another factor to bear in mind is that sharing a 56 kilobit per second
Internet connection provides each user with very little bandwidth. If one
user decides to download a large file, the other users could find that
their Internet access is effectively blocked. Each PC having its own
modem is in many ways a more practical solution. Users have to take it
in turn to access the Internet, but they do at least have a reasonable
connection speed while they are online.

There is a minimal speed problem when sharing a broacband Internet
connection. With (say) an ordinary one or two megabit ADSL connection,
even with four or five users, each person would have an effective
bandwidth of just over 2C0O and 400 kilobits per second respactively.
This is still many times the speed of a 56 kilobit per second dialup
connection.
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l @3 HP Photosmart 7200 Series Properties X

Securty i Device Settings About
General Sharng Ports Advanced | Ccior Maragemeni
¥ you shane this pnter. only users on your network with a
Z8W')  usemame and passaond for this computer can prnt 10 . The

prrter will not be available wher the comouter sizeps. To changs
thesa satings. use the let and Shanng Canter

Share ihis pririer

Dnvears

¥ this prnter is shaned with users unring different versions of
Windows. you may want io install addtional ddvars. so tha: the
users do not havs to fnd the pant anvar when they connect io
the shared printer

Adationa Davers

oK Cancel

vt

Fig.5.64 This is the Vista equivalent to the XP window of Fig.5.48

As explained in earlier sections of this book, the best way of sharing
some form of broadband Intermet connection is to use a router connected
to a broadband modem, or a combined router and broadband modem.
Inawi-fi context it is more likely that a combined access point, broadband
modem, and router, or equivalent separate units, would be used. With
this method the unit containing the modem is left turned on all the time,
making an Internet connection permanently available to any PC in the
system. There is no need to set up Internet sharing on any of the PCs in
the network. With the equipment set up correctly and running, Windows
will automatically find and use the Internet connection. The sharing
process is not readily apparent to users, with each one appearing to

have their own Internet connection.
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Realtek RTL8139/810x Family Fast Ethernet NIGE x|

General | Advanced Dnver IResourcesi Power Management

Hg Realtek RTL8139/310x Famity Fast Ethernat NIC

Driver Provider Realtek Semiconductor Corp.

Driver Date: 13/04/2004

1
Dnver Version: 5.612.413.2004 1
Digital Signer: Microsoft Windows Hardware Compatibility Publis

Driver Details. l To view details about tha driver files

Update Driver I To update the driver for this device.

Roll Back Driver l 1 the device feils after updating the driver. roll back
t0 the previously installed dnver

Uninstall J To uninstall the driver {Advenced).

OK Cancel J

Fig.5.65 A Roll Back Driver option is available in Windows XP

Alternative method

Another way of implementing sharing of a broadband Internet connection
is to have a broadband modem connected to one of the PCs in the
network, and for the other PCs to access the Internet via this PC. There
are two drawbacks to this method. One is simply that the internet
connection is dependent on the PC that is connected to the modem
being operational. Switch off that PC, and all the other computers in the
network lose their Internet connection. The other problem is that heavy
use of the Internet could place a significant drain on the resources of the
PC connected to the modem. Software is used to effectively turn the PC
into a router.
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Realtek RTL8169/8110 Family PCl Gigabit Ethernet NIC (NDIS ... | §- |s3s)
| General | Advanced Drver Dd& | Resources | Power ;,:1anagément>

:g Realtek RTL81659/8110 Family PCl Gigabtt Etheme:
- NIC {NDIS 6.C}

Driver Provider:  Microsoft

Dnver Date: 21/06/200

Drver Version: £.1837.926.200¢

H

Digtal Signer: microsoft windows l

L Dnver Detais I To view detais about the driver files. ‘
Update Dnver... To update tha driver sofiware for this davice. i

f the device fails after updating the drver, roll
back to the previously install=d driver

Drsable | Disables the sel=cted device

all the \
Uninstai To uninstali the driver (Advanced)

Fig.5.66 Windows Vista also has a Roll Back Driver facility

Another point to bear in mind is that the PC connected to the modem, if
fitted with a wi-fi adaptor, does not become a wireless access point. It is
just another PC in the network. The Internet connecticn is just another
shared resource, much like a shared printer. Therefore, in order to wi-fi
enable the network you will still require an access point.

This software method of sharing an Internet connection has little to
recommend it, and | would never use it. The normal reason for using
this method is to permit an existing USB modem to be used, rather than
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buying one with an Ethemet port or using a combined modem and router.
With the current low cost of computer hardware, any small additional
expense with the hardware method would seem to be well justified.

Anyway, if you should decide to use this method, Windows ME has an
Internet Connection Sharing Wizard that makes the process as
straightforward as possible. This is not usually installed as a standard
part of Windows ME, so you will probably have to go to the Control
Panel and double-click the Add-Remove Programs icon. Operate the
Windows Setup tab and then highlight the entry for Intemet Tools. Operate
the Details button so that the individual tools are shown, and tick the box
for Internet Sharing. Operate the OK buttons and the required wizard
will be installed and run. The Windows installation disc is required to
complete this task.

With Windows XP and Vista there is more than one way of tackling Internet
connectionsharing. Probably the easiest way is to set up the network in
the appropriate fashion when running the Network Connection Wizard
on each computer. The wizard can be run again in order to change the
network's configuration if you did not opt for connection sharing when
initially setting up the network.

Firmware upgrades

With the system “up and running” it is advisable to check the relevant
manufacturer's web sites from time to time in case there are any driver
or firmware updates. These are often needed in order to sort out minor
problems that become apparent when the products are used in earnest
by thousands of users. In some cases there are definite faults in the
original software or firmware.. Often the problems are more obscure,
and typically they only occur when certain combinations of hardware or
hardware and software are used.

Where a network is running well it is not necessarily a good idea to install
firmware updates, but it is probably as well to install any improved drivers
that are available. There is little risk involved in using updated drivers,
and the Roll Back Driver feature of Windows XP makes it easy to retumn
to the previous drivers if the new ones should prove to be problematic.
The Roll Back Driver facility is accessed by going to the relevant entry in
Device Manager, right-clicking it, selecting Properties from the pop-up
window, and then operating the Driver tab in the Properties window. Then
operate the Roll Back Driver button near the bottom of the window (Figure
5.65). Windows Vista has essentially the same Roll Back Driver facility
(Figure 5.66) Intheory, the Update Driver button in the same window is
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Fig.5.67 The DG834’s control software includes an Upgrade section

used when installing a newer driver. In practice it is more usual for the
updated driver to be installed via its own installation program. Always
follow the installation instructions provided by the manufacturer.

It is advisable not to upgrade the firmware unless some real benefit will
be gained in doing so. There is a slight risk involved when upgrading
firmware. Ifthe process should go wrong it is possible that the upgraded
unit would be left unusable. It might then be necessary to return it to the
maker to be repaired. The risk is actually very small. If you should
happen to download the wrong data file, it is likely that the upgrade
routine would spot the error and refuse to go ahead with the upgrade.

The main danger is that something will interrupt the process, resulting in
the unit having a combination of old and new firmware. This is almost
certainto leave itinan unusable state. Youwould have to be very unlucky
indeed for a power cut to occur during the few seconds it takes to
complete an upgrade. There is probably a greater risk of interrupting
the upgrade by accidentally knocking a connector out of place or
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Fig.5.68 Operate the OK button when this warning message appears

switching something off. During the upgrade, keep still and touch none
of the equipment or wiring.

Note that with some units it is not possible to go back to an earlier version
of the firmware. | am not sure why this should be the case, but where
there is no way back to the original version it would definitely not be a
good idea to upgrade the firmware if the current version is working well.
Upgrading would involve a slight risk of introducing bugs into a unit that
previously worked flawlessly, with no way of going back to a fully working
version of the firmware. It might be worth the slight risk if the new firmware
has added features such as improved security options, but it is otherwise
not worth the risk. It is definitely a case of “if it ain't broke, don't fix it".

If you find a firmware upgrade and decide toc go ahead with it, there are
two normal methods of upgrading firmware. The simpler of the two is
where the downloaded file is an executable program that contains
embedded data. A file of this type will have an exe extension, and will be
categorised as an “Application” in Windows Explorer. With this type of
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upgrade you just run the program and it updates the firmware. You can
use the Run option in the Start menu, but double-clicking its entry in
Windows Explorer is easier.

The unit that is being upgraded will usually have to be connected to the
PCinadirect manner. For example, a USB wi-fi adaptor would probably
have to be upgraded via its USB interface and not by way of a wi-fi link
from another PC in the system. With something like an access point it
might be necessary to use a wired (Ethemet) connection rather than a
wi-fi link. Always read the “fine print” before carrying out a firmware
upgrade, and make sure that everything is being done in accordance
with the manufacturer's recommendations.

With the second method of upgrading, the file you download is the data
for the flash memory in the device that is being upgraded. A program is
needed in order to program the data into whatever you are upgrading.
A suitable program might have been supplied with the equipment, or it
might be available as a download. It is also possible that the configuration
software supplied with the unit has a facility for performing firmware
upgrades. It is again a matter of finding the upgrade instructions and
following them *“to the letter”.

In the case of the DG834G access point, the upgrade file | downloaded
from the web site was a Zip file that had to be decompressed to extract
its contents. A program such as WinZip is needed to do this, and
programs such as this are widely available onthe Intemet. The extracted
files were instructions in the form of an Adobe PDF file, and the image
file containing the new data. The DG834G's web-based configuration
program is used to perform the upgrade, and it has a Router Upgrade
section specifically for this purpose (Figure 5.67).

The upgrade is performed by operating the Browse button, and then
using the file browser to locate and select the appropriate file. It is unlikely
that the program will go ahead with the upgrade if the wrong file is
selected, but it would be as well to avoid errors just in case. With the
right file selected, it just a matter of operating the Upload button, followed
by the OK button when a waming message appears (Figure 5.68). This
message just points out that all Intemet connections will be terminated
so that the upgrade can proceed. Writing to flash memory can be quite
slow, so it might take a minute or two for the upload to be completed.
The upgraded device is then ready to be put back into service again.
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Points to remember

Read the manufacturer's installation guide before installiing any new
hardware. It can be time consuming to sort things out if you get the
installation of the device drivers wrong. Before installing any supporting
software it is advisable to check the manufacturer's web site for updated
drivers, support software, and firmware.

The easy way of setting up a PC to operate with networking is to run the
Windows Network Setup Wizard on each PC in the system. However,
once this has set up the PCs to use networking, there is still some work
to do in order to implement filte and printer sharing across the network.

Each PC in the network is given a name so that it is easily located when
using other PCs in the system. Make sure that each PC is given a different
name. The network as a whole is also given a name.

Files and folders are easily shared using the buitt-in facilities of Windows
XP or Vista. By defautt, folders are not shared. Consequently, you must
enable sharing for any folder that you wish to make available to the
network. Then add the folder to the My Network Places of any PC that
will use the folder.

Itis possible to share an entire hard disc, but for security reasons it is not
a good idea to do so if the network is connected to the Intemet.

Any printer that is installed on a PC in the network can usually be shared
and used by any other PC in the network. However, the printer can only
be shared using a PC that is running an operating system for which a
suitable printer driver is available. This should not be a problem if all the
PCs are running a modem version of Windows, but Linux and other
operating systems might not be supported.

The Intemet connection of one PC can be shared with other PCs in the
network, but this is an inefficient way of handling things. A modem
connected to a router is a much better way of sharing an Internet
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connection, and these days it is unlikely to cost significantly more than
the altematives.

There is a very slight risk of rendering a unit unusable when upgrading
its firmware. Unless a firmware upgrade will provide useful new features,
it is probably not worthwhile upgrading a unit that functions perfectly.
Always follow the manufacturer's upgrade instructions “to the letter”.
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Troubleshooting
and optimising

Problems, problems

In an ideal world installing any computer equipment would be a “piece
of cake", with everything going according to plan. Things are not usually
that straightforward in the real world, and there are often minor “teething
problems to sort out. The likelihood of initial problems with a wi-fi system
are that much greater, since the task will often involve several computers
and the installation of a few items of equipment. The situation is
exacerbated by the fact that the performance of a wi-fi system is far from
predictable.

Fortunately, most problems with new computer equipment, including
the wi-fi variety, can be sorted out reasonably quickly and easily. As with
any form of troubleshooting, the most rapid path to success is to go
about things in a systematic and logical fashion rather than using a more
random approach. It also helps to bear in mind that most problems with
newly installed equipment have simple causes. Problems are often
caused by silly things such as something not being plugged in properly,
something not being switched on, or the reboot needed to complete
installation having beer forgotten. Always check for obvious causes
such as these before getling deeply embroiled with checks of a more
complex nature.

Try it

It would be helpful if there was an easy way of working out whether a wi-
fi link from point A to point B would work properly. Something close to
the theoretical maximum operating range should be obtained if there

are not too many major obstructions between the two aerials. By major
obstructions | mean walls, ceilings, floors, central heating radiators, and
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substantial items of fumiture. Objects outside the path betweenthe aerials
can cause problems by reflecting the signals, but you would be unlucky
if this factor seriously shortened the range of the system.

Of course, in practice it is unlikely that there will be a clear path from the
access point’s aerial to any other aerial in the system. After all, one of
the main reasons for using wi-fi equipment is to avoid having to take
cables through walls, floors, etc. Walls, floors, ceilings, are the main
causes of reduced range when wi-fi equipment is used indoors, but large
items of furniture or any other substantial objects that get in the way will
absorb some of the signal and reduce the operating range.

Large metal objects such as radiators go beyond absorbing some of the
signal, and tend to block it completely. The metal framework of some
buildings can give similar problems. It is possible that other items will
act as reflectors to provide a path around metal objects, but this is unlikely
to provide good results. It pays to bear in mind relatively small objects, if
sufficiently close to an aerial, can significantly reduce the range of the
system.

Ultimately there is only one way to determine whether a link can be
successfully established between any two points in a building, and that
is to try it and see. Provided the range is less than the theoretical indoor
figure for the standard you are using, it should be possible to obtain a
link. However, near the maximum range it might not be possible to obtain
operation at maximum speed.

Of course, in situations where it is not possible to avoid having a large
piece of metal between the two aerials it is probably not worth trying a
wi-fi link. This is especially so if the link will be required to operate over
anything more than a very modest range.

A wired connection is the more practical proposition in these
circumstances. It will be more difficult to install, but at least it will actually
work, and at a very high speed. [t should also be totally reliable.
Fortunately, in the real-world you are unlikely to encounter a metal
obstacle large enough to block or severely attenuate a wi-fi signal.

Planning

The chances of problems occurring can be minimised by carefully
planning the system, rather than just placing everything for maximum
convenience. The most convenient place for the access point might be
at one corner of the building, but this is the worst position in terms of
performance. Any wi-fi devices on the other side of the building will be a
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long way from the access point. By positioning the access point near
the middle of the building you ensure that no wi-fi enabled gadget can
be much more than about half the width of the building from the access
point.

In theory a range of up to about 20 metres can be obtained indoors
when using 802.11g equipment, and the range is much higher at about
60 metres for 802.11b links. These are the meximum ranges for operation
at top speed incidentally. Even assuming that these ranges will not quite
be achieved in practice, an 802.11g link should still give full coverage in
a building up to about 25 to 30 metres square. Obviously the access
point must be close to the centre of the building in order to achieve this
level of coverage.

This should be adequate for most purposes, but accepting the lower
speed of an 802.11b link gives much greater range. A building of around
80 to 100 metres square should be within the capabilities of a well
designed 802.11b system. Remember that the 802.11b and 802.11g
standards are compatible. It is therefore possible to use an 802.11g
access point with 802.11g adaptors for PCs that are close to the access
point, and 802.11b adaptors for those that are further away. This gives
high-speed transfers for the PCs that are close to the access point, but
retains the longer range needed for those that are further away.

Simple problems

It would be unrealistic to expect a perfect signal every time when installing
wi-fi equipment. The performance of wi-fi links is not totally predictable,
you might make a mistake when installing and setting up the system, or
if you are very unlucky a component in the network could be faulty. As
pointed out previously, when troubleshooting on any computer equipment
it is essential to go about things in a logical fashion and you should also
try to avoid jumping to conclusions. Do not immediately assume that a
lack of signal is due to range problems, especially when there is no
signal at all. There could indeed be a problem with the range of the link
being inadequate, but it could just be that there is some simple problem
with the equipment.

Is everything plugged in and connected properly? When installing new
equipment it is easy to get impatient and rush things. This is usually a
mistake and it invites problems with things not being plugged in, switched
on, or set up correctly. When hastily installing equipment it is easy to
knock one lead out of place while installing another. Systematically check
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that everything is connected properly, switched on, and that the settings
are correct.

Make sure that everything is working onthe same channel. Wi-fi devices
are designed not to respond to equipment on other channels, and a link
will therefore fail to work at all unless the two units are set to operate on
the same channel. Some wi-fi systems have a tendency to “wander”,
and can end up on the wrong channel and connected to the wrong
network. Wi-fi enabled laptop and notebook computers are particularly
good at latching onto the wrong network. There should be a utility
program that shows the available networks and enables the correct one
to be selected (see G.15 in the Colour Gallery).

It seems to be afeature of networking equipment that it sometimes “loses
the plot”.  Actually, it is not unknown for this to happen with wired
networks. The standard solution is to switch everything off and then
power-up the system again. Switch on the access point first, then any
devices that use a wired network, and finally switch on the wi-fi units.

Moving experience

The UHF (uitra-high frequency) radio signals used by wi-fi equipment
have very short wavelengths, and this can resutt in signal strengths varying
considerably if one of the aerials is moved a small distance. Even moving
an aerial a few centimetres can produce a significant change in signal
strength. One reason for this is that quite small objects in the wrong
place can partially block the signal. You might occasionally find that
what was a very good signal suddenly becomes a noticeably weaker
one. The most likely cause is that something placed closed to one of
the aerials is absorbing the signal.

Another problem is due to reflected signals that combine with the main
signal. It is possible that the two signals will combine in a fashion that
produces a boost in signal, but it is just as likely that they will have a
cancelling effect, giving a reduction in the signal level. in an extreme
case there can be one or more “blind” spots where there is no significant
signal. Again, something being moved to just the wrong place can
produce a sudden decrease in the signal level. Even a person moving
close to or away from a wi-fi aerial can result in a significant change in
the signal level.

The cure in both cases is to move the aerial in an attempt to obtain a
better signal level. This should not be a problem with an external wi-fi
interface that connects to the PC via a cable. With an interface mounted
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on some form of portable computer it might be a trifle inconvenient, but
it should still be possible to move the device in an attempt to obtain a
better signal. Moving the aerial is clearly going to be more difficult if it is
fixed to a substantial piece of equipment such as a desktop PC or a
printer. In this respect, PCI wi-fi adaptors are very restrictive.

Rather than moving the entire PC and (possibly) redesigning your office
to get the wi-fi link to work well, it would probably be better to get an
extension cable to permit the aerial to be positioned away from the PC.
Having the aerial right next to the earthed metal case of the PC is far
from ideal. Despite
your best efforts it
may well be in
amongst some
cables as well (Figure
6.1), and these will
make matters worse.
The truth of the matter
is that the rearof a PC
is just about the worst
place to have a wi-fi
aerial. Moving the
aerial away from the
cables and the PC's
case will often provide
much improved
results.

The problems are
muchthe same witha
USBwi-fi adaptorthat  Fig.6.1 The aerial is in there somewhere!
plugs straight into the

back of the PC. A

USB extension cable enables the unit to be used away from the PC and
will often give much better results. Note that this does not require the
usual A to B lead of the type used with printers, scanners, and most
other USB peripherals. An A to A cable of the type used to link two PCs
is not the right type either. These contain some electronics and are quite
expensive. Itis a simple and inexpensive A to A extension cable that is
needed. Bearinmind that USB does not support long cables, and fitting
several extension cables together to produce one really long lead will
not give reliable results.. The absolute maximum cable lengthis 5 metres,
and in some circumstances it can be just 3 metres.
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Signal strength

Itis clearly more than a little helpful to have some form of signal strength
monitor so that you can see how changes in the positions of the aerial
affect reception. Without the aid of a signal strength monitor there is
little chance of adjusting a link for optimum resuits. The software supplied
with a wi-fi adaptor usually includes a utility that shows the available
access points, together with some information about each one. This
should include the names of the networks, the channels they are
occupying, and the signal strength of each one.

Some form of graphic indication of signal strength is best, since it enables
the reading to be seen at a glance. Many wi-fi adaptors are supplied
with software that includes a bargraph, or something similar, to indicate
the signal strength. A few either lack any form of signal strength meter
or provide a reading via a text display. Figure 6.2 shows the monitor
program for a cheap generic 802.11b PCl card. This is betterthan nothing
in that it does provide a signal strength reading, but it is in the form of a
text entry that gives a reading from 0 to 100 percent.

Fortunately, in this case another section of the program (Figure 6.3) has
two bargraphs that show the quality of the link and the signal strength,
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Fig.6.3 Here bargraphs indicate signal strength and link quality

so it pays to check through all the facilities offered by the support software.
It might seem unnecessary to have indications of both signal strength
and link quality, but good signal strength does not guarantee a high
quality link. A lot of electrical noise or interference from another wi-fi
system can result in poor results despite excellent signal strength.

There are programs available that provide a signal strength meter, and
probably the best know free program of this type is Boingo, which can
be downloaded from:

http://www.boingo.com/download.html

This is actually intended as an aid to finding and connecting to wireless
hotspots, but it has a graphic signal strength indicator for each access
point that is located. In Figure 6.4 just the one access point has been
found, and the bargraph strength meter shows that a strong signal is
being received. This program will not work with all wi-fi adaptor cards,
and the Boingo web site lists the compatible cards. It worked fine when
| tried it with a cheap generic card, so it is probably worth trying the

6
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Fig.6.4 The Boingo program has a small signal-strength bargraph

program even if your card is not listed. Afterall, it costs nothing to try the
program and it is easily uninstalled if it fails to work with your wi-fi card.

When using a signal strength indicator it is as well to bear in mind that
most of them do not update the display very frequently. Consequently, it
might seem as though a change in the position of an aerial has had no
effect, when the lack of response from the program is simply because it
has not refreshed the display. After moving an aerial it is therefore
necessary to wait a few seconds to see if there is any change to the
indicated signal strength.

There are hardware gadgets (Figure 6.5) that are useful for showing the
signal strengths of wi-fi access points. These are primarily designed as
a means of locating wi-fi hotspots and finding a location that gives a
good signal strength. However, most devices of this type are also suitable
for use when setting up a wi-fi network, where you are faced with
essentially the same problem. At one time a wi-fi hotspot locator was a
fairly expensive piece of equipment, but prices have fallen in line with
other wi-fi equipment and electronic gadgets in general. Some of these
units are now surprisingly cheap.




Access point

It can sometimes happen that poor results are obtained from all the wi-fi
units in the system, eventhose that seem to be well positioned for good
results. The most likely cause of this is the access point and its aerial
being placed where nearby obstructions are absorbing much of the
signal. Moving it to a different location might give greatly improved results.

Although the space between a PC and a monitor or printer will often be
the most convenient place for the access point, having the aerial in
amongst large electronic devices is likely to give poor results. The earthed
metal case of a PC is likely to block the signal to and from large parts of
the building. Results are likely to be better with the access point on top
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of the PC or positioned a metre or two away from it.

it is advisable not to
have the aerial right
next to a wall. Placing
the access point on
the floor is unlikely to
give optimum results
either. Hiding it out of
sight inside a
cupboard is almost
certain to give a
significant reduction
in  performance.
Positioning the
access point on a
table or desk where it
is not very close to
walls, PCs, monitors,
etc,, is likely to give
the best results.

Of course, the
positioning of the
access point is less
critical if the system is
only required to
operate over short
distances. It is then
likely that acceptable
results would indeed

Fig.6.5 A wi-fi signal locator and signal
strength meter
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be obtained with it placed in a cupboard, between two large tower PCs,
or whatever. The greater the range you are trying to achieve, the more
carefully the aerials have to be positioned, with particular care being
taken over the positioning of the access point. if the access point does
not operate efficiertly, the performance of the whole system will suffer.

Change channel

Intheory it does not matter which channel you use for your wi-fi network.
The small change in frequency from one channel to the next should
have no significant effect on results. In practice, a change in channel
will often produce greatly improved results from a network that is
underperforming. Although one channel has no technical advantage
over any other channel, in a real-world situation some will usually work
much better than others.

The differences in performance are almost certainly due to some channels
containing more noise than others do. Another wi-fi network some
distance away might not produce a resolvable signal, but it could still
cause significant interference across several channels. This interference
will be too weak to give problems at short ranges, but at long ranges the
signal levels drop and the system becomes much more susceptible to
interference from other systems.

Wi-fi adaptors are usually supplied with a program which lists the access
points that are detected. In most cases your access point will be the
only one that is listed, but inevitably some users will find that a few of
their neighbours have wi-fi systems, and that these are listed as well. Try
looking for access points with your own unit switched off. This will prevent
it from blotting out signals from nearby systems, and increase the chances
of detecting any that are present. If you live in a heavily populated area
itis quite possible that several wi-fi networks will be located. Itis possible
to detect up to half a dozen wi-fi networks if | switch off my own network.

Clearly neither party will obtain really good resuits if the same channel is
used for two systems. Less obviously, using adjacent channels will not
improve matters very much, since wi-fi signals spread across several
channels. If there are one or two other wi-fi systems in the area, use a
channelthat is as far removed as possible from the channel or channels
that are currertly in use. If there is really no alternative to using a channel
that is already in use, or a channel that is close to one that is occupied, try
to find a part of the band where there are only weak signals. Some
negotiation with your neighbours might be needed in order to get
everyone using well separated channels.



Troubleshooting and optimising

Of course, equipment other than the wi-fi variety uses the 2.4GHz band,
and it is possible that shorter than expected range is due to interference
from one of these devices. Again, a change in channel might cure the
problem. Moving up or down by one channel is unlikely to make much
difference, because wi-fi and many other devices spread signals across
several channels. A shift of about half a dozen channels is more likely to
give an improvement. If necessary, try them all in order to find the one
that gives optimum results. In order to change the channel used by the
network it is first a matter of changing the channel used by the access
point. The other units are then made to scan the band and find the
access point again.

Most electronic gadgets generate electrical noise that covers awide range
of frequencies. The high operating frequency of wi-fi equipment means
that it operates in a range that is well clear of most general radio noise,
which is predominantly at frequencies below 100MHz. However, some
gadgets produce a significant signal at frequencies of more than a
gigahertz. Having the access point close to a microwave oven is not a
good idea, and it is probably best not to have it right next to a monitor.

Boosting range

After a lot of repositioning of aerials and the access point it might become
clear that the system is basically working, but the local terrain is such
that one or two of the links will not work at maximum speed. This is
unlikely to happen where the system is working comfortably within the
theoretical range, but is clearly a possibility if you are trying to operate
links near or beyond the normal limits. There are wi-fi options available
in these circumstances, and the simplest one is to try using a directional
aerial that provides gain. Wi-fi aerials offering high gains do not seem to
be available, and they might fall outside the regulations governing the
2.4GHz band, so do not expect this method to provide a massive
improvement.

Another optionis to use one of the repeater units that are designed to be
used between the access point and the remote unit. These are also
known as “range extenders”. A wi-fi repeater made by Belkin is shown
in Figure 6.6. These can substantially extend the range of a system, but
there is a significant additional cost involved in using a repeater, and
finding a suitable unit could prove difficult. Before buying one it is
essential to ensure that it will work with the rest of your system. Also,
these units operate by receiving packets of data and then retransmitting
them on the same channel. This inability to send and receive
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Fig.6.6 A wi-fi repeater (range extender) made by Belkin

simuitaneously tends to slow things down. Consequently, the
performance of the link might not be vastly better than that of the unaided
version.

A third option is to use two access points. This is normally done by
having the two units linked by a wired connection, and having them
operate on different channels at opposite ends of the band in order to
minimise interference between what are really two linked but otherwise
separate wi-fi networks. One obvious drawback is that it is not a totally
wi-fi solution since a cable is needed to link the two access points.
Another obvious drawback is that it involves the substantial added cost
of a second access point.
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Being pragmatic about it, when an improved aerial is insufficient to provide
a really good link, the best options are probably to just settle for a relatively
slow link, or to use a wired link if speed is important. Remember that a
slow link is perfectly adequate if it is only needed to share a broadband
Intermet connection. The other options involve significant added expense
and provide what has to be regarded as something less than a perfect
solution.

Now you see it

With any equipment you can get everything apparently installed and
working nicely, only to find that some while later it ceases to function
correctly. There could be a hardware fault of course, but in most cases
it is just that a lead has become detached, or something of this type.
Networks tend to have a number of external peripheral devices and
connecting leads, making them vulnerable to basic problems such as
detached leads, switches that get accidentally knocked to the off position,
and so on.

Wi-fi networks might have fewer cables and external peripherals, but
they are not usually devoid of them. Wi-fi networks have the added
vulnerability of aerials that can be knocked out of position or work loose.
Check for basic faults first, rather than jumping to the conclusion that an
item of hardware has become faulty. It is also worth checking that the
supporting software is still installed correctly and fully working. The
chances of this being the root of the trouble are much higher if any
software has recently been installed or uninstalled. It is probably worth
uninstalling and reinstalling the software to see if this produces an
improvement.

If a wi-fi link works well after installation, but does not function the next
time you switch on the PC, there could be a hardware fault but it is more
likely that the problem is in the software. After the a quick check for
something simple such as a power lead that has come unplugged, the
usual approach is to uninstall the hardware and then reinstall it from
scratch.

It is not usually necessary to physically disconnect or remove any
hardware from the PC. Uninstalling and reinstalling the drivers is usually
sufficient. Having removed the drivers it is a good idea to shut down
Windows and reboot the system before trying to reinstall the drivers. If
you have not already checked the manufacturer's web site for updated
drivers, it would definitely be a good idea to do so at this stage.
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Removing drivers

tn order to remove a device driver under Windows XP and Vista it is a
matter of going into Device Manager, left-clicking on the relevant entry to
highlight it and then operating the Remove button. In order to access
Device Manager, first select Control Panel from the Start menu. By defautt,
this produces the Control Panel in Category View in Windows XP (Figure
6.7), and essentially the same version in Windows Vista (Figure 6.8). In
both cases the next step is to left-click the Classic View link near the top
left-hand corner of the window. This gives the traditional version of the
Control panel, complete with icons for various categories. The Vista
versionis shown in Figure 6.9, but the XP version is essentially the same.
The exact appearance depends on the hardware and software installed
on the computer.

With both operating systems the next step is the same, and it is to double-
click the System icon. With Windows Vista this changes the window to
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probably appear by default

look like Figure 6.10, and there is a Device Manager link near the top left-
hand corner of the window. Left-clicking this link produces the Windows
Vista version of the Device Manager utility (Figure 6.11). With Windows
XP double-clicking the system icon produces the System Properties
window (Figure 6.12). Once the System Properties window is on the
screen select the Hardware tab, which will change the window to look
like Figure 6.13. Finally, operate the Device Manager button near the
middle of the window.

Wi-fi adaptors are normally inthe Network Adaptors section (Figure 6.14)
of Device Manager. Right-clicking the wi-fi adaptor's entry will produce
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System Properties

System Restore Automatic Updates Remote
General Computer Neme Hardware Advanced

Device Manager

-~ The Device Manager lists all the hardware devices installed on
g. your computer. Use the Device Manager to change the properties
of any device.

L Device Manager ]

Drvers

[or Driver Signing lets you make sure that installed drivers are
ray compatible with Windows. Windows Update lets you setup how
Windows connects to Windows Update for drivers.

L Driver Signing 1 L Windows Update ]

Hardware Profiles

o Hardware profiles provide a way for you to set up and store
w different hardware configurations.

[ Hardware Profiles j

Lok ][ cencet |

Fig.6.13 Operate the Device Manager button in the upper section of
this window

asmall popup menu (Figure 6.15), where the Uninstall option is selected.
Essentially the same facilities can be obtained by double-clicking on the
entry in Device Manager. This produces the property window for the
device (Figure 6.15), and selecting the Driver tab switches the window to
look something like Figure 6.16. As one would probably expect, the
Uninstall option is used to completely remove the device driver. Note
that with Plug and Play devices the drivers can only be uninstalled if the
hardware is present in the PC and active. With the hardware absent or
disabled, it will not have an entry in Device Manager. A warning message
like the one in Figure 6.17 appears when the Uninstall button is operated.
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@ ' DVD/CD-ROM drives
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% B Floppy disk drives
+ (g Human Interface Devices
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# b Keyboards
& ) Mce and other ponting devices
3 [l Modems
& 1§ Montors
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@ 3 Ports (COM&LPT)
B s Processors
B & sound, vdeo and game controlers ad
B - Storage vokumes
B § System devices B

Fig.6.14 Again, the computer’s hardware will be listed, and it is the
Network adapters section that is of interest

22} ) IDE ATA/ATAPI controdars
+ P Keyboads
Mce and other ponting devices
@ 3, Modems
@ § Montors
& 88 Network adapters
| U]
@ Realtek RTLB1
B O NAL HPH12
@ Y Ports (COMBLPT
& s Processors
R s, video 5 Scan for hardware changes
+ e Storage voumes  Froperties -

Uninstals the driver for the selected davice,

Update Driver...

Fig.6.15 Right-clicking an entry produces a pop-up menu where an
Uninstall option is available
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802.11b WLAN PCI Properties - 2l x|

General :Advancedl Dnveri Resources1

a‘;-__i) 802.11b WLAN PCI

Device type: Network adapters
Manutacturer. 802.11b Technology Corp
Location: PCi Slot 5 (PCt bus 0, device 12, function 0)

Device status

This device is working property _]

If you are having problems with this device, click Troubleshoot to start
the troubleshooter

—

Troubteshoot. ]

Device usage:

rUse this device (enables - = | '

OK | Cancel

Fig.6.16 Each device has its own property window

Left-click the Yes button in order to proceed and uninstall the device
drivers. The entry for the uninstalled device should then disappear from
the list in Device Manager.

Reinstalling

With the drivers uninstalled and the PC rebooted, the installation process
can be repeated. In theory, installing the drivers should be no more
successful at the second or third attempt than it was the first time. In
practice it is often the case that one or two extra attempts provides a
cure and gets the hardware working. Check the installation manual and
make sure that you go through the installation process correctly.
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802.11b WLAN PCI Properties T x|

General | Advenced Driver |Resources|

_@ 802 11b WLAN PCt

Driver Provider OEM

Driver Date: 28/07/2003
Driver Version: 1700
Digital Signer Not digitally signed

Driver Details. l To view details about the driver files.

Updete Drver l To update the driver for this device.

1t the device fails after updating the driver, roll back

Roll Back Diver |
o i to the previously instalied driver.

Uninstall I To uninstall the driver (Advanced).

OK I Cancel4|

Fig.6.17 The Driver section includes an Uninstall button

In cases where following the manufacturer's instructions does not have
the desired effect, it might be worth trying a different approach. For
example, if installing the hardware first and then the software does not
get the everything working properly, try installing the software first and
then the hardware. Some installation instructions do not match up with
the supplied software, and generic devices are particularly prore to this
problem.

A common problem is that Windows can not automatically detect the
drivers, and it does not find them even if you direct it to the appropriate
folder The usual cause is that the folder does not contain the information
file that Windows requires, or even the driver files as such. Examining
the contents of the folder using Windows Explorer will often show that it
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Confirm Device Removal

21 x|

ﬁ# 802.11b WLAN PCI

Warning: You are about to uninstall this device from your system.

oK | Cancel

Fig.6.18 Operating the Uninstall button produces a waming message

contains an executable program file (one having an exe extension). There
might also be a file that contains the real installation instructions. When
trying to install problematic hardware it is worth searching the installation
disc for a text or Adobe PDF file that contains more up-to-date installation
instructions. Text and PDF files respectively have txt and pdf extensions.

Sometimes the executable file is a self-extracting archive. Double-clicking
its entry in Windows Explorer will run the file, and a program embedded
within it will then decompress the files and place them in the folder that
you select. Windows should then be able to install the hardware if you
direct it to that folder during the installation process. More usually, running
the program file results in the drivers being automatically installed on
the hard disc drive. You then have to reboot the PC so that Windows can
complete the installation process. A further reboot might then be required
in order to make the hardware fully operational.

Country setting

When installing wi-fi equipment it is normal for the user to specify the
country in which the equipment will be used. This step is included when
installing many pieces of software, and it is normally done simply to
ensure that menus, etc., use the appropriate language. It has this function
when installing the support software for wi-fi equipment, but it also sets
up the hardware so that it operates with the appropriate parameters for
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802.11b WLAN PCI Properties i 2l x|

General Advanced |Drivex| Resources'

The following properties are available for this network adapter. Click the
property you wantto change on the left and then select its value on the
nght

Propenty Vale:

Antenna Rx Diversity [EUROPE(ChanneI 1-13 vl
Antenna Tx Diversity -

Authentication Type
CAM when AC Power
Channel

Country Region
Fragment Threshold
Local Administration MAC Network Addre
Network Type

Power Saving Mode
Preamble Type

RTS Threshold

SSID

Transmit Rate

oK | cacel |

Fig.6.19 A number of settings might be available from the device's
properties window

the country in which the 2quipment is being used. Although the two
radio bands used for wi-fi equipment are the same for all countries, the
regulations are different for each country. For instance, the channelling
operates differently from one country to another.

This makes it very important to select the right country when installing
wi-fi equipment. Making a mistake here could result in the equipment
operating in an illegal fashion, and it mignt not work properly with
equipment that is set up correctly. Note that when installing many
programs there is no UK English option, so the US English option has to
be used. The US option must not be used wheninstatling wi-fiequipment
in the UK. There should either be a UK option or one called something
like “Europe Channels 1 - 13". This is the option that must be used.
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Fig.6.20 Windows XP has a facility to repair the selected network
connection, but there is no guarantee that this will solve
the problem

Itis worth checking the main settings of any adaptor that gives problems.
There might be a control program, but it is common to have the settings
controlled via an extension of the normal Windows facilities. To access
the control software it is first a matter of right-clicking the adaptor's entry
in Device Manager. Then the Properties option is selectad from the pop-
up menu. The Properties window should have a section called something
like Settings or Advanced, which enables parameters such as the default
channel and country setting to be altered. Figure 6.19 shows the
Advanced section for the Properties window for a generic PCI 802.11b
adapter.

it is not a good idea to “play” with settings you do not understand, but
the country setting can be checked, and corrected if it is wrong. Itis a
good idea to check that the default channel matches that used by the
access point. Using the wrong channel is unlikely to prevent the adaptor
from communicating with the access point, because the control software
usually scans for signals. It should therefore locate the default access
point and join the network. However, having the correct default channel
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Connect to 2 n=twork

| Tum on activity animation

Tum off noti‘ication of new networks

Diagnose and repair
Network and Sharing Center

Fig.6.21 A network repair facility is also available with Windows Vista

should reduce the risk of problems with the adaptor struggling to find
the access point.

Repairing a connection

It does sometimes happen that a unit in the network loses its network
connection and has difficulty re-establishing contact. This can be due to
the system “losing the plot” rather than any physical problem. Ifthere is
a physical problem such as a detached lead, then this must be fixed
before proceeding further. With the lead reconnected it is by no means
certain that proper contact with the network will be established. It is
easier to get the controlling software confused than it is to get things
working again.

The normal way of re-establishing contact is to switch off the device that
is giving problems, wait a few seconds, and then switch it on again. In
an extreme case it could be necessary to switch off everything in the
network, and then power it up again, one device at a time, starting with
the access point. Fortunately, it is very rare for the network to get into
such a state that it requires a complete restart to sort things out.

Windows XP has a repair feature that will try to re-establish contact if a
network connection fails. There is no guarantee that it will work, but
there is nothing to lose by trying it. Start by going to the Network
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program. If any manual installation of this type was needed, go through
the process again, checking that the settings are all correct. You need a
usermame and password in order to sign onto the broadband network.
Have these been entered comectly? It is best to assume that they are
both case-sensitive, and something like "RobertPenfold” will not do as a
usemame if the ISP specifies it as “robertpenfold”. Rather confusingly
perhaps, some ISPs supply a user ID and a login ID. Itis the latter that is
used when logging onto the system.

New broadband accounts have a start date, or "go live” date as it is
oftentermed. The broadband connection will not be set up for use until
that date is reached, and your telephone line will not be connected to
the appropriate equipment at the exchange, so there is no point in trying
to use it until then. The connection will go live at some time on the start
date, but it is unlikely that you will be given an exact time. It could be
well into the day before the new broadband connection can be used.
Most ISPs will telephone or Email you when the connection is ready for
use.

Note that when changing from one ISP to another it is still necessary to
wait until the new connection has gone live before it can be used. Until
then yourtelephone line will either be connected to the wrong equipment
at the exchange, or to no broadband equipment at all. Most ISPs now
make it easy to change to a different broadband supplier, and the
downtime during the switchover can be a small as an hour or two. The
downtime could be several weeks it you end up having to end one
broadband agreement before you can sign on to a new one.

The front panels of broadband modems usually lack any controls, but
have plenty of indicator lights. The modem shown in G.29 in the Colour
Gallery has five of them. These lights are not purely for decoration, and
tell you whether the various ports are properly connected something.
You have found the source of the problem if you connect something to
the modem and the appropriate light fails to respond.

If the usual checks, reinstallation, etc., fail to cure the problem, it is as
well to check through the supplied documentation for a troubleshooting
guide, and to follow any advice it provides. Most of these guides are
really just token efforts that do not really help very much, but there might
be one or two useful suggestions. It is time to call the Helpline if the
troubleshooting guide does not provide any useful help.
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Points to remember

Many wi-fi problems have simple solutions. Particularly where no signal
at all is received, look for something very basic such as a piece of
equipment not being plugged in or switched on, an aerial knocked out
of position, or incorrect settings in the software.

Problems with inadequate range are less likely to be encountered if the
systemis carefully planned rather than just being “thrown" together. The
access point should be near the middle of the building. This ensures
that you do not end up with the access point on the opposite side of the
building to one or more wi-fi enabled units.

Uttimately there is only one way to determine whether a link can be
established between the access point and each wi-fi enabled device,
and that it to try it in practice. When operating well within the theoretical
limits you would be very unlucky if a link operating at or close to the
maximum transfer rate could not be established. Things naturally become
iffier when trying to operate near the theoretical maximum range.

Changing the channel used by the network will often give an improvement
with a system that is not providing the expected range. This is presumably
due to some channels containing more noise than others. The default
channel is channel 11, and one could reasonably expect this to be the
most used, which in tum is likely give it the highest noise level. Moving
away from the default channel can give noticeably better resufts.

The short wavelengths of wi-fi radio signals can give quite well defined
“blind" spots where there is little or no reception from the access point.
Moving one or both aerials will often give a strong signal and fast transfers,
even if there was an inadequate signal level previously. When optimising
the positions of the aerials it is very useful to have a program that gives
an indication of signal strength.

Aerials do not work well when they are in very close proximity to walls,
large computers, pieces of fumiture, etc. Try to get the aerials where
they are at least a few hundred millimetres away from any large object.
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This is especially important for the access point's aerial. If the access
point does not work effectively, the whole wi-fi network can not perform
well. Remember that everything communicates via the access point.

Because wi-fi equipment operates at extremely high frequencies it is
free from much of the electrical noise generated by household gadgets.
Evenso, it is advisable not to have the access point positioned right next
to any electronic units, and it should definitely be positioned well away
from microwave ovens.

Problems with poor performance might be due to the local environment
not being conducive to good radio propagation. An improved aerial
should give a significant boost in performance, and there are otheroptions
such as multiple access points and repeaters. However, it might be
more practical to simply accept a slower operating speed or opt for a
wired link if high speed is essential.

With problem hardware it can be necessary to uninstall and reinstall the
driver software once or twice in order to get everything working properly.
The instructions supplied in the installation manual are not always comect.
Look on the installation disc for more up-to-date instructions.

Make sure that the adaptor has the correct country setting. It might not
work properly with the rest of the system if the wrong country setting is
used, and it might operate in a fashion that is not legal in the UK.
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