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Preface
The number of people that still swap data between computers using

some form of disc is quite surprising. This method is perlaps
understandable if there is a huidred miles between the two PCs, although
there are still alternatives such as sending the files as Email ahachments.

It is less understandable when the two PCs are in adjoininc rooms, or
even in the same room. Many computer users have failed to grasp how
easy and inexpensive it is to link PCs using a wired network.
Modern PCs are often supplied with a networking port as standard and
it is something that can be easily added to practically any PC. With two
or more PCs connected into a network it becomes very easy to share
files. In fact file sharing over a network is a built-in facility of Windows,
and the shared files can be used much as if they were stored on the
local PC. Printers can also be shared using Window's built-in -etwo-king
facilities. A simple but very effective network can be produced without
buying any additional softwa.e.

A common reason for paten:jai network users sticking with their slow
and inconvenient disc swapping is that they are reluctant to introduce
any more cables into the building. Modern computers are generally
equipped with a number of peripheral gadgets, each of which adds to
the substantial amount of caol ng associated with a basic PC. Networking

cables trailing across the room, or through the building from room to
room, is something that many computer users are not will ng to give
serious consideration to.
Fortunately, modern technology has come up with a solution in the form
of wireless networking, or wi-fi as it is now called. Like many other
technologies, the cost has dropped as it has become more widely used,
and it no longer costs the proverbial "arm and a leg" to wirelessly network
PCs. Some portable PCs are equipped with wi-li adapters as standard,

but wi-fi is easily added to practically any desktop or portable PC,
including PDAs.

If you have three PCs in different rooms of a house they can now be
linked without the need for any connecting cables. With the aid of wi-fi
you can sit in the garden using a portable PC that not only links to the
PCs in the house, but also shares their Internet connection. With the aid
of wireless hotspots, you can even access the Internet using wi-fi when

travelling around the world. Wi-fi is certainly one cf the most exciting
and useful developments in recent years, and it is a technology that can
be of real benefit to most computer users.
Robert Penfold

Trademarks
Microsoft, Windows, Windows XP, Windows Me, Windows 98 and
Windows 95 are either registered trademarks or trademarks of Microsoft
Corporation.

All other brand and product names used in this book are recognised
trademarks, or registered trademarks of their respective companies.
There is no intent to use any trademarks generically and readers should
investigate ownership of a trademark before using k for any purpose.
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Networking
basics

Why use wires?
It is reasonable to question why a book about wireless networking should
start with details of wired networks, or include wired networks at a I for
that matter. One reason is teat there is a strong element of "learning to
run before you can walk" if you dive straight in with wireless networking.
It

is much easier to learn about wireless netwcrks when you already

understand the basics of the wired variety.
Perhaps of more importance, few real world networks are based entirely

on wireless connections. With a PC and a wireless modem/router on
the same desk and less than a metre apart, a wireless connection could
be used to link them. On the cther hand, a lead costing a tenth as rr uch
will do the .ob just as well ii this situation. In fact the lead will almost
certainly permit faster communication and will avoid the security issues
associated with wireless network connections. DD not use wireless links
just for the sake of it. If a wirea link is the more practical option, use one.

Network interfaces
In days gone by there were actually many different types of interace
used in networking. The cheapest network systems relied on the standard

PC serial or parallel ports, but they often proviced nothing more 'ban
basic data swapping between two PCs. The rate at which data could be
exchanged was quite slow. More recently a similar facility has been
available using USB ports but USB 1.1 ports are not very fas: by
networking standards, but h gn-speed transfers are possible using USB
2.0 ports.
The main drawback of these ultra -simple networking systems is that :heir
expansion potential is strictly limited. In most cases it is nonexistent

1
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rather than limited, and they are only of use if you will never need anything
beyond a simple link between two computers. Another drawback is that
the cables tend to be relatively expensive, which negates the main point

of using the computer's built-in ports. One of these basic links could
actually cost more than using a "real" network. This will certainly be the

case if your PCs have built-in network ports, and this is now quite a
common feature

In the early days of PCs there were numerous interfaces designed
specifically for networking, and some of these coexisted for many years.
A standard network port gradually emerged as the Ethernet type became
more popular and the others gradually "fell by the wayside". No doubt

there are still many PCs that are networked by way of an alternative
interface, but Ethernet is the only type that is currently in widespread
use with PCs. If you have a PC with a built-in network port it will certainly

be an Ethernet type, and it is the only networking method that will be
considered in this book.
Ethernet ports are sometimes referred to as 10/100 networking ports.
The two figures refer to the original speed of this interface and the speed
of the improved version. They operate speeds of 10 and 100 megabits
per second. Note that the speeds are in megabits per second and not
megabytes. There are eight bits per byte, and with a practical networking
system it is necessary to send more than just the raw data. Transfers at
about 1 and 10 megabytes per second might be possible, but in practice
it is likely that the transfer rates would actually be somewhat lower. Even
being pessimistic about the performance of an Ethernet port, a 100
megabyte file could be transferred in less than 20 seconds, which is
more than adequate for most purposes.
It is assumed here that the system can handle the higher operating speed,

and any reasonably modern Ethernet port should oe capable of doing
so. When setting up a new network it is very unlikely that any 10 -megabit

equipment will be on offer from the retailers, and if any should be on
offer it would definitely not be a good idea to buy it. Modern 10/100
Ethernet equipment costs so little these days that :here is little point in
bothering with old and inferior pieces of equipment. There is good
compatibility between 10 -megabit devices and the modem 10/100 variety,
but as one would probably expect, a link only operates at the lower rate
if one device is a 10 -megabit type.
Note that 10 and 100 -megabit cables are different. Al hough a 10 -megabit
cable will work with a 10/100 Ethernet system, it will only support operation
at the slower rate. Again, the cost of a modern cable that operates at the
higher speed is now so low that there is little point in using old 10 -megabit

Networking basics
cables. These days the 100 -megabit cables are the only networking
type that are likely available in the shops.

Adding ports
It might be necessary to install Ethernet ports in some of the PCs in the
system, but the network has to be designed before a final decisior can
be made. As already pointed out, few practical wi-fi systems are totally
wireless, but no Ethernet ports will be required if you should take this
option. It might not be necessary to add any ports even if large parts of
the system are
cabled. Many PCs
are
supplied

complete with an
Ethernet port, and in
the example of Figure
1.1

it

is in the main

cluster of ports, next
to the USB types and
below the PS/2
mouse and keyboard
ports.

An Ethernet socket

looks a bit like the
type of telephone
socket used in the
USA and some other

countries. and the
sockets often used for

broadband modems
in the UK. Ethernet
connectors
are
different though, and

they are physically
incompatible with any

Fig.1.1 The Ethernet port is to the right of

the two USB ports

type of telephone
socket. This is important. because some networking equipment has a
socket to handle connections to telephone line or a modem. Using
incompatible connectors ensures that errors are avoided when installing
the cables. Ethernet equipment uses RJ-45 connectors, and the cables
are sometimes referred to as RJ-45 cables.

3
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Fig.1.2 Removing the left-hand side panel gives access to the
expansion slots
Modern laptop and notebook PCs often have an Etnernet port, but in a
wi-fi system it would be normal to use the wireless option for any portable

device. This avoids having to plug the computer into the system each
time you return to base, and disconnect it again when you wish to go out
with it again. Also, the wireless approach makes it possible to use the
computer anywhere in the house, or even outside in the garden.

Adding an Ethernet port to a desktop PC is normally straightforward
provided there is at least one PCI expansion slot free. The cost of generic

Ethernet cards is extremely low, and those from the well-known
manufacturers are not expensive. In order to add the card it is necessary
to gain access to the interior of the PC, and this usually means removing

the appropriate two or three screws at the rear of tne unit. With some
form of tower case this enables the left-hand side panel (as viewed from
the front) to be pulled clear (Figure 1.2). Note that removing the other
4
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Fig.1.3 Two types of expansion port blanking plate

side panel will not give access to the expansion slots. With a desktop
case it is the lid of the case that has to be removed.
There is usually a fair sprinkling of screws on the rear panel of the case,
so look at the way the case is put together and be careful to remove the
right ones. It is unlikely that any harm will be done if you should malage

to remove one or two screws that (say) hold the power supply unit in

place, but replace the screws immediately if a mistake is made.
Fathoming some of the more stylish cases can be difficult, but if in doubt,

the documentation supplied with the PC should explain how to gain
access to the expansion slots

Blanking plate
Before the network card can b9 fitted it is necessary to remove a blanking
plate in the rear of the case forthe particular slot you will be us ng. Cases
used to be supplied with blanking plates that we .e screwed to a bracket
at the rear of the case. This type is not used a great deal these days, but
it is still to be found in some of the more up-market cases. Including
screw -fixing type. there are three main forms of blanking plate currently
in use.

The original type is held in place by a single screw per blanking plate. A
bracket of this type is shown on the right in Figure 1.3. If you undo the
5
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Fig.1.4 A new case that still has a full set of blanking plates

screw using a largish cross -point screwdriver the bracket should pull
free without any difficulty. It is advisable to keep the bracket so the hole

in the rear of the case can be blocked up again if you remove the
expansion card at some later date. The bracket's fixing screw will be
needed to hold the expansion card in place.
Probably the most popular kind of bracket these days is the type that is
partially cut out from the rear of the case. In order to remove one of
these it is necessary to twist it to and fro until the thin pieces of metal
connecting it to the main casing fatigue and break. Figure 1.4 shows the
rear of a new case with all of the brackets in place. In Figure 1.5 two of
the brackets have been twisted round slightly to show how they can be
broken away from the main casing. There is little point in keeping this
type of bracket since it can not be fitted back in place again.
The third method has brackets that clip into the screw holes in the main
case. A bracket of this type is shown on the left in Figure 1.3. These can
be twisted slightly and pulled free, and the process is reversible provided
the bracket is not seriously distorted during remcval. It is therefore
worthwhile keeping these brackets as they can be fitted into the case
again should the need arise.
6
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Fig.1.5 The plates can be twisted and eventually oroken free

With the metal bracket removed, the network card (Figure 1.6) can be
removed from its anti -static packing and pushed into position on the
motherboard. Some cards anc slots fit together quite easily while other
combinations are less accommodating. Never try the brute force method
of fitting expansion cards into place. Using plerty of force is virtually
always the wrong approach when dealing with PCs, but it is certainly
asking for trouble when applied to expansion cards. Apart from the risk
of damage to the card itself there is also a likelihood of writing off the
motherboard.

If a card seems to be reluctant to fit into place, check that the metal

bracket is slotting correctly into place between the case and the
motherboard. With some PCs the bottom end of the bracket has to be
bent away from the circuit board slightly as it otherwise tends to hit :he
motherboard rather than fitting ,ust behind it. Look carefully to see wnat
is blocking the card. It can be quite dim inside a PC, so if necessary. get
some additional light inside the PC using something like a spot -lamp or
a powerful torch.

7
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Fig.1.6 A PCI expansion card that provides an Ethernet port

Probably the most common problem is the card being slightly too far
forward or back. This is the same problem with the metal bracket, but
manifesting itself in a different manner. The bracket is fitting into place
correctly, but the rest of the card is then out of alignment. If the

misalignment is only slight, you should be able to ease the card
backwards or forwards slightly and then into place.
Where there is a large error it will be necessary to form the bracket slightly
in order to get the card to fit properly. In one or two cases where all else

has failed, slightly loosening the screws that fix the motherboard to the

chassis has provided the solution. Presumably in these cases the
motherboard has been bolted in place when it is fractionally out of
position. Loosening the mounting bolts and then fitting the expansion
card shifts it into the correct position. The mounting bolts are then
retightened, and fitting further expansion cards should be perfectly
straightforward.

8
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Fig.1 .7 The expansion cards are bolted to the rear of the case

The mounting bracket can be fixed to the bracket at the rear of the case
(Figure 1.7) once the card is co-rectly in place. Where appropriate, use
the screw removed along with the blanking plate. It is otherwise a mater
of looking through the odds and ends supplied with the PC, which should
include at least one fixing screw per free expansion slot.
Although it is an Ethernet card that has been added in this example, the
process is much the same for other PCI expansion cards. This includes
PCI wi-fi adapters. One slight difference when installing a wi-`i card is
that it usually has an aerial fitted on the bracket at the rear of the ca -d.
The aerial tends to get in the way when installing ore these cards, so it is
best to unscrew the aerial so that it is easy to fit tt-e card in place. Tne
aerial is easily fitted again once the card has been physically installed.
Note that it is not a good idea to run any radio transmitting equipment
without an aerial connected.

1
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Shocking truth
If you are new to handling PC components it is important to realise that
most of them, including practically all expansion cards, are vulnerable to
damage from static charges. think it is worth making the point that it
does not take a large static charge complete with sparks and "cracking"
sounds to damage sensitive electronic components. Large static
I

discharges of that type are sufficient to damage most modern
semiconductor components, and not just the more sensitive ones.

Many of the components used in computing are so sensitive to static
charges that they can be damaged by relatively small voltages. In this
context "small" still means a potential of perhaps a hundred volts or so,
but by static standards this is not particularly large. Charges of this
order will not generate noticeable sparks or make your hair stand on
end, but they are nevertheless harmful to many electronic components.
Hence you can "zap" these components simply by touching them, and
in most cases would not be aware that anything had happened.

An obvious precaution when handling any vulnerable computer
components is to keep well away from any known or likely sources of
static electricity. These includes such things as computer monitors,
television sets, any carpets or furnishings that are known to be prone to
static generation, and even any pets that are known to get charged -up
fur coats. Also avoid wearing any clothes that are known to give problems
with static charges. This seems to be less of a problem than it once was,

because few clothes these days are made from a cloth that consists
entirely of man-made fibres. There is normally a significant content of
natural fibres, and this seems to be sufficient to prevent any significant
build-up of static charges. However, if you should have any garments
that might give problems, make sure that you do not wear them when
handling any computer equipment or components.
Static -sensitive components will be supplied in some form of anti -static

packaging, and this is usually nothing more than a plastic bag made
from a special plastic that is slightly conductive. There is quite a range
of anti -static packaging currently in use, but an expansion card is unlikely
to be supplied in anything more elaborate that a conductive plastic bag.
This effectively short-circuits the edge connector of the card so that no
significant voltage can build up between the terminals.

Although it is tempting to remove the components from the packing to
have a good look at them, try to keep this type of thing to a minimum.
Ideally it should be completely avoided. When it is necessary to remove

10
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Fig.1.8 An anti -static wristband, lead. and earthing plug
the card from its packing, always make sure that bath you and the plastic
bag is earthed before the component is removec. Simply touching the

earthed chassis of a compute- while holding the component in its bag
should be sufficient to ensure that everything is kept free of static charges.

The computer must be switched off and the power should also be
switched off at the mains socket. The chassis of the computer will still
be earthed provided the mains lead is connected to the computer and
the mains socket. There is a risk of a charge gradually building up in
your body. but touching the earthed chassis of the computer every mirute
or so will prevent this from occurring.

Wristbands
If you wish to make quite sure that your body remains static -free, you
can earth yourself to the computer by way of a proper earthing wristband.

This is basically just a wristband made from e ectrically conductive
material that connects to the earth via a lead anc a high value resistor
The ead is terminated in a clip that permits easy connection to the chassis

11
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"Crossed" cable

Fig.1.9 The most basic network consists of two PCs and no other
equipment

of the computer. The resistor does not prevent any static build-up in
your body from leaking away to earth, but it will protect you from a
significant shock if a fault should result in the earthing point becoming
"live". A variation on this system has a special mans plug that enables
the wristband to be safely earthed to the mains supply. Earthing
wristbands are available from some of the larger computer component
suppliers. and from electronics component retailers.
A typical wristband, complete with lead and special earthing plug, is
shown in Figure 1.8. Note that these are sometimes sold together as a
kit, but they are also sold as separate items. Make sure you know what
you are buying before you part with your money The wristband on its
own is about as much good as a monitor without tl-e rest of the PC. It is
possible to buy disposable wristband kits, but if you are likely to do a fair
amount of PC upgrading from time to time it is probably worthwhile
obtaining one of the cheaper non -disposable types. With intermittent
use one of these should last many years. If you do not want to go to the
expense of buying a wristband, the method of periodically touching the
earthed chassis mentioned previously should be just as effective.

That is really all there is to it. Simply having a large chunk of earthed
metal (in the form of the computer case) near the work area helps to
discourage the build-up of any static charges in the first place. The few
simple precautions outlined previously are then sufficient to ensure that
there is no significant risk to the components. Co not be tempted to
simply ignore the dangers of static electricity when handling computer
components.
12
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Fig.1.10 A basic network for two PCs that uses a router
When building electronic gadgets I often ignore s:atic precautions, but I
am dealing with components that cost a matter of pence each If one or
two of the components should be zapped by a static charge no g -eat
harm is done. The cost would be minimal and I have plenty of spares
available. The same is not true when dealing with computer components,
some of which could cost in excess of a hundred pounds. Also. the
computer would remain out of commission until a suitable replacement
spare part was obtained.

Basic network
With all the PCs in the system equipped with Ethernet ports it is time to
design and build the networK. The most basic network barely justifies
the "network" description, and it just consists of one PC connected di.-ect
to the other via their Ethernet ports (Figure 1.9). It is important to realise

that Ethernet ports are not primarily designei for this methoc of
connection. and this setup will not work if a normal network cable is
used The cable required when linking two PCs is usually ca
something like a "crossed" or 'crossed -over" cable A normal network
lead is usually described as 3 "straight" cable.

The setup shown in Figure 1 0 is essentially the same as the one of
Figure 1 9, and it provides E. link between the two PCs. The PCs are

13
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Fig.1.11 More PCs are easily added to the network. A router can
usually accommodate at least four PCs

linked via a networking router, and the two cables are of the "straight"
variety. In the arrangement of Figure 1.9 the crossed -over connections
in the cable makes each PC "look" like a router to the other PC. This
avoids the expense of the router and it is probably the better method if it
will never be necessary to introduce other computers into the system.
A big advantage of using a router is that it will typically have four or more

Ethernet sockets, making it easy to add further PCs into the network.
Figure 1.11 shows a network having four PCs. and the setup of Figure
1.10 is easily expanded into this configuration. It could probably use the
original router, since these mostly have four or more Ethernet sockets.
Therefore, the only additional hardware required would be two cables,
plus the two extra PCs of course. Networks can become quite involved,
14

Networking basics

1

N.-tw uk pr

Foute/

,_4:1?7,714.41

Fig.1.12 Some printers can be connected direct to the router, and
used by any PC in the system
but for a home or small business network it should not be necessary to
use anything more than a single router to bind the system together.

Shared resources
As described so far, the system contains ncthing other than the
networking equipment and the PCs. This is fine for sharinc files and
folders, and a basic twin PC retwork is often used for games that can
accommodate two players using separate PCs However, most users
wish to go beyond data shar ng. Other resources can be shared. and in

practice this usually means sharing a printer and/or an Internet
connection
Some printers are network enabled, which basica ly lust means that they
have an Ethernet port and can be connected into the system as in Figure

15
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Fig.1.13 Any printer can be connected to the network via a printer
server
12. Heavy-duty printers for business use often have an Ethernet port
as standard, and it should certainly be available as an option. It is not
included as standard with the printers used in most home and small
business systems. and will probably not be available as an optional extra
1

either.

With the aid of a suitable gadget it is possible to connect practically any
printer into the network via the router, but it is not usually cost-effective to

use this method. The gadget is called a printer server, and it simply
goes between the router and the printer (Figure 1.13). Real -world printer
servers often have the ability to drive more than one printer. This method
has the major advantage of making the printer or punters available at all
times to any network user. Furthermore, it does so without increasing
16
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Shared printer

Fig.1.14 Any printer can be shared without using any extra equipment

the workload of any PCs that are not accessing a printer The only -eal
drawback is that cost of a printer server is greater than that of many
inkiet printers. These days it cal even be higher than the cost of a budget
laser printer.

The more common approach with small networks is to install the printer
on one of the PCs in the usual way (Figure 1.14) The printer can then
be designated as a shared resource and made available to any PC on
the network. This system works well in most respects. but it coes have

one slight drawback. The pinter will only be available to the network
when the PC it is connected to is switched on. A printer that has its own
network connection is available to the system at all times. as is one dnven
via a printer server
With the setup of Figure 1.14 it can be necessary to switch on cne PC so
that another one can use the printer. Another slight drawback is that the
17
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PC which drivers the printer has an increase in its workload when other
PCs access the printer. Even so, this method is still the most practical
for most home and small business networks.

Internet sharing
Sharing an Internet connection is probably the main reason for home
and many small business users organising their individual PCs into a
network. However, it is only fair to point out that sharing an Internet
connection does not work well with an ordinary dalup connection. In
practice, a 56k modem is unlikely to achieve transfer rates of 56k, since
this figure assumes a technically perfect connection. A technically perfect

connection is unlikely to be achieved even if you happen to live next
door to the telephone exchange.
In real -world computing a connection rate of about 48k is typical, and in

some areas even this might not be achievable. A rate of 48k is not
particularly fast with one person using the connection, and it becomes
painfully slow when shared between (say) three people. When all three
use the Internet simultaneously they have an effective connection rate of
just 16k each.
It is generally considered to be more practical for each computer to be
connected to the Internet via its own modem, with users taking it in turns

to use the Internet. This requires one modem per computer and a
telephone socket for each modem. However, mos' PCs have a modem
as standard, and most premises are now well equipped with telephone
sockets. Any extra hardware required is likely to be cheap, but in most
cases it will not be needed.

Sharing broadband
The situation is very different with broadband, where connection speeds

are much greater. A standard ADSL broadband connection has a
download speed of 512k. The download speed in fringe areas is less
than this, but for most broadband users the downlcad rate is at least the
stated 512k. This is at least ten times faster than tne actual connection
rate achieved with most 56k moderns. Three users accessing the Internet
simultaneously would each have an effective connection speed of just
over 170k. In other words, they could still connect to the Internet at a
rate more than three times better than a single user with a 56k modem.

18
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Fig.1.15 A system like this enables a modem and Internet connection
to be shared
It is only fair to point out that some broadband providers have terms of
service that limit or ban the sharing of a broadband connection. It is

unlikely that you will encounter any restriction of this type with a
broadband package aimed at business users, but there are often "strings
attached" to the low-cost deals for home users. The self -install broadband
packages often have restrictions, and in some cases there is an out -light
ban on shared connections.
Pressure from users and widespread flouting of the rules has led to some
easing of the restrictions. Many providers now permit sharing between

two or three users, but anything beyond this is likely to be cutsidE the
terms of service for low-cost broadband deals. Sharing a broadband
connection between two or more households is unlikely to be permiled.

One way of sharing a broadband connection is to have the modem
connected to one PC, with the ntemet connection then being designated
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Fig.- I .16 A typical external USB broadband modem

as a shared resource. This gives a setup of the type shown in Figure
1.15. Broadband modems are available in the form of PCI expansion
cards, but the external USB type (Figure 1.16) is provably more popular.
This
method of
sharing a broadband

connection is cheap
and easy if there is an
existing network. You

need little more than

the modem and a
rricrofilter for each
telephone socket.
The microfilters are
needed to prevent the

normal

audio

telephone signal from

Fig.1.17 The most common type of microfilter
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broadband signal,
and vice versa.

A microfilter usually
has a short lead that
plugs
into
the

telephone socket,
and a couple of
sockets on the main

unit (Figure 1.17)
One socket is for a
telephone and the
other is for the
broadband modem
You can also obtain
microfilters that look
rather like a two-way

telephone adapter

Fig.1 18 An alternative form of microfilter

(Figure 1.18), but one

of the sockets is for a broadband modem

Note that it is normally
necessary to have a microfilter per telephone socket, and not just one
filter at whichever socket happens to be used wrh the modem.
Microfilters
is possible to use an ordinary modem with a telephone line that is
broadband enabled, but the modem must be used via the ordinary
It

telephone socket of a microfilter It is possible that the filter w II procuce
some loss of performance, although no problems were evident when I
tried using a modem with two different microfilters. Although it is unlikely
that you would need to use a dialup connection when a broadband type
is available, an ordinary modem might still be needed for sending and
receiving faxes. Also, it is a good idea to have a dialup connection
available as a backup in case the broadband connection fails for some

Obviously the backup will be no use either if the fines toes
"dead", but it does sometimes happen that the broadband connection
is inaccessible while the line works fine in other respects.
reason.

A rather different scheme of :hings is normally used for a broadband
connection that is installed by an engineer. The engineer usually installs
a box that has an Ethernet socket on the front, and this is connected into

the network by way of a sLitable router. The ordinary telephone
connections are left unchanged, and they do not require the use of
21
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Fig.1.19 A combined router and ADSL broadband modem
microfilters. There is no exact equivalent of this for self -install systems,
but it is possible to obtain a broadband modem t-lat has an Ethernet
socket for connection to the network. With this arrangement a microfilter
is still required at each telephone socket

Fig.1.20 There are four Ethernet sockets and one telephone type
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Fig.1.21 This is the most convenient method of sharing an Interne
connection

Modem/router
Probably the most popular means of sharing a broadband connection
between a few computers is to use a combined modem and router, such
as the one shown in Figure 1.19. which has four Ethernet sockets on the
rear panel (Figure 1.20). There is also a telephone socket which is
connected to a telephone wall socket via a microfilter A combined
modem and router is used in a setup of the type shown in Figure 1.21.
This is basically just a standard network, but with the important difference
that any PC connected to the router is automatically provided with Internet
access. It is possible to obtain much the same effect using a separate
router and broadband modem (Figure 1.22), but combining the two units
gives a neater solution.
23
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Broadband modem

4,46.

.10

Fig.1.22 An alternative method of sharing an Internet connection

If you decide to use a setup like the one in Figure 1.22, bear in mind that
you can not use any broadband modem with any router. The router
must be one that is designed to be used in this way. Also, most routers

have an Ethernet socket for the modem, and can only be used with
modems that have an Ethernet socket. It could be difficult to track down
a router that will work with a modem that only has a USB interface
Using a gadget that combines a router and modem, possibly with a firewall

or other functions, is certainly the best method. Setting up the network
is generally much easier using an all -in -one solution, and it helps to reduce

the amount of cabling. Most wireless networks have wired connections
as well, but you must avoid having the wireless name become ironic!
Try to keep everything neat and simple, with no more "boxes" and cables
than is really necessary.
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An advantage of the current low prices of computer hardware is that it is

usually possible to design a system that accurately matches your

requirements, rather than having to compromise due to :ost
considerations. Depending on the equipment you have to start wth, a
setup of the type shown in Figure 1.21 might cost a little more thar one
like Figure 1.15. The cost is likely to be small though, and the arrangement
of Figure 1.21 is much better from the users' point of view.

With the setup of Figure 1.21 the modem/router is usually left rurning
continuously, making an Internet connection always available to an,/ PC
in the network. With the arangement of Figure 1.15 it is necessary to
have the right PC switched on in order to access the Internet usinc any
of the others. Another point to bear in mind is that the PC connected to
the modem becomes a form of router, and this will place additional claims

on its resources. Using a modem combined wth or connected to the
modem avoids any overhead on any of the PCs in the system. A -I the
additional workload is handled by the router.
In the past it was common for an old PC to be given a new lease of li'e by
using it to operate as a router or router/modem. This might appear to be
a very environmentally friendly way of doing things, but it is less "green"
than it seems. A modern router or modem/router consumes little power,
and costs little to run. A PC has a much higher power consumption. and

if left operating for long pericds every day will soon run up significant
rurning costs. In the long term it is likely to cost much more than buying
a new router or modem/router.

Firewalls
In addition to those already mentioned, there are a few more practical
differences between using an arrangement of the type outlined in Figure
1.21 and one like Figure 1.15. In practice it is usually easier to configure
the arrangement of Figure 1.21, because the Internet connection will be
automatically shared between the PCs in the system. With the setup of
Figure 1.15 the modem is a resource of one PC, and it will only be shared
if it is designated as a shared resource, which requires some addit onal
setting up.

Perhaps of greater importance, the setup of Figure 1.21 gives greater
security. It is worth making the point that security is now ar important
issue for all Internet users, but it is of even greater conce m for broadband
users. Some form of firewall to keep hackers at bay should be considered

essential rather than an optional extra for a broadband connection. A
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firewall can be either a piece of hardware or a program. A firewall's
basic function is much the same whether it is implemented in software
or hardware.
Some people seem to think that a firewall and an antivirus program are
the same, but there are major differences. There is often some overlap
between real world antivirus and firewall programs, but their primary aims

are different. An antivirus program is designed to scan files on discs
and the contents of the computer's memory in search of viruses and
other potentially harmful files. Having found any suspect files, the

program will usually deal with them. A firewal' is used to block
unauthorised access to your PC, and in most cases it is access to your
PC via the Internet that is blocked. Bear in mind though, that a software
firewall will usually block unauthorised access via a local area network
(LAN) as well.

Of course, a firewall is of no practical value if it blocks communication
from one PC to another and access via the Internet. To be of practical
value it must only block unauthorised access to any part of the system.
When you access an Internet site your PC sends messages to the server
hosting that site, and these messages request the pages you wish to
view. Having requested information, the PC expecs information to be
sent from the appropriate server, and it accepts that information when it
is received. A firewall does not interfere with this type of Internet activity
provided it is set up correctly.
It is a different matter when another system tries to access your PC when

you have not instigated the initial contact. The firewall will treat this
attempted entry as an attack and will block it. Of course, the attempt at
accessing your PC might not be an attack, and a firewall can result in
legitimate access being blocked. Something like F2P file swapping is
likely to fail or operate in a limited fashion. The sharing of files and
resources on a local area network could also be b ocked. A practical
firewall enables the user to permit certain types of access so that the

computer can work normally while most unauthorised access is still
blocked. However, doing so does reduce the degree of protection
provided by the firewall.

Broadband risks
As pointed out previously, using a firewall is considered to be much
more important when using some form of broadbaid Internet access.
One reason for this is simply that with a high-speed connection it will be
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less obvious if someone is accessing your PC. With a slow dial -up
connection the additional flow of data would slow things down and be
more readily apparent. Another, and perhaps more important reascn, is
that with most types of broadband connection you are provided with a
fixed Internet address. Having found your PC it s possible for a hacker
to go back to it again whenever it is switched on. With a dial -up connection

your Internet service provider (ISP) normally provides a new Internet
address each time you logon to their system.
Another point to bear in minc is that with a broadband connection the
PC is usually connected to the Internet all the time that it is operating,
and not just when you decide to go online and do some surfing. with
many PCs this means that there is a connection to the Internet virtually
all day every day Even if you are provided with a new Internet address
each time the PC is switched on, it will probably be operating with that
address for many hours before it is switched off again. This still lea\.es it
relatively vulnerable to attack
With some types of modem the Internet connection does not close down
when the PC is switched off. The modem remains connected tc the
Internet all the time unless it is switched off, which most users dc not
bother to do. Quite reasonably, they would like the Internet connection
to be ready for use whenever any PC in the system is switched on. With
the modem left running, the system retains the same address for what
could easily be weeks or even months. Strictly speaking. this does not
give the system a permanent address, but it does provide hackers with
plenty of opportunities to return to your computer system.

Built-in firewall
A combined router and modem provides what is effectively a built-in
hardware firewall. The router ensures that the received data is se -it to
the correct PC. It also ensures that any data sent from one PC is kept
separate from any data from the other PCs. The router uses a process
known as network address translation (NAT), and it provides the firewall
action as a by-product of the sharing process.

The only device in the system that can be recognised externally is the
router. Anything on the other side of the router is ' invisible" to the outside

world. The router uses the real Internet address provided by your ISP,
but the PCs in the system use a sort of fake address based on the real
one The router makes the necessary adjustments to incoming and
outgoing data so that everythng runs smoothly.
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Fig.1.23 The Norton.com homepage
Many combined firewall and routers additionally have a system known
as Stateful Packet Inspection (SPI). This keeps track of incoming and
outgoing packets of data to check that incoming packets are genuine
replies to outgoing requests. If a hacker should m mnage to find a way
through the router, this system should ensure that t"ieir fake packets of
data are detected and ignored.
I tested the firewall capability of a Netgear DG834G by going to a couple
of websites which run tests that are supposed to shock you by showing
how vulnerable your PC is to Internet attacks. The f rst site tried various

methods of attacking the system but was unable to access any of the
PCs in the network. In fact it was unable to detec: a computer at the
appropriate Internet address. Results were much the same at the second
site. This lack of success was due to the fact that the system at the test
site was "talking" to the router and not the PCs on the other side of the
router. There is no point in trying to hack into a PC :hat is not there.

Security is obviously important for all Internet users, but it is especially
important for anyone that has a network connected to the Internet via a
broadband connection. You are potentially providing hackers with a
28
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Fig.1.24 Operate the Go buttcn to move on to the next stage

high-speed link into all the PCs in the system. It is a good idea to use
one of these test sites on a newly installed or upgraded network, just to
make sure that hackers have no easy way into the network. Make sure
that you use one that is provided by a reliable source. Spoof sites of
various types seem to be a growing threat on the Internet.
Probably the best know of the test sites is the one run by Symantec the
producers of the Norton range of security software and other utilities.
The home page for their site (Figure 1.23) is at'

www.norton.com
The Symantec Security Check link is in the Downloads section near the
bottom left-hand corner of the page. This produces the brief information
pace shown in Figure 1.24 P-ess the Go button to move onto the next
pace (Figure 1.25) where a security scan or a check for viruses can be
made In this case it is the security scan that is required, and the
appropriate Start button is operated. The check then begins, and a page
with a bargraph display shows how things are progressing (Figure 1.26).
Online virus scans take minutes or even hours, but this type of check is
29
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Fig.1.27 This network has passed all the tests
quite fast. After a minute or so the list of results should be displayed
(Figure 1.27) The top three checks in the list are the ones that are of

interest in the current context, and a basically secure system should
pass all three

It is unlikely that the barrier provided by a route-. or any other type of
firewall for that matter, can ever be one hundred percent effective against
hackers. However it certainly makes it very difficult to hack into one of

the PCs in the system. This is probably all you need to do in order to
avoid attacks from hackers. If your PC system proves to be difficut to
penetrate it is likely that any hackers will go elsewhere in search of easier
pickings.

Additional firewall
The firewall action provided by a router is quite effective, but it can still
be beneficial to have an additional firewall. This can be prov ded ty a
program running on the PC. but some combined modems and routers
have a "proper" firewall built in If you need firewa I software, there are a
number of well known firewall programs available. and a program of his
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type is sometimes included in suites of utility programs. A firewall program
is sometimes included with network hardware such as a router/modem.
Fortunately, personal firewall programs, unlike the nighly sophisticated
business firewalls, are reasonably inexpensive. In fact one or two free
firewall programs are available. Software firewalls all operate in essentially
the same manner and use the same techniques.

One of these techniques is to monitor Internet activity and alert the user
if a non -authorised program tries to access the Internet. Initially there
might be alerts when running programs that involve legitimate Internet
access, but once you have set up the firewall to recognise legitimate
Internet traffic this should no longer be a problem. This form of monitoring
is guarding against software such as Trojans and spyware, that try to
send information obtained from your PC to another system on the Internet.
A basic hardware firewall will not guard against this type of thing, because

it will consider any Internet access that originates from your PC to be
legitimate. A software firewall that provides this type of monitoring will
detect and block Internet activity from any program that you have not
granted Internet access. Although a basic hardware firewall is very good
at guarding against external attacks, it will not prevent an internal attack
if you should download a Trojan or similar program. For the ultimate in
security a hardware firewall therefore has to be backed up by appropriate
software protection.

Another technique used by software firewalls is essentially the same as
the SPI facility provided by some combined modem and routers. The
vast majority of incoming messages are in response to a request sent
from the PC. The firewall inspects received packets of data and blocks
them unless they are the result of a request for data sent by the PC. Of
course, a facility of this type provided by a software firewall is superfluous
if you are using a combined modem and router that incorporates SPI, as
it just duplicates an existing feature

Whether implemented in software or hardware, this method gives
excellent security, but some facilities might be lost because they require
the initial contact to come from the remote system. For example, any

form of P2P network is likely to operate in a restricted fashion. Like
hardware firewalls, the software variety normally has a facility that permits
exceptions to be specified so that these facilities can be reinstated.

Ports
When dealing with firewalls you are almost certain to encounter the term
"ports". In a computer context this normally means a socket on the PC
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where a peripheral of some kind is connected. In an Internet context a
port is not in the form of any hardware, and it is more of a software
concept. Programs commuricate over the Internet via these notbnal
ports that are numbered from 0 to 65535. It enables several programs to
utilise the Internet without the data for one program getting directed to
another program.
Software and hardware firewa Is usually have the ability to block activity
on certain ports. The idea is to block ports that are likely to be used by

programs such as backdoor Trojans but are not normally usec for
legitimate Internet traffic. A backdoor Trojan could be set to 'listen" on

(say) port 80, and send the data it has collected once it receives a
message from a hacker. By blocking any activity on port 80, the firewall
ensures that the backdoor Trojan can not send any data, anc that ii will
not be contacted in the first place.
Using this method gives a basic hardware firewall some ability to combat
backdoor Trojans, spyware, and other attacks that originate from wthin
the system. If a program is cesigned to collect information from you.- PC
and send it via a particular pert, blocking that port will defeat the program.
Clearly it is not possible to block all ports, but Mocking those that are
often used by "spy" programs gives an improvement in security.

Note that most software firewall programs will block this type of activity
anyway, because the firewal will detect that an unauthorised program is
trying to use the Internet. It will alert the user and only permit the data to
be sent if the user authorises it. Presumably the user would "smell a rat"
and deny permission for the Trojan to access the Internet. Whe-e a
trigger message is required, most hardware firewalls would prevent the

message from the hacker Ircm reaching the Trojan, and would also
prevent the attack from succeeding. Even so, it s useful to block ports
that are likely to be used for -lacking the system. Doing so makes it that
much harder for someone to "crack" your system, which is what Internet
security is all about.

False alarms
Many of the early firewall p °grams had a major problem in that they
were a bit overzealous. Whie you were trying the surf the Internet there
were constant interruptions -rcrm the firewall informing you of attacks on
the system. In reality these attacks were wholly or largely nonexistent.
What the programs were actually detecting was normal Internet activity,

and many of the false alarms could be prevented by setting up the
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Fig.1.28 The initial screen of Zone Alarm Pro

program to ignore certain programs accessing the Internet. Some of
these programs were virtually unusable though.
Modern firewall programs mostly operate in a rather less "in your face"
fashion, and produce fewer interruptions. Even so, it is usually necessary
to go through a setting up process in order to keep down the number of
false alarms, and further tweaking may be needed in order to get things
working really well. Of course, if you would like to be informed about

every possible attack on the system, most firewalls will duly oblige
provided the appropriate settings are used. This certainly gives the
ultimate in security, but it could make surfing the Internet a very slow and
tedious process.

Zone Alarm
There are plenty of software firewalls to choose from, and most of them
are capable of providing your PC with a high degree of security. Black
Ice Defender is a popular program that has the advantage of requiring
little setting up before it is ready for use. ZoneAlarm is another popular
firewall, and it exists in free, trial, and full commercial versions. It is quite
easy to set up and use, and the free version represents a good starting
point for private users wishing to try a good quality firewall at minimum
cost. All versions of this program are reasonably easy to set up.
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Fig.1.29 Two optional extras are available

ZoneAlarm Pro will be used for this example, and this program has a few
more facilities than the basic (free) version.

Figure 1.28 shows the initial window produced once the installation
process has been completed. This simply expla ns that there are a few

FIRE6ALL ALERTS
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Fig.1.30 Here you select the level of alerts that will be produced
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Fig.1.31 If required, the program can be password Protected

processes to complete before the program is ready 'or use. The options
available at the next screen (Figure 1.29) are for two of Zone Alarm Pro's

optional extras.

One of these is a routine that blocks pop-up

advertisements and third -party "spy" cookies. Pop -ups are now so
widespread on the Internet that they have become a major nuisance.
Apart from being irksome, they can slow down your Internet connection
by increasing the amount of data that has to be downloaded. This can

be a serious drag on your surfing if you do not lave some form of
broadband connection. A pop-up blocker is therefore a very useful
feature.

Cache cleaning is the other option. Copies of many Internet files are
kept on a PC so that they do not have to be downloaded again when the
relevant pages are revisited. Anyone undertaking a lot of surfing is likely
to end up with many megabytes of cached Internet files on their PC's
hard disc. These files should eventually be removed by Windows, but
the cache cleaner provides a neater solution by preventing a massive
build-up from occurring in the first place.

Things then move on to a window (Figure 1.30) where you choose the
types of Internet access that will produce alerts. You can opt to have an
onscreen message appear when any access is blocked, or for no alerts
to be issued. Note that the program will still continue to block Internet
access as and when it sees fit, even if the alerts are completely switched
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Fig.1.32 You can choose which programs are granted Internet access
now or later

The middle option results in an alert being produced when the
program considers that attempted access is probably the result of an
attack by a hacker This is the default option and is probably the pest
choice.
off.

The next window (Figure 1.31) enables the program to be password
protected. This is only necessary if someone eise has access to our
PC. This is followed by the screen of Figure 1.32. Here ZoneAlarm lists
programs that it thinks will need Internet access. The list will include the
default browser and any other programs that are required for no-mal
Internet access. By default, these programs will be given Internet access,
but other programs will produce a warning message if they attempt to
use the Internet. Access will then be allowed only if you give permission.
You might prefer to choose which programs will be granted access during
the setting up process rather than dealing with it later as programs try to
access the Internet. As most programs do not require Internet access, it
is probably easier to grant access as and when necessary.

The next window (Figure 1.33) gives the option of starting the program
or viewing a quick tutorial. It is definitely a good idea to look at the
tutorial, but it can be viewed at any time by running ZoneAlar-n Pro and
operating the Tutorial button.
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Fig.1.33 You can start the program or view a tutorial
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New Network Detected: IP Address 168.168.0.0
ZoneAlarm Pro has detected a new network connected to your compubr. This
wizard kW! help you decide what level of security to set for this network
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A network is a connection from your computer to another computer or to
an Internet connection (DSL, Cable mooem, dial -up, etc

To continue, click Ned
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Fig.1.34 The program has detected a network, and it has to be
configured so that Zone Alarm will permit tile sharing
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Fig.1.35 The network can be enabled or blocked

Network
The PC used for this demonstration has its Internet connection provided

by a broadband modem that has a built-in router, with two cther PCs
connected to the router. This network was detected by Zone Alarm Pro
(Figure 1.34), and the Netwo-k Configuration Wizard was launched.
Remember that a firewall wil block any network access, including the
LAN (local area network) variety, unless instructed otherwise. At the
next screen (Figure 1.35) you have the option of enabling this network or
blocking it. Obviously it must be enabled in order to permit the system
to go on working properly.

The window of Figure 1.36 enables the network to be given a name of

you choice, or you can simply settle for the delault name. The rext
wincow (Figure 1.37) simply shows the settings you have chosen and
provides an opportunity to go back and changes them Finally, the
program is run (Figure 1.38). In normal use the program runs in the
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Fig.1.36 Here you give the network a name or accept the default
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Fig.1.37 Use this window to review the selected settings
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Fig.1.40 An alert produced by a program trying to access the Internet
background and it is only necessary to go to this screen if you need to
make changes to the setup or view the statistics produced by the program.

Operating the Firewall tab switches the window to look like Figure 1.39,
and the degree of security in each zone can then be adjusted via the
slider controls. Unless there is good reason to change the setting for the
Internet Zone, it should be left at High. The other tabs permit easy control
of other aspects of the program, such as alerts (Figure 1.40). Therefore,
if you find any of the initial settings unsatisfactori it is easy to change
them.

In use it is likely that the program will initially query potential problems
that are really just a normal part of PC's operatic n. In the example of

Figure 1.40 an alert has been triggered by an image editing program
trying to access the Internet. Although there is no obvious reason for
such a program requiring the Internet, many programs these days use
the Internet to regularly look for program updates. Operate the Yes button
to permit Internet access or the No button to block it. Tick the checkbox

if you would like this answer to be used automatically each time the
program tries to access the Internet.
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Fig.1.41 This alert was produced by an adware component
Sometimes the alert will genuinely find something that is amiss. In Figure
1.41 the alert shows that a file called msbb.exe has tried to access the

Internet. Some delving on the Internet revealed that this is part of the
Ncase adware program, which was supposedly Lninstalled from the PC
a few weeks earlier. Clearly it had not been successfully uninstaled,
and some further work was needed in order to banish it from tre system.
Internet security can be a bit i-ksome, and it is something that all of us
would probably rather just ignore. Further security measures are needed
when wi-fi links are added to a network, and this subject is covered in
chapter 4. Unfortunately, security is an issue that no Interne: user can
afford to ignore these days, and it something that network users really
must take seriously.
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Points to remember
Over the years many types of interface have been used for networking.
These days the only interface commonly used for networking PCs is the
Ethernet type, which is also known as a 10/100 network interface. The
two figures in the 10/100 name refer to the speeds lin Mbits per second)
of the original and current versions of this interface.
Many PCs now have a built-in Ethernet port as standard, but this facility
is easily added to a desktop PC. It is just a matter of fitting a PCI Ethernet
expansion card. It is also possible to obtain USB Ethernet adapters for

use with desktop and portable PCs Note that a USB 2.0 adapter is
needed in order to utilise the full speed of the Ethernet interface.

If you add a PCI Ethernet or wi-fi card to a PC, take the necessary
precautions to avoid damaging anything with static charges. A few simple
handling precautions are all that is needed to avoid problems.

A network can use wi-fi for every link, but this is urlikely to be the most
practical solution. For short links a wired connection using Ethernet
ports will cost less, provide faster transfers, and give better security.

The most basic network consists of two PCs linked via their Ethernet
ports. This requires a "crossed" cable and not the more usual "straight"
type. In order to network more than two computers it is necessary to
have a router, with the Ethernet port of each PC connected to the router
by way of a "straight" cable.
It is not necessary to buy any software in order to implement a basic but
useful network. The built-in networking facilities of Windows permit files,
folders, or even complete discs to be shared. It is also possible to for a
printer connected to one PC to be used by other PCs in the network.

Some printers can be connected direct to the network and used by any
PC in the system This facility is not available using low-cost printers,
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but it is sometimes available as an option. Any printer can converted
into a network type by using it with a device called a "printer server"
It is possible to share the Internet connection of one PC via the network.
In practice this is not a very good way of doing things though. If the PC
that has the Internet connection is switched off, ail the other FCs in the
network lose their Internet connection. The PC connected to the modem
acts as a kind of router, and this can be a significant drain on its resources.

Using a broadband modem connected to a router (or a single unit that
combines both functions) provides an always -on Internet connection for
every PC in the network. It coes so without increasing the workload of
any aC in the system. and need not cost very mu:h.
Antivirus prcgrams are of limited use against hackers. In order to keep
hackers at bay it is essential to use either or software or hardware firewall.

Ideally, both should be used if you have some form of broadband
connection, especially if it is of the "always on" variety.
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Going wi-fi

Why wireless?
Back in the early days of radio it was apparent y quite common for a
non -technical person on seeing all the wires inside a set to ask wny it
was called a "wireless". A wireless network lives up to its name rather
better than the early radio sets. There might be a short lead from the
back of a PC to a box of electronics on the top, but many vvi-fi se -ups
have no wiring worth mentioning. For many uses this is real y the only
advantage of the wi-fi approach, but for most it is a major plus poirt. A
short lead from a computer to a router or other piece of networking
equipment is not difficult to implement, particularly if the two pieces of
equipment are on the
required.

likely to be

The situation is very different when the items to be linked are on opposite
sides of the room. An "off the shelf" lead is all that is needed to connect
the two pieces of equipment, but keeping the lead tucked away discretely
out of sight is more difficult This is not just a matter of making things

look pretty, and there is the safety aspect to ccnsider A lead placed
where people keep tripping over is obviously unsafe, although in practice
it is probably the networking equipment that is most likely to suffer. It

becomes increasing difficult to keep things neat and safe as more
equipment is added to the network. A certain amount of do-it-yourself
ability is needed in order to install the wiring properly, but it is not too
difficult to make a good job of it.
Installing the wiring becomes much more difficult when leads nave t be
run from one room to another This type of thing is still within the abilities
of the average handyman with an electric drill, but it is not everyone's
"cup of tea". Also, it is not a practical proposition unless you are prepared
to have holes for the cables drilled in the walls, floors, and ceilings. Apart

from aesthetic considerations, having a house entwined with var.ous
networking cables could adversely affect its resale value. In tne case of
a listed building, it is unlikely that permission to nstall the wiring would
be obtained.
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is usually possible to use ready-made cables. but this could mean
having to use some standard lengths that are substantially longer than
you require. You then have to hide a few metres of cable safely out of
the way where no one will trip over it. The bits and pieces needed to
make your own custom cables are readily available, but this is a more
difficult approach. Surprisingly perhaps, making your own cables can
be relatively expensive when all the costs are taken into account.
It

Drawbacks
Having the longer links provided by wi-fi equipment has a huge advantage

for most network users. but there are a few disadvantages to take into
account when considering the wi-fi option. The obvious one is the higher
cost, although as technology becomes cheaper this becomes a less
significant drawback. At the time of writing this boo< the additional cost
is still significant, although for slower wi-fi equipment it is becoming much
less of an issue. It is a matter of pricing the various options and making
your own subjective assessment with the prices prevailing at the time.
With a typical home or small business network there will often be just
one or two links that could really benefit from a wireless connection,
which should help to keep the additional cost well within reason.

The relatively slow speed of wireless systems is another potential
drawback. Although a wired network has a notiona. speed of 10 or 100
megabits per second, in the real world any equipment you use will support

the higher rate. A modern Ethernet system therefore works at 100
megabits per second and you can forget the lower rate. You will never
use it Wi-fi systems normally operate at 11 or 54 megabits per second.

In practice. even a transfer rate of 11 megabits per second could be
perfectly adequate. For many users, the point of networking a system is
to share a broadband Internet connection. A standard ADSL connection
operates with a download rate of 512 kilobits (0.512 megabits) per second,
with an upload rate of just half that figure. Even allowing for inefficiencies
in the systems. both types of wi-fi link can easily handle the sharing of an
ADSL broadband Internet connection. Some broadband connections
operate at higher rates of one or two megabits per second, but this is still
well within the capabilities of wi-fi equipment.

Wi-fi connections are also perfectly adequate for some types of file
sharing. It is popular to use a home network to permit music files stored
on one computer to be played on another PC in the system. Music files

generally operate at about 64 to 256 kilobits per second, with a few
operating at up to about 512k per second. This is again well within the
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capabilities of a wi-fi connection. Many of the videos played on PCs use
a similar bit rate. but high quality video requires higher rates that cc uld
stretch a wi-fi system. This is not of significance tc most home and small
business users though.

The speed of a wi-fi system is likely to be sluggish when transferring
large files or large numbers off les from one PC to another In theory it is
possible for a system operating at 11 megabits per second to transfer
more than one megabyte of data a second, but in practice the transfer
rate could be little more than half this rate. To transfer 500 mecabytes of

data would therefore take a: least eight minutes, and could well take
closer to 15 minutes. For this type of thing transfers at 54 megabits per
second are preferable, enabling 500 megabytes o' data to be transferred

in wound one and a half to three minutes. A wired network wculd
complete the task in little more than half the time, but would still be
something less than instant

Range
Although, on the face of it, a wi-fi link is more than adequate for most
users, there is a "fly in the oirtment" that should not be overlooked. The
quo:ed speeds for wi-fi equipment are the highest that can be achieved,
and they require quite strorg signal levels. Do not be misled by the
ranges quoted for wi-fi equipment, which are often something like 100
metres. and in some cases much higher figures are quoted. A useable
signal may be obtained at a range as large as 100 metres. but only with
clear air between the aerials Where longer ranges are quoted, these
are usually for operation at speeds well below the maximum transfer
rate.

When using a wi-fi link from one room to another there will inevitably be
walls, floors, ceilings, and all -manner of obstructions between the aerals.
How much (or little) effect these have on the signal strength is not totally
predictable. and the only way to find out is to use a "suck it and see"
app'oach. Buildings that have large amounts of metal in their structure
can be problematic, but a reasonable operating range should otherwise
be cbtained. A range of 10 or 20 metres is usually possible, but at longer
ranges the transfer rate is likely to be significantly less than notiona 11
or 54 megabits per second

When reduced speed is obtained, results should still be adequate for
sharing a broadband Internet connection, audio files, etc., but a wired
network would probably be a better choice for transferring large amounts
of data. An unfortunate truism s that wi-fi equipment performs the worst
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in situations where it would be by far the most convenient solution. With
a large distance plus walls and floors between the two units to be linked,
using a connecting cable is very difficult. In this situation a wi-fi link is a
much easier option that avoids the awkward wiring, but getting a strong
signal is likely to prove difficult. In practice it is likely that many users will

be prepared to put up with reduced speed in order to avoid the
inconveniences of installing wiring.

Security
Computer security has become a major issue in recent years. There
seems to be a significant number of criminals continually thinking up
new scams or finding ways of reworking old ones. The early viruses
were produced by individuals who were really just showing off, and trying
to show how clever they were. It has now become rather more sinister,
with people trying to find ways of extracting money from companies or
private individuals using what we now know as cyber crime. All Internet

users now have to take security very seriously, but it is particularly
important to the growing band of users that have a broadband connection.

You do not have to be a computer genius to see that using wi-fi links has

the potential to let hackers "eavesdrop" on your network or even gain
access to it. At the most basic level, anyone operating a wi-fi equipped
PC within the range of your system could have free Internet access by
way of your network and Internet connection. This would probably not
matter a great deal if you have an unlimited broadband connection. The
unwanted guest would effectively reduce the bandwidth of the Internet
connection, but probably not to a significant degree.
Someone using your Internet connection could prove costly if you have
capped access, where extra has to be paid if more than a certain amount
is downloaded each month. Either way, are you really unconcerned
about others gaining access to your network for a bit of freeloading?
Most of us value our privacy and would prefer to keep the network totally
closed to outsiders, even if they have no really sinister intent.
Of course, some hackers trying to enter the network might have a sinister

motive. With no security measures in use, someone could potentially
hack into your network and gain personal information stored on the
system, or even steal passwords or other sensitive information. Unless
the network is used for purely unimportant applications such as games
or entertainment, it is essential to take steps to keep it secure. Even if
the system is only used for trivia, you would presumably still prefer not
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to have strangers using your Internet connection and accessing your
PC.

Security is covered in chapter 5, but it is worth making the point iere
that much wi-fi equipment will install very easily. Indeed, in some cases
it requires no setup information at all from the user However, equipment
of this type is installed without any of the built-in security measures being

implemented. There is a temptation to simply "et well alone", anc not
bother with implementing the security measures. With the network
working well, why risk messing up the installation? Taking this attitude is
definitely a mistake though, and it is a good idea to read the nstruction
manuals and get everything set up properly as soon as possible. Setting
up a network to make it secure is quite simple and does not :ake long.

Interference
The range of frequencies available for use with wi-fi networks is quite
narrow, but the allocation is bread enough to permit a number cf charnels

to be accommodated. As wil be explained later, there are actually two
bands available for this type of equipment, and these are at frequercies
near 2.4GHz and 5GHz. At D resent the vast majority of wi-fi devices
operate in the 2.4GHz band, and this book is primarily about this type of
wi-fi equipment.
Even though there are several channels, congestion is still a potential
problem. This depends on where you live, anc to some extent it is a
matter of luck.

I

live in a part of :he country that has quite a high population

density, but my home wi-fi network has yet to detect any other users.
Although the short range of this equipment is normally considered b be
a drawback, in this context it is definitely an advantage. In fact a range
of a few miles would render .vi-fi networks unusable as in many areas
interference from other networks would render most systems useless.
The short operating range largely avoids this problem in suburban and
rural areas, but if you operate a wi-fi network in a town it is quite I kely
that you will find that you are rot alone. Switching away from the default
channel should avoid any major problems with interference from other
systems. As wi-fi becomes more popular it could be difficult to find a

totally clear channel in heavily built-up areas, giving a more limited
operating range. Also, bear it mind that having several systems nearby
could reduce the range somewhat even if they are not operating on the
same channel as your system.

Many wi-fi users are probably under the impression that a band has
been set aside specifically for wireless networking. Unfortunately, this is
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not the case, and wi-fi shares the 2.4GHz band with several other types

of equipment. These include such things as some cordless phone
systems, baby monitors, Bluetooth devices, video senders, cordless
headphones, and even microwave ovens. These devices all add to the
congestion, and can potentially block some channels completely. They
also add to the general noise on the band and tend to limit the maximum
operating range. Again, in suburban and rural areas any problems should
be minimal, but performance could be seriously compromised in some
parts of towns.

Hotspots
The lack of wires to connect the system together is the main reason for
using a wi-fi setup, but it does have one or two additional advantages
that should not be overlooked. If the system includes any laptop or
other portable computers it would be normal to equ p each of them with
some form of wi-fi adapter. Apart from avoiding the need to fiddle with
wires each time a portable devices is connected to or removed from the
network, a wi-fi connection makes it possible to access the network from
just about anywhere in the building. In fact it should be possible to
connect to the network from the garden, or possibly even the shed or
summerhouse at the bottom of the garden. You can therefore surf the
Internet while outside in the garden on a fine summer evening.

In order to access the Internet it is not even necessary to return home,

since wireless hotspots offer Internet access in numerous locations
around the world. A wireless hotspot is a wireless access point (NAP)
that connects to some form of Internet service. This will typically be a
512k ADSL broadband connection, but it could be some other type of
broadband service. It should certainly be something much faster than
an ordinary dialup connection, but bear in mind that you might have to
share the service with other users, which could noticeably slow things
down.

The idea is to have hotspots in restaurants, cafes, motorway service
stations, hotels, trains, airports, or anywhere convenient for potential
users. As one would expect, these services are not usually free, and the
hourly connection rates are quite high. Even so, this method can be
cost-effective for those requiring Internet access on the move. The speed
of the connection is also likely to be much faster than the alternatives,

which are unlikely to be significantly cheaper. Some hotspots are
provided free of charge, so you might get lucky frcm time to time and
obtain free Internet access.
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Fig.2.1 The default is for a search of the United States
Hotspots are aptly named, anc due to their very limited area of coverage
it

is important to be in the right place in order to access one. Simply

being in the right general area is unlikely to be good enough. The number
of hotspots is increasing all the time, and at the time of writing this there
are well over one thousand of them in the Londo i area. Even so, it is a

good idea to locate potential hotspots before setting out on a journey.
There is a very useful site at this address.
www.wifi41 1 .com

It defaults to a search of the United States (Figure 2 1). but the menu
near the top of the page enables the UK to be sel cted Then the search
can be refined further by using the other menus tc select the appropriate
part of the UK. and then a town within that area It is also possible to
select a particular network provider and a type of location (lotel. bus
station, etc) The checkboxes enable the search to be limited to either
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Fig.2.4 Some 22 results have been produced fcr the general
Southend on Sea a, -ea

free or commercial access points, but the number of free services is so
small that it is probably pointless to search for them alone.
A search for any access points in Southend on Sea (Figure 2.2) produced
six results (Figure 2.3), with no less than five of these being part et the
BT Openzone network. Four sites in the list are at cafes and restaurants,

two are at payphones, and one is at a store cwned by a well-known
computer chain. The train and bus stations are conspicuously absent
from the list, and as yet neither of these seem to be used much for wireless
hotspots in the UK.

There are other hotspot search engines, and these two are well worth
trying:

www.jiwire.com

www.hotspot-hotel.com
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Fig.2.5 You have to register in order to use BT's hotspot site
The first of these is owned by Intel, and using it to search for hotspots in
the Southend on Sea area produced an impressive 22 results (Figure
2.4). However, it actually searched a much wider area than the wifi411
search engine. and most of the sites listed were actually in nearby towns.
The second site is owned by BT and it is necessary to go through a free
registration process in order to reach the search engine (Figure 2.5).

A conventional search engine is available in the left-hand section of the
window, or you can use the maps to the right of this. Left -clicking the UK
map first produces a larger map of the UK (Figure 2.6). and left -clicking
on this produces a large-scale map of the selected area (Figure 2.7). It
is then possible to obtain a scrollable street plan of that area (Figure 2.8)
so that the locations of hotspots can be precisely identified. A list of the
hotspots together with addresses is provided beneath the street plan.
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Fig.2.8 A scrollable street map shows the hotspots, which are also
listed in the area beneath the map

Roaming
You will probably encounter the term "roaming" when dealing with
wireless hotspots. This can simply be a reference to the fact that you
can literally roam with your laptop and still stay connected to the Internet,
but remember that you can not roam far. At best you can only be about
100 metres from the hotspot's aerial, and the maximum range could well
be much less than that.

More normally, this term refers to agreements between rival service

providers that permit users of one service to go online using the
equipment of another hotspot provider. Given the patchy coverage at
present, this type of thing can make life much easier for users. However,
the added convenience of roaming is likely to cost extra, where it is an
option at all. At some locations it is possible to gain instant access to the

hotspot by purchasing a voucher over-the-counter at the location. In
other cases it is possible to sign up and pay online using a credit or
debit card.
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Standards
Computer standards have terded to be something of a joke in the past.
Standards have not only been a problem in the world of computing. The
electronics industry in general has experienced problems with competing
standards, which inevitably results in many people buying gadgets that
soon become obsolete. In fact competing standards can ultimately kill
the product, producing a situation where there are no winners and pEnty
of losers.

An additional problem with computer standards is that manufacturers
have tended to "do their own thing" rather than rigidly adhering to ageed
standards. It is difficult to understand why a manufacturer would release
a product that does not stray adhere to the rules, but this was quite
common in the past. Possibly it was the result of cost cutting, or perhaps
it was just poor design work that was to blame. Anyway, even something
as basic as trying to get a printer to work properly with a series or pwallel
port used to be very difficult, Although "off the shelf" leads were usually
available, ready-made leads often proved to be inadequate.

Fortunately. the situation has improved somewhat over the years, and
wi-fi is certainly free from many of the problems associated with wired
interfaces. Inevitably though, there is more than one standard to contend
with. The wireless networking equipment in common use conforms to
the standards laid down by the Institute of Electrical and Electrcnics
Engineers, or the IEEE as it is more commorly called. All the wi-fi
equipment falls within the 802.11 standard, but there are three versions
of it (802.11a, 802.11b, and 8C2.11g). Table 1 summarises the important
differences between the three 802.11 standards.

The ranges quoted here are theoretical, and would probably nct be
obtained in practice. These are the maximum ranges at the maximum
operating speed, and longer anges can be achieved at lower speeds.
Bear in mind that ranges quoted for operation outdoors assume that
there is clear air between the aerials. Walls, fences, and other solid
objects between the aerials, particularly if they are made from meta;, will
substantially reduce the range.

I tried operating a 802.11 b link between two systems about 100 metres
apart, hoping that there would be a sufficiently strong signal to permit
one system to use the broadband Internet connection of the other. In
practice the two systems remained oblivious to each other, with neither
system picking up a discernable signal from the other There were a few

trees and other obstructions between the twc aerials, and that was
sufficient to shield each aerial from the other unit's signal. The only way
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Table 1
Standard

802.11a

Maximum speed

54Mbits/s

11 Mbits/s

54Mbits/s

Real -world speed

20Mbits/s

4.5Mbits/s

20Mbits/s

Range (outdoors)

30 metres

120 metres

50 metres

Range (indoors)

12 metres

60 metres

20 metres

Band

5GHz

2.4GHz

2 4GHz

Users

64

32

32

Total UK channels

8

13

13

Separate channels

8

3

3

802.11g

802.11b

Yes

Yes

Compatibility
Wi-fi certified

Yes

802.11 b

802.11g

to find the maximum usable operating range is tc try it and see, but
slightly pessimistic forecasts are usually the most accurate.
As already explained, the maximum range indoors is heavily dependent

on the type and number of obstructions between the two aerials. A
couple of plasterboard walls are unlikely to have much effect on the
range, but a few substantial brick walls could massively reduce it. A
large metal radiator in the wrong place could totally block the signal. In
difficult surroundings, 802.11 b equipment probably offers the greatest
chance of providing useable results.

5GHz band
802.11a equipment has the advantage of not operating in the overused
2.4GHz band, and it also permits twice as many users per access point.
However, for a home or small business network it is unlike that more

than 32 users will need to use an access point. There are some
drawbacks to 802.11a equipment, and probably the most important one
for most potential users is that the cost is much higher than for equivalent
802.11b and 802.11g equipment.

The economics of networking are at least as capricious as those for
other aspects of computing, but at the time of wiling this, opting for
802.11a equipment means paying more than twice as much for the
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privilege. Another important factor to bear in mind is that there is relatNely
little 802.11a equipment available, although choice and availab lity should

improve in due course. Because 802.11a equipment operates on a
different band, it is totally incompatible with the other two standards.
802.11b and 802.11g equipment can be freely mixed, but transfers will
obviously be at the lower rate if one unit in a link is of the 802.11b variety.

Note that it is possible to obtain 802.11a equipment that is compatible
with the other two standards. However, this com Dat ibil ity is presumably
obtained by combining 802 11a and 802.11g gadgets in a single box.
As one would expect, the extra hardware required tends to make these
units relatively expensive. They are extremely versatile though.

Channels
On the face of it, the 802.11a standard provides fewer channels than the
other two standards. In reality t is actually better, since its eight channels
do not overlap, and they are genuine channels. The 13 channels o' the

other two systems overlap to some extent, so significant interference
between units operating on adjacent channels is quite possible. In fact
the channel overlap problem s so great that it is only possible to have
three totally separate channels. Together with its operation on the 53Hz
band, this makes 802.11a equ pment a safer choice in areas where here
is severe congestion.

Wi-fi Alliance
In theory, equipment manufactured to conform to one of the three IEEE
standards should work perfectly with any other equipment designed to
meet the same standard (or a compatible one). In reality it is never as

simple as this with such complex technology, and there have been
incompatibility issues in the past. In some cases the level of performance
obtained was below expectations, and in extreme cases no useable link
was obtained.

The Wi-fi Alliance was formed n 1999, and its purpose was to certify that
wi-fi equipment fully conformed to the appropriate standard and would

operate properly with any equipment of the same or a compatible
standard. A certified 802.11g access point should therefooe operate
perfectly with any certified 802.11b or 802.11g wireless adapter. Wi-fi
certified equipment carries the Wi-fi logo, and it should also have a badge
of approval (Figure 2.9). The badge shows which standard or standards
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the equipment is compatible with,
and it also indicates whether it has
protected access. In other words,

CERTIFIED

0 Interopera hie with:

it shows whether the equipment
has built-in security measures to
keep unauthorised users out of
the system.
Is it essential to obtain equipment

that has wi-fi certification?

In

theory it is safer to do so, but the
fact that a unit lacks certification
does not necessarily mean that it

lacks full compatibility with the

Wi-Fi Protecteo Aixe6s"

Cert. ID W002167
www_wiTi.org

relevant standard. In fact, such
equipment is likely to be perfectly

usable. The wi-fi badge of
approval is not as common as
one might expect, and there is

plenty of good quality equipment
available tha- does not sport the
wi-fi logo. On checking a mixture
of "big name" and generic wi-fi units I found that very few had the badge
of approval.

Fig.2.9 A typical certification badge

The cost of gaining approval has certainly deterred some manufacturers
from seeking certification for their products. Added costs are obviously
unwelcome when making any products, but they are particularly unhelpful
when producing cheap generic devices. There is little chance of obtaining

approved products if you take the cheap generic rjute, and customer
support is often poor or nonexistent with these units. On the plus side,
generic products are almost certain to be based cn exactly the same
chips as equivalents from the well-known companies.
For those with limited experience of dealing with computer hardware it is

probably better to opt for equipment from one of the well-known
manufacturers such as Netgear, Belkin, US Robotics, and 3Com. If the
equipment is from a respected company and it also has certification, so
much the better. If it does not have certification, at least there should be
a proper customer support service to get things sorted out, and you are
protected by your statutory rights.
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Bluetooth
There is a common misconception that Bluetooth and wi-fi equipment
are the same, or that they are to some extent compatible. The confusion
is perhaps understandable, since Bluetooth equipment uses the same
2.4GHz band as most wireless networking equipment, and its luncticn is
much the same. It

provides a wireless
link between two
pieces of electronic
equipment. Despite
the
superficial
similarities,
the
purpose of Bluetooth
is very different to that
of wi-fi equipment.
Wi-fi is an extension of

the
Ethernet
networking system.
and when using wi-fi
equipment you have
what is essentially an
Ethernet
based
network. A typical wifi network will include
some
wired

connections using
standard Ethernet

Fig.2.10 Bluetooth is used fora wide rang
of products, including headsets

ports and cables. Bluetooth is not intended for networking, although it

could probably be used to provide networking.

Using 3luetooth

equipment in this fashion would be doing things the hard way though,
and wi-fi equipment performs this task much mo-e efficiently.
The real purpose of Bluetooth is to link two devices, and it is a generalpurpose system which is designed to accommodate practically any two
pieces of equipment that could be usefully linkec. Bluetooth s used for

such things as connecting a computer to a printer, a laptop PC to a
desktop computer, and a notebook PC to a mobile phone. It can even
be used for a non -digital application such as cordless headphones and
hands -free headsets (Figure 2.10).

Wireless links have been uses with PCs for many years in the form of
IrDA infrared links. The main problem with the iifra-red app-oach was
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that it was basically just a short range line of sight system, although for
many purposes this was perfectly adequate. When uploading from a
digital camera or a laptop computer to a PC for example, the two devices
would probably be more or less side -by -side anyway. Another limitation
of IrDA is that it is based on a standard serial port, and it has the relatively
low bit rates associated with this type of port. The maximum transfer
rate is usually about 115kbits (0.115Mbits) per second, and in some
cases is much less than this.

Bluetooth is designed to be a sort of universal version of an IrDA link,
with a higher level of performance. It is designed to operate with low
levels of power consumption, making it suitable for use with small portable

devices such as phones and palmtop PCs. With a maximum transfer
speed of only about 1 Mbit per second, Bluetooth is not particularly fast
by modern computing standards. It is only about one tenth as fast as an
802.11b link for instance. The transfer speed is adequate for many
purposes though, and it is nearly ten times faster than an IrDA link.
The range of a Bluetooth device is about 10 metres, and because it uses
a radio link rather than infrared, the signal is able to pass through many
types of object. It can be blocked by large pieces of metal though. It is
possible to obtain signal repeaters that can boost the range to 100 metres,
but Bluetooth is normally used in applications where a range of 10 metres
is adequate.

Although Bluetooth devices have a very short operating range, they still
need security measures in order to keep hackers at bay. Security
measures are built into the system, and Bluetooth gadgets have unique
identifying codes that can be used to prevent any unauthorised use. For
instance, a Bluetooth mobile phone could be set up so that it would only
connect to the Internet when used with your own Pocket PC.

Piconet
When Bluetooth devices lock -on to each others' signals they form what

is termed a piconet, or a small network in other words. One gadget
initiates contact, and this is the master device. Th.s unit negotiates all
data transfer paths between devices in the network, and there can be up
to seven slave units in addition to the master. In practice it is unlikely that
eight units would be networked using Bluetooth, and in most cases it is
used with just two devices. However, it could be used in a situation such
as a Bluetooth enabled printer being fed from several PCs.
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Any Bluetooth device has the wherewithal to control a piconet, and the
master - slave relationship has to be flexible so tnat the equipment can
adjust to suit practically any situation. With a simple swap of data between
two devices, the one that initiates the connection becomes tne master
device. Any other units that join the piconet will automatically operate as
slaves.

This simple scheme of things does not suit all situations, and it would
not work in the printer setup mentioned previously. The first cc mputer to
access the printer would become the master unit but for this network to
operate properly it is necessary for the printer to always be tne master
device. This enables the printer to properly control the flow of print jobs.
The way around this is for a master device to be temporarily demoted to
slave status when it links with a device that must have master status.

Channels
Bluetooth uses the same 2.4GHz band as 802.11b and 802.11g wi-fi
units, but the channelling is arranged differently The lower bit rate of
Bluetooth permits a larger number of channels to be accommodated,
and there are some 79 separate channels. There is no need to select a
channel, since a system of ciannel hopping is used. Devices "hop"
1600 times a second in an attempt to avoid conflicts.
The system used with Bluetocth is called Adaptive Frequency Hopping
(AFH), and it is designed to avoid interference from any devices that use
the 2.4GHz band, and not just other Bluetooth equipment. As signals
within the band come and go, Bluetooth devices will adapt to the changing
situation in an attempt to make the best possible use of any free channels.

Bluetooth had quite a long gestation period, and when first launched its
level of take-up was somewhat underwhelming. It is backed by the
Bluetooth Special Interest Grcup (www.bluetooth.com), which has over
2000 members including huge companies such as Intel and IBM. It is
gaining in popularity, but has yet to achieve its creators' aim of becoming
a worldwide standard for short-range communications without cables.
It seems likely that it will do sc in due course.

Incidentally, Bluetooth is named after a Harold Bluetooth Gormson. He
is not one of the brains behind the system, but was in fact the monarch
of Demark just over a thousand years ago. Appa-ently, he managec the
difficult task of uniting two Balt c states, which seems to a rather temous
link to modern wireless technology.

65

2

Going wi-fi

Points to remember
The main advantage of wireless networking is the obvious one of avoiding
the need to thread cables around the house or office. This is a huge
advantage for a home system where unsightly cables are deemed to be

unacceptable, or where adding cables is simply rot allowed for some
reason.

The ranges quoted for wi-fi systems have to be taken with the proverbial

"pinch of salt". The quoted ranges might be achieved in practice, but
typical operating ranges seem to be somewhat less than the specifications

would suggest. Operation is still possible with low signal strengths, but
not at anything like the full quoted transfer rate.
Inefficiencies in the system mean that data can not be transferred at the
quoted rates. In practice it is likely that the actual rate will be a little
under half the quoted figure. Note also that the rates are in bits per
second, not bytes per second. Divide speed figures by eight in order to
obtain a transfer rate in bytes per second.

There is only one standard for wi-fi equipment, which is the IEEE 802.11

standard. However, matters are complicated by having three different
versions of it (802.11a, 802.11b, and 802.11g). While the 802.11a
equipment has potential advantages, it relatively expensive, difficult to
obtain, and is incompatible with the other two.
It is 802.11b and 802.11g equipment that are used in most home and
small office wi-fi systems. The faster 802.11g equipment is compatible
with the 802.11b variety, but when a link uses the two types of equipment
it obviously operates at the slower rate.

Bear in mind that it might be easy to set up a wireless network by simply
accepting the defaults, but doing so will almost certainly leave the system

wide open to hackers.

Modern wi-fi equipment has built-in security

measures, and it is import to protect your system by ensuring that these
are properly set up.
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The short operating range helps to avoid problems with interference due
to there being too many wi-fi users in the vicinity, but it is still a potential
problem in heavily built-up areas. The problem is worse with 802.11b
and 802.11g equipment which has fewer non -overlapping channels, and
shares the 2.4GHz band with other types of equipment.

A wi-fi equipped laptop or notebook PC can be used to access wireless
hotspots at cafes, libraries, computer shops, etc With a few exceptions,
use of wireless hotspots is not free though. The cost of access cal be
quite high, but the same is true of the alternatives. The download speed
when using hotspots is usually quite, and is typical via a 512k or 1024k
ADSL Internet connection.

Many wi-fi equipment manufacturers now have their devices approved
by the Wi-fi Alliance, but some do not bother It is obviously reassuring
to have approved equipmert in your wireless network, but gadgets from
any of the large manufacturers should have full compatibility with the
relevant standards. As always, cheap generic equipment is a bit more
risky and often lacks worthwhile customer support.
Bluetooth is not used for true networking, and is not really an alternative
to 802.11 wi-fi equipment. It can be used for something like wireless
printer sharing, but in most cases it is only used to provide a lirk between
two devices such as a notebook PC and a mobile phone. It has a relatively
low maximum data transfer rate of 1 Mbits per seccnd, but this is adequate
for many tasks.
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Getting connected
Any computer that will be connected to the network via a wireless link
must be equipped with a wi-fi adapter of some kind. The available options
depend on the type of PC, but for a desktop type the main options are a

USB wireless adapter or a PCI type.

Provided a spare USB part is

available, the USB option is the easier to install. Some of these units are
similar in appearance to the popular USB pen dives that contain flash
memory. and a few of these devices do actually combine the two functions
of wi-fi adapter and pen drive The example shown in Figure 3.1 is purely
a wi-fi adapter. which is the more usual approach. There is normally no
outward sign of an aerial with these units, as it s contained withir the
plastic case

coc`
,54iL

Fig.3.1 A Surecom 802.11b liSB adapter
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Fig.3.2 Using a USB extension cable enables the position of a USB
wi-fi adapter to be adjusted easily

The adapter can be plugged straight into a USB port of the PC, or
connected via a USB extension lead. Using any unit of this type directly
plugged into a USB port is convenient, but it leaves the device vulnerable
to damage. The risks are probably greater when the device is used with
a heavy desktop PC. If someone should happen to knock against the
adapter it is possible that the PC will remain in place and that the adapter
will give way. This would probably render it unusable, and repairs are
usually uneconomic with low-cost units such as these adapters.

prefer to use a short extension cable with any small USB gadgets. In
the current context this method has the added advantage of permitting
the adapter to be moved slightly, which can be useful if a "blind" spot is
giving problems with poor performance. Note that it is not a normal A to
B USB cable that is required, but an A to A extension lead. This has the
larger A type socket at one end and an A type plug at the other (Figure
I

3.2).

USB wi-fi adapters are also available in the form of a small box that sits
on top of the PC and connects to the USB port via a short cable. Figure
3.3 shows a neat unit of this type made by Netgear. This type of adapter
is connected to the USB port via a standard A to B cable, and the rear of
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Fig.3.3 This Netgear adapter connects to the PC using an ordinary
(A to B) USB cable

the unit has the smaller B type USB connector (Figure 3.4). This is the
type of cable this is used with scanners, printers. and most other USB
gadgets, but a suitable lead is normally supplied with the adapter.
This style of wireless network adapter tends to be more expensive than
the type that is designed to pluc straight into a USB port, but ore reason
for this is that many of them are 302.11g devices -he cheap "pen drive"
adapters are 802.11b devices An advantage of tie box and lead stile
adapters is that, as standard, the box part can be easily repos.tioned in
order to find the position that cives optimum results This is a definite
advantage for an adapter that will be used with a desktop PC. but the
71
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Den drive type units
are probably a better

choice for use with
portable PCs.

Speed
adapters
Jsually have a USB

802.11 b

1.1 port, but they will

work perfectly well
with USB 2.0 ports.
3n the face of it, a
JSB 1.1 port is
adequate for an
adapter,
since it operates at
802.11 b
Fig.3.4 The USB socket on the rear of the unit

more or less the same

maximum speed as
the adapter. In practice it is not quite as simple as that, because USB 1.1
only permits a single device to use half of the available bandwidth. This
ensures that one device can not hog all the bandwidth to the detriment
of the others. Unfortunately, it also means that USB 1.1 wi-fi adapters

might not operate quite as fast as expected, although any shortfall is
likely to be quite small.
There is little point in using USB 1.1 for an 802.11g adapter, because the
speed of the USB port would be far too low to accommodate the transfer
rates possible with the adapter It is possible to use an 802.11g adapter
with a USB 1.1 port if that is all that is available, but data transfers will be
limited by the relative slowness of the USB port. USB 2.0 can handle bit
rates well above the 54Mbits per second of the 802.11g standard. In fact

USB 2.0 can handle rates of up to 480Mbits per second. An 802.11g
USB adapter should therefore be capable of operating at full speed with
a USB 2.0 port.
Note that it is possible to add USB 2.0 ports to a desktop PC that is only
equipped with USB 1.1 ports. It is just a matter of adding a PCI expansion

card that is has what will typically be two or four USB 2.0 ports. The
generic card shown in Figure 3.5 has four ports and costs only a few
pounds. Of course, the PC must have at least one spare PCI expansion
slot, but this will not be a problem with most PCs. Windows XP is designed
to operate with USB 2.0 ports, but Windows ME is not. However, provided
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Fig.3.5 This PCI card provides four USB 2.0 ports

you are careful to obtain a card that is supplied with drivers for Windows
ME, it should work perfectly well with this operating system.

Hubs
Many PC users augment the two built-in USB ports of their PCs usinc a
PC hub, such as the unit shown in Figure 3.6. This plugs into one of the
existing USB ports and effectively splits it to provide extra poets. The
hub shown in Figure 3 6 has tow- ports, but taking nto account the port
on the PC that it occupies, it provides only three extra ports. A simple
hub of this type works well with many devices, but it is less than ideal for
gadgets that obtain their power from the USB port By splitting a sinc le
port into three or four ports, the amount of power available from each of
these ports is reduced.
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Fig.3.6 This passive USB 1.1 hub has four ports

Particularly with USB 1.1 ports, which can supply less power than the
USB 2.0 variety, this can result in devices failing to work when used with
a simple hub. On plugging in the device, Windows responds with an
apologetic message explaining that the hub can not provide sufficient
current to power the device you have just connected. 802.11 adapters
are not low -power devices, and will probably fail to work if connected via
a hub.

The easiest solution is to use a powered hub, which has its own mains
power supply unit and does not draw any power from the PC's USB
port. A unit of this type should be able to supply the full quota of power
to each of its USB ports, and it enables USB devices to be used without
increasing the drain on the PC's power supply. The main problem with
a powered hub is that you have the hub itself, plus what is invariably an
external mains power supply unit to power it. With two extra boxes and
a lot of wiring, it is not a particularly neat solution. Where possible, it is
better to provide extra USB ports using a PCI expansion card.
A USB 1.1 hub will normally work with a USB 2.0 port, but the additional
ports are of the slower USB 1.1 variety. In effect, you a converting one
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Fig.3.7 A PCI w-fi adapter complete with aerial

fast USB port into several slower ones. This might suit your requirements,
but it is better to leave you options open by using a USB 2.0 hub with a
USB 2.0 port. A USB 2.0 hub will normally work with a USB 1.1 port, but

it will only provide USB 1.1 pots.

PCI adapter
In some ways a wi-fi PCI card (Figure 3.7) is a neater solution than using
any form of USB wi-fi adapter. Apart from the aerial, everything is kept
within the main housing of the PC. This avoids having to use a lead or

having the adapter protruding well out from the rear of the PC. These
days most PCs have a free PCI expansion slot, but USB ports soon seem
to be used up.

There are drawbacks as well though, and one of them is that the aerial is
not placed in a favourable pos tion. It is in amongst the leads at the rear
of the PC. Even if you can manage to keep most of the leads away from
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the aerial, it will still be
very close to the metal

case (Figure 3.8).
This situation is
considerably less
than ideal, and is
I.kely to compromise
results. Matters are

compounded by the
fact that repositioning

the aerial to avoid a
"blind" spot means

moving the entire
base unit.

There is a possible
solution, but this is
dependent on the
aerial
having a
standard fitting and
being detachable
from the card. Most

Fig.3.8 A PCI wi-fi card and a tower case is
not a good combination

PCI adaptors do have
a standard connector
for the aerial, which is

easily

unscrewed

from the card (Figure
3.9). Figure 3.10 shows a close-up of the connectors on the card and
the aerial. Note that it is usually necessary to temporarily dismount the
aerial so that the card can be installed in the PC.

One way of using the aerial away from the rear of the PC is to use an
extension cable. An alternative is to obtain a new aerial complete with
cable. The second method is likely to be much more expensive, but it
might be possible to obtain an aerial that has a built-in stand so that it is
easily mounted on top of a PC, on a desktop, etc. Unfortunately, aerials
and extension cables are less widely available than the wi-fi adapters
themselves, and they seem to be relatively expensive.
The obvious way of adding a wi-fi adapter is to have a device that connects

to a standard Ethernet port. Strangely, I have not encountered a simple
adapter that uses this method, although more complex wi-fi devices do
use this method of interfacing. There is a drawback to using an Ethernet
port for a wi-fi adapter, which is that it is not possible to draw power from
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Fig 3.9 The aerial can be unscrewed from the card

Fig.3.10 Close-up of the connectors on the aerial and the PCI card
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Fig.3.11 A PC card is a popular way of adding a w'-fi adapter to laptop
and notebook PCs
this type of port. This would make it necessary to have a mains adapter
to power the device, which would be less convenient than drawing power
from the PC. Of course, no adapter is needed for PCI or USB wi-fi
adapters.

PC card
Some notebook and laptop PCs are now equipped with a wi-fi adaptor
as standard, and it is a feature of portable PCs that use Intel's Centrino
technology. It is still more usual for any networking capability to be in
the form of an ordinary Ethernet port though, although this may change
in due course. PCI wi-fi adapters are not useable with portable PCs, but
modern laptop and notebook PCs usually have a USB port. This port
should work perfectly well with any USB wi-fi adapter. The other option,
and probably the more popular one, is to use a "PC" (PCMCIA) card
(Figure 3.11). This simply slots into the PCMCIA expansion slot of the
portable computer. The aerial is built into the card.
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Many small computing
devices such as PDAs

and Pocket PCs can
have
now
wi-fi
connectivity, but you
really
need
to
investigate
what

options (if any) are
available for your
particular devices. The

most common ploy is

to have a Compact
Flash (CF) card that is
actually a wi-fi adapter,

such as the Netgear
card shown in Figure
3.12. Secure Digital

wi-fi cards are also

Fic.3.12 This Netgear CF card is actually
Of course,
a wi-fi adapter
not every gadget that
takes one of these memory cards can use the wi-fi versions, so it is
important to check compat bility with your portable equipment before
buying anything.
available.

Access point
Fitting a PC with a wi-fi adapter gives the wireless equivalent of a PC that
has an Ethernet port and a network cable, but with nothing at the other
end of the cable. In order to produce a functioning network it is necessary
to have a device that will act as a control centre and merge the individual
PCs into a proper network. This device is known by a variety of names,

but it is mostly called a "base station" or an "access point". The term
"access point" is probably the one that is used the most in the UK, and it
is the one that will be used in This book.

The exact function of the access point varies somewhat, as it is cften
merged with other functions such as an ADSL modem to provide an
Internet gateway. However, its core function is always to avoid chaos
and ensure that each device in the system communicates with the otners
in an orderly fashion. It receives transmissions from devices in the system
and distributes them to the network.
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Apparently it is possible to use a PC with a wi-fi adapter as an access
point if the PC is equipped with a suitable program. This method seems
to be little used in home and small business networks though, and it is
not a setup that I have ever used. The more usual approach is to have
the access point in the form of a standalone unit, leaving the PCs in the
system free to get on with other things.

Ad Hoc
It is not essential to use an access point, and two wi-`i equipped PCs that
can receive each others signals can establish a network in what is called
"Ad Hoc mode". This is the wi-fi equivalent of two PCs being connected
together using their Ethernet ports and a crossed -over cable. The wi-fi
version is actually more versatile in that it enables easy communication
between any two PCs that are within range, and no cable swapping is
required. However proper networking effectively provides a simultaneous
connection between every unit in the system, and is even more versatile.
Although it is not without attractions, the Ad Hoc method of networking
is inferior to using an access point, and is little used in practice.

Note that when installing and setting up a wi-fi adapter it might be
necessary to specify the mode of operation that you wish to use. The
adapter's control software then seeks signals from the appropriate type
of wi-fi unit. With Ad Hoc mode selected, the software searches for signals

from other wi-fi adapters, and will only communicate with that type of
unit.

The other mode is called Infrastructure mode, and it is used to implement
full networking. Infrastructure mode can only be facilitated with the aid

of an access point. Some wi-fi adapters start in what is effectively Ad
Hoc mode so that they can search for and list all the available wi-fi signals.
By default they will probably connect to and use any access point that is

found. As always, it is necessary to read the supplied documentation in
order to determine the exact way in which the equipment operates.

As pointed out previously, the main advantage of using Infrastructure
mode and an access point is that it enables communications between
numerous devices to take place simultaneously. In effect, everything in
the network is connected to everything else in the network all the time.
In this respect it is the same as a wired network. With Ad Hoc working
only two devices can be linked at any one time. Another advantage is
that the access point can provide what is termed a "bridge". In other
words, it can provide a bridge between wi-fi equipped devices and wired
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Fig.3.13 A typical wi-fi network has one PC wired to the access point
and a printer, with the other PCs networked using wi-fi

network devices. This is an important point, because few practical
networks are purely of the wi-fi variety.
Of course, a wi-fi network can be purely that, with everything in the system

communicating via radio links. No doubt there are many networks that
perform very well using nothing but wi-fi links. In practice though, a
totally wi-fi network is unlikely 70 be the best solution. With the access
point on the same desk as one of the PCs, there .s little point n usirg a
wi-fi link between the two. A cable will do the job better and at a frac' ion
of the price.
A typical wi-fi network would therefore use a setup of the type shown in
Figure 3.13. with one PC wired to the access poirt and a printer, with the
other PCs linked via wi-fi adapters. Apart from file sharing between the
PCs in the system. it could alsc be set up to give all three PCs acces 3 to
the printer. Obviously this arrangement can be modified to suit individual
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Modem

Fig.3.14 A modem connected to the access point and router is the
best way of sharing an Internet connection
requirements. For example, there could be other PCs close to the access

point, and a wired link might be more practical for these PCs. On the
other hand, it could be inconvenient to have the access point very close
to any of the PCs in the system, and a fully wi-fi network could then be
used.

Internet gateway
The access point can act as a simple hub, but most users opt for a
router, which is unlikely to cost much more. If the network will be used
to share a broadband Internet connection, it is a cood idea to obtain a
router that has provision for a modem, or to obtain a router that has a
built-in modem. It is not essential to do so, and a setup of the type
shown in Figure 3.13 will permit the Internet connection of one PC to be
shared.
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Fig.3.15 The Netgear WGR614 wi-fi router

However, the modem connects to one of the PCs in the system, and it
will only be available if that PC: is switched on. The PC connected to the

modem becomes a form of router, and handling this task will use a
significant proportion of its processing power A modem connected to
a router, or a modem combined in one unit with a router is a much better
way of handling things, and any extra cost involved should be min mal.

Things are different with the network of Figure 3.14, where tie mcdem
and router would normally be left running 24 hours per day. Any PC in
the network can then access the modem via the router regardless of
whether any of the other PCs are switched on. Sharing the Internet
connection in this fashion does not increase the loading on any PC in
the network. The access point and router hand e the extra workload of
sharing the connection. A combined modem and router usua ly inclJdes
additional facilities such as NAT and a firewall, and it provides what is
termed an "Internet gateway". Some of these facilities might be prm.ided
by a separate modem and router, but the integrated approach is neater
and generally provides the most features.
Using separate units is an attractive proposition if you already have either
the modem or the router This method will only work if the mode n- and

the router are designed to use the same type of interface. This usually
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means an Ethernet port rather than a USB type. Consequently, if you
already have a broadband modem that uses a USB interface it might not
be possible to use it in this arrangement. It is certain 'y worth checking to
see what is available, since networking gadgets wiTh new features are
appearing all the time. On the other hand, the cost of combined modems
and routers has fallen substantially in recent times, and buying one of
these units will probably be well worth the small additional outlay.

Wi-fi routers
The NetgearWGR614 wi-fi router (Figure 3.15) is an example of a device

that is designed to operate using an external ADSL or cable modem.
The rear of this unit is shown in Figure 3 16, and the sccket on the extreme
left-hand side is for the mains adapter. This unit is fu ly wi-fi enabled, but

the group of four Ethernet sockets permit up to four wired connections
to the router. The single Ethernet socket to the right of these handles the
connection to the modem.
A typical way of using a router of this type is to disconnect the modem
from the PC and connect it to the appropriate Ethernet port of the router
instead. A standard Ethernet cable is then used to connect the PC to an
Ethernet port in the group of four on the router. This PC can then access
the Internet in much the same way as it did previously, as can any other
PCs that are wired to
the router or use a wifi link.

The NAT

feature of the router
ensures that each PC

only receives the
correct data from the
Internet, and to each
user it seems as
though they have an

individual Internet
Fig.3.16 The rear of the WGR614

connection. Having
the modem connect

direct to the router
rather than a PC provides a simple form of firewall that hides the PCs
from hackers. This type of firewall has its limitations though. A "proper"
firewall in the WGR614 helps to keep hackers at bay and will try to thwart
DoS (Denial of Service) attacks.
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Fig.3.17 The Netgear DG834G is a combined access point, router,
ADSL modem, and firewall
The Netgear DG834G shown n Figure 3.17 is similar to the WGR614 in
that it contains a wi-fi enabled -outer that also has four ordinary Ethernet
ports for wired connections Additionally though. it has an integral ADSL
modem. The socket near the right-hand end of the rear panel (Figure
3.18) is not an Ethernet type. t is the type of telephone socket used for
self installed ADSL connections. It is connected to the telephone socket
via the appropriate lead and a microfilter.
Like the DGR614, the DG834G has a NAT feature that makes the rotting

"transparent" to users, who each appear to have their own Internet
connection. It also incorporates a fairly sophisticated firewall that gives
protection against DoS (Denial of Service) attacks and uses stateful packet
inspection (SPI) to ensure that received packets of data are in respc nse

to requested data. It is possible to have unrest-icted access from the
Internet to one PC, which is necessary for some types of use suci as
hosting web services and certain types of peer -to -peer file sharing. It
even incorporates content filtering so that access to certain types of site
can be controlled.
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Fig.3.18 The rear of the Netgear DG834G

Installation is largely automatic with the installation program detecting
and making the optimum connection to your Internet service provider
(ISP). Many complex wi-fi gadgets now largely install themselves, but
bear in mind that it is necessary for the user to set up some parameters
in order to get the most from the equipment. In particular, the user must
set up the wi-fi security measures needed to prevent outsiders using the
system for free Internet access, and to keep information on the PCs
secure.

Other devices
For many users, all that will be needed are one or two PCs wired to a
router and modem, plus a few PCs, PDAs, etc., conrected to the network
via a wireless link. However. there are plenty of additional wi-fi gadgets

available if you should need them. Probably the most popular wi-f i
gadgets are the printer adapters. There are actually two wireless options
available here, because it is possible to use Bluetooth or wi-fi to provide
a cordless connection to a printer.

Bluetooth is the more simple option. One approach would be to have a
Bluetooth printer adapter fitted to the printer, or to use a printer that has
this facility built-in (assuming you can find one). Each PC could then
have a Bluetooth adapter to give it access to the printer. With the PCs

86

Practical wl-fl

3

already networked, this definitely seems to be doing things the hard
way.

It would have the advantage of making the printer available at any time,
and access to it would not be dependent on a certain PC being operat onal

at the time. The main drawback is that it would be adding a wireless
network to a system that already had a wireless network, which would
be a complicated and expensive way of doing things. In theory the
Bluetooth equipment shoulc manage to channel hop and avoid any major
interference between the two systems, but in practice there would be a
slight risk of the wi-fi network's performance suffering.

With an existing wi-fi network 'n place, there are several ways of sharing
a printer. As standard, Windows permits any printer connected tc any
PC to be shared with all the other PCs in the network, and nc additional
software is required. With the printer connected to one of the PCs, is can
be set as a shared resource and used by any PC in the system provided
the host PC is switched on. The obvious drawback of this system is that
it might be necessary to keep switching on a PC simply to permit users
of other PCs to access a printer. The big advantage is that it requires no

additional hardware, and it enables a printer to be networked at zero
cost.

Printer servers
Another option is to have the printer connected to the network via a
wired or wi-fi network printer server. This is effectively an extremely basic
computer that enables a pr nter to connect direct to the network v a an
Ethernet port or a wi-fi link. Ir fact some of these units have support for
two or more printers. The advantage of these devices is that trey can be

left running continuously at practically no cost, making the supported
printer or printers always available.
The principal drawback is that printer servers are not particularly cheap.
When used with a low-cost inkjet printer it is likely that the printer server
would cost more than the printer. Some of these devices do not support
all the features of the printer due to a lack of bidirectional operatio
In
other words, the PCs can send data to the printer, but the printer might
not be able to send back information such as the amount of irk left in the
cartridges In most cases the printer is still perfectly usable though.
Printer servers often have or ly one type of printer interface. so make
sure that it is the right type it your printer also has only a single interace.
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Fig.3.19 The HP 5850 printer has a built-in 802.11b wi-fi adapter
Many up-market printers have a built-in printer server or it is available as
an optional extra. Practically every printer intended for the corporate

market has this feature, and few big business users would seriously
consider a printer that was not capable of network operation. Few printers
for home and small business use have network connectivity as standard,
and it is not really a common option either. It is a feature of a few printers
though, and the HP 5850 inkjet printer (Figure 3.19) t -as a built-in 802.11 b

wi-fi adapter. As one would reasonably expect, Ethernet and wi-fi
connectivity significantly add to the cost of a printer, but also add greatly
to its flexibility.
Note that it is not just printers that can be connected direct to the network.

is also possible to share scanners and multifunction devices, and
possibly other gadgets as well. The choice is relatively limited though,
and it tends to be only the more upmarket " professic nal" equipment that
offers network connectivity. Although the Windows XP Help system
seems to suggest that there is built-in support for sharing scanners, this
is not actually the case. There is only built-in support for sharing printers,
and you need additional software in order to use orcinary scanners via a
It

network.
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Extending range
As explained previously, the theoretical range cf a wi-fi system and the

real -world range are ofter very different, with the range obtained in
practice tending to fall short of the theoretical maximum. In some cases
it falls well short of the thecretical maximum. This does not necessarily
matter, and in many situations there is no need for a large operating
range. Unless a wi-fi system is being installed in a very large buiding,
trying to stretch the system to its limits is unnecessary. However, there
are gadgets available if you should need to extend the range of a l'nk in
the system.

Some of this equipment is fairly straightforward, such as aeria s for
outdoor use. Operating from one building to another often procuces
poor results even though the aerials seem to be within range. This
problem is due to the use of indoor aerials that require the signal :o go
through at least two walls on its way from one end of the link to the other.

The signal absorption can be quite high, giving a much lower than
expected range.

By having both aerials ou-.side

it

is often possible to have "clear air"

between them, and someth ng in the region of the full 100 metre operating

range should be obtained A significantly longer range is possible if
reduced operating speed can be tolerated, but it is probably best not to
take some of the claims for :hese aerials too seriously. For one thing, the

greater the operating range, the lower the chance of having a path
between the aerials that is :orally clear of obstructions.

Directional
The simple aerials normally used with wi-fi networks are omnidirectional,
which means that they transmit with equal strength in all directons. When
receiving signals, they are equally sensitive in all directions. The
omnidirectional term is not strictly accurate, because immediately above

and below the aerial (which should be vertical) there are two "blind"
spots. With most types of -adio communication this is unimportart, but
it should be borne in mind when installing a wi-fi network on two or more
floors of a building.
In addition to the "blind" spots, signal strengths tend to be reduced when
an aerial is higher or lower than the aerial at the access point. The range
obtained on floors above and below the access point could therefore be
less than the range obtained on the same flocs In fact this is almost

89

3

Practical wi-fi
certain to occur, because there is the added signal absorption of the
floors and ceilings when a link is established between different levels of
a building. These factors almost certainly account for the disappointing
results that are sometimes obtained when using wi-fi equipment in a
multi-storey building.
A directional aerial gives better results in one or possibly two directions.

With several pieces of equipment using a wi-fi link to the network,
omnidirectional operation is essential for the access point. It has to
communicate with various pieces of equipment scattered around the
building. It is highly unlikely that they will be conveniently placed so that

they are all in more or less the same direction relative to the access
point.

The situation is different when there are only two devices to be linked. A
directional aerial is then acceptable at both ends of the link. When there
are more than two wi-fi units in a network, a directional aerial can normally

be used for anything other than the access point.

Unless Ad Hoc
operation is used. all the other devices in the system communicate via
the access point, and do not directly communicate with anything else in
the network. They can therefore communicate with the network by way
a directional aerial aimed at the access point.
We are all familiar with directional aerials. Ordinary television aerials
and satellite dishes are common examples of directional aerials, and for
good results they have to be aimed quite accurately at the transmitter or
satellite. The point of a directional aerial is that it provides gain. In other

words, using a directional aerial produces a stronger signal when
transmitting. A stronger transmission in one direction is obtained by
having a weaker signal radiated in other directions. Increased sensitivity
is obtained when a directional aerial is used for reception, but only in
one direction. The sensitivity of the aerial is lower in all other directions.
The more highly directional an aerial is made, the greater the gain that
can be obtained.

Using a directional aerial can significantly increase the operating range
of a wi-fi system, but it also makes it more difficult to get everything set
up correctly and working well. Also, directional aerials are relatively
difficult to obtain and expensive. It might be necessary to search online
for a specialist supplier of wi-fi equipment in order to find something that
suits your requirements.

Try to organise the network in a way that minimises the risk of range
problems occurring. The access point should be somewhere near the
middle of the building so that it is reasonably close to all the wi-fi enabled
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Fig.3.20 This unit provides a wi-fi link from a PC to a hi-fi system

devices. Having the access point at one end of the building maximises
the chances of problems, especially where there will be one of more wifi devices at the other end of the building.

The rest
An access point, some wi-fi adapters, and possibly a printer sharer or
two, are all that is necessary for normal networking. Not surprisingly
perhaps, the designers of computing equipment have come up with
various other wi-fi gadgets to make your network even more useful. Some

of these units will probably sink without trace in due course, but a few
provide genuinely useful functions.
With PCs being used increasingly for entertainment purposes, and in
particular for playing and managing audio files, a wi-fi link between your
computer network and hi-fi system is potentially very useful. In fact tnere
does not have to be a network, and a wi-fi link between a standalone PC
and a hi-fi system could be very useful. Units of this type sometimes
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have a built-in display, like the one on the Slim Devices Squeezebox
(Figure 3.20). The alternative is to use a television set to provide the
display so that audio files on the network can be listed, and the desired
files then selected. There is usually the option of playing the files via the
sound system of the television.

It should be possible to use essentially the same method to link Mpeg
and other types of video file to a television set. I am not aware of a unit
that will do this, but it is possible to obtain a webcam that has a built-in
server and 802.11g wi-fi adapter. The Linksys Wire ess-g Internet Video
Camera is an example of a wi-fi webcam. A large bandwidth is needed
for even the low resolution output of a webcam, and the Linksys unit
therefore uses a 802.11g wi-fi link. It can handle a respectable maximum
resolution of 640 by 480 pixels and it has a sound channel.
On the face of it, this is an application that is ideal for a Bluetooth link,
with its low power consumption. The relatively low bandwidth would
limit the performance, but most webcams use a USB 1.1 interface, which

has a similar bandwidth. Surprisingly perhaps,

I

can not find any

Bluetooth Webcams for sale.

Accelerators
The maximum speed possible using 802.11 wi-fi equipment is the 54Mbits

per second provided by 802.11g equipment, out you might find
equipment advertised as offering something more like 100 or 108Mbits
per second. The increase in speed is obtained by using some form of
accelerator technology, which seems to mean changes to the way in
which the packets of data are encoded and decoded. The radio side of
things is just uses standard 802.11 technology. Faster versions of 802.11b
and 802.11g devices are produced. Note that in order to take advantage
of the speed increase it is necessary for all the wi-fi devices in the network
to use the same accelerator technology.
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Points to remember
A basic wireless adapter for 3 desktop PC can be in the form of a PCI
expansion card or an external USB device. USB 2.0 is required in order
to make full use of the speed available from an 802.11g adapter. The
obvious method of interfacing via an Ethernet port seems to be little
used in practice. Most USB wi-fi adapters will not work in conjunction
with a passive USB hub.
A notebook or laptop PC can be interfaced to a basic wi-fi adapter using

a USB port, but a PC card is the more popular choice. Some other
portable computing devices can be wi-fi enabled, and a common ploy is
to use a special version of a Compact Flash card. Many of these wi-fi
gadgets only suit a limited range of devices, so always check compatibility
with your particular PDA (o- whatever) before buying anything.

Most practical wi-fi networKs are based on a device called an access
point. This acts as a sort cf control centre, with all other devices in the
network communicating via the access point rather than directly. The
access point often provides other facilities, such as bridging to wired
network devices, a firewa I, and possibly even an ADSL Proadoand
modem.

Any printer connected to a PC in the system can be set as a shared
resource so that it can be used with other PCs in the network. This
avoids the need for any additional hardware, bLI the printer will orly be
available if the PC driving it IS switched on. A printer serve- enables a
printer to be connected direct to the network so tnat it is always avai able.

Bluetooth can provide a cordless connection from a PC to a printer, or
from several PCs to a single printer Providing access to a pr nter via the
main network is a simpler and cheaper way of handling things though.
It is possible to network devices without using an access point, and this
method relies on using the Ad Hoc mode of operation. This gives only a
very simple form of network.ng, with two devices at a time communicating
directly. Consequently, this mode is little used in practice.
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A directional aerial can be used to extend the range of a wi-fi network,
but the aerial for the access point normally has to be an omnidirectional
type. Having the access point near the middle of he network helps to
avoid problems with inadequate range.
There are numerous wi-fi units that provide functions which you never
knew you needed! Some of the more specialised units are genuinely
useful, such as wi-fi units that enable audio files stored on a computer to
be played on a hi-fi system.
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Installation
Before installing any compare- hardware, including Ethernet and wi-fi
devices, it is essential to reac the instruction manual. Realising that few
people can be bothered to read the manual, mary manufacturers row
include a "Quick Start" leaflet or something similar. At the very least you
should look through the leaflet to determine the recommended method
of installation. Failure to do so can result in a lot of wasted time due to a
failed initial installation, and everything then havinc to be uninstalled and
reinstalled correctly. With the more awkward devices it can be difficult
and time consuming to get everything working once an installation has
failed. Windows just keeps coing back to the incorrect version despite
your best efforts.
It

is increasingly common for manufacturers to recommend that The

software is installed first, with :he hardware being added once the drivers
are safely installed. In thecry it should be perfectly all right for The
hardware to be fitted first. The Plug and Play facility of Windows should
then find the hardware and install the driver software. In practice this

method can be problematic, with Windows trying to install the wrcng
drivers. failing to recognise the right drivers, or continually detecting the
hardware and trying to install :he already installed drivers. Following he
manufacturer's installation inst-uctions "to the letter" should minimise
the r sk of running into problems with the drivers.
It would seem reasonable to assume that the drivers supplied with he
new hardware will be fully tested and working. Matters are often vary

different in practice. with m nor problems often occurring when he
supplied drivers are used with some PCs. Also, it has been known for
manufacturers to rush out new hardware with the drivers not being tested
as comprehensively as they should be. This can cause major problems
for anyone that tries to install them. I have obtained one or two nieces of
95

4

Installation and security
cheap generic hardware where the supplied discs were clearly for another,
and totally different piece of hardware!

It is a good idea to search the manufacturer's web site for any updated
drivers before trying to install any new hardware. If you do find more
recent drivers, read any installation instructions that come with them.
The installation method often differs from that for the drivers supplied
with the hardware. Even where the supplied drivers work all right, there
might be improved drivers that provide more features, faster operation,
or whatever. It is always a good idea to use the latest driver software that
can be found.

In the case of generic hardware there might not be a manufacturer's
web site where you can seek new drivers and other support. The drivers

supplied with this type of software are often those provided by the
producer of the chips on which the hardware is based. A computer chip

manufacturer's web site will usually have the latest drivers for their
products. Failing that, the retailer's customer support service is the only

hope. Generic hardware is cheap, but you are unlikely to obtain the
same sort of support that is available when "big name" products are
purchased.

Firmware
With the more complex networking equipment you will sometimes find
that there is more than just improved driver software available. Complex
networking devices such as combined routers and modems are based

on a microcontroller, which is essentially a fairly basic but capable
computer on a single chip. This computer runs a program that is built
into the hardware. Because the program is a mixture of hardware and
software it is usually termed "firmware".

In addition to improved driver software it is now quite common for
manufacturers to make better firmware available. -he firmware is usually
stored in some form of flash memory. Unlike normal computer memory,
this type retains its contents when the equipment is switched off, but it
can still be reprogrammed. Sometimes the firmware upgrades provide
improved performance or extra features, but they are mostly used to fix
minor bugs.

It is certainly a good idea to look for firmware upgrades and install any
that you find. A firmware upgrade is not something to be undertaken
lightly though, and mistakes can render the equipment unusable. Read
the manufacturers installation instructions very carefully at least once,
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and follow them precisely. Installing new firmware is usually a very simple
process and it should all go smoothly provided silly mistakes are avoided.

Probably the most popular silly mistake is to download the wrong
upgrade. Computing equipment tends to be sold Lnder a range of sirr ilar
names and numbers, so be careful to ensure that the download is for the
exact piece of equipment yo J are using.

A manufacturer sometimes recommends installing a firmware upgrade
before using a piece of equipment in earnest. This is unusual though,
and usually means that a serious bug has beer found in the orig nal
firmware. Unless an equipment manufacturer recommends ctherwse,
it is probably best to get the equipment installed and working before

undertaking any firmware upgrades. A detailed descriptior of
downloading and installing new firmware is covered at the end of 'his
chapter.

Setting up
Both wired and wi-fi networking equipment can require a lot of complex

setting up before it is ready for use.

Fortunately, the equipment

manufacturers have realised that most users would prefer not to spend
months becoming an expert or networks just so that they can install and
set up a simple home or small business network. Consequently,
practically all modern networking equipment is supplied with drivers and
other software that makes setting up and using the network as simple as
possible. The installation software will usually scan the PC, Internet
connection, etc., and then go through a largely automatic setting up
procedure. There could still be some work to do in order to get things
working really well and securely.
It is advisable to install the access point before adding anything else to
the network. In general, wi-fi adapters are very easy to install, and the

process is largely automatic. However, without an access poin to
communicate with it is difficut for a wi-fi adapter to set itself up correctly
and do anything worthwhile t is assumed here, that there will be at
least one PC that has a wired connection to the access point. In a fully
wi-fi network it is clearly necessary to have at least one PC with an installed
wi-fi adapter before it is poss ble to contact and set up the access pc int.
It

is still probably best to have the access poirt switched on before

installing the wi-fi adapters, but it is advisable to check the access poi it's
instruction manual for guidance on this matter.

Setting up the access point is different depending on whether it is an
add-on to an existing wired network, a type having a built-in router or
97
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Fig.4.1 The Ethernet adapter is listed in Device Manager but a device
such as a router or access point will not be found nere

one having both a router and broadband modern The process also
varies somewhat from one manufacturer to another, and can even be
different for various models from the same manufacturer One example
is provided here, and it demonstrates some basic principles, but it is
essential to read the instruction manuals before installing any wi-fi
equipment. The manuals should give concise guidance and fully explain
any unusual aspects of installation. The examples given here can do no

more than give some idea of the stages involved in setting up a wi-fi
network.

Standalone
It is important to realise that the access point is un ikely to appear in the
list of installed units in Device Manager. As part of the setting up process
you might have to install a control program for the access point on one
of the PCs, but this will be an ordinary piece of software and not a set of
device drivers. After installing new hardware it is normal to look for its
entry in Device Manager to check that there are no problems. Looking
in the Network Adapters section of Device Manager will show an entry
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Fig.4.2 The supplied username and password are required in order to
start the web -based configuration process

for the Ethernet or wi-fi adapter fitted to that PC (Figure 4.1). but there
will be no entry for the access point.
The reason for this is simply that the access point is not a device instalIDO
on one of the PCs. It has its own built-in microcont-oller and it has to De

regarded as akin to a PC in the system. The same is true of a primer
server and any other standalone units in the system Obviously it is
necessary to have some means of making adjustments to the access
point's settings, and this is normally achieved ether using a cont-ol
program in one of the networked PCs or using web -based configuration
software. Either way the process is usually handled by a wizard, and will
probably be largely automatic. It is probably best to avoid units that Jo
not offer a user-friendly method of installation and setting up.

The so-called web -based method of configuration is increasingly
common, and as such it does not use a configuration program n one of
the networked PCs. Instead, you run a browser program such as Internet
Explorer, and then use a special web address. It then appears as though
you are configuring the device via a series of web pages, but these pages
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Fig.4.3 This page shows the current settings
are embedded within the device's firmware, as is any supporting software

for them. The configuration is therefore achieved using an ordinary
browser running on one of the networked PCs, together with firmware
within the access point.

Settings
A web -based setup program is used for the Netgear DG834G, which is
an all -in -one 802.11g access point, ADSL modem, router, and firewall.
The setup pages can be accessed by typing the appropriate address
into a browser, or by clicking the link on the page that is launched when
the installation disc is run. Either way, it is necessary to use the supplied
usemame and password when prompted (Figure 4.2). The initial setting

up procedure is largely automatic, but with a device that contains a
modem it is necessary to supply basic connection information, such as
This
information should have been provided by your Internet service provider
(ISP) when you signed on to the account.

the username and password for your broadband account.
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reason or another, the

Internet connection will be lost Switching the unit off, waiting a few
seconds, and then switching it on again will force it to reconnect, using
the stored username, password, and other connection data.
A page like the one in Figure 4 3 is displayed once the initial setting up
has been completed. This page shows the currert settings in the main
section, and there are some menus in the right-hand section. A scrollable
Help page is available on the opposite side of the screen. Operating the
Connection Status button near the bottom of the screen produces the
small window shown
in Figure 4 4. This
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Fig.4.6 The unit is not secure until the password has been changed

one of Figure 4.5, which shows things like the number of data packets
handled by various parts of the system.
It is the menus down the left of the screen that are of importance in the
current context, as these give access to screens that control numerous
settings. Most of these should not be altered, and it is definitely not a
good idea to start experimenting with settings that you do not understand.
There are some settings that can be usefully altered though, and one of

these is the password used to access the setuo pages. The default
password is the same for every unit, so you must change it in order to
genuinely password protect the system. Operating the Password menu
option brings up the page of Figure 4.6. This operates in the standard
fashion, with the old and new passwords being entered, followed by the
rew password again in case a mistake was made the first time.

Security
Note that this password is the one used to gain access to the setup
program so that changes can be made to the configuration of the modem,
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Fig.4.7 Most access points offer two types of security
router, etc. This password does not provide protection against hackers
gaining access to the network via a wi-fi link. Any reasonably modern
access point should offer at least two types of protection against hackers,
and in this case the security settings are accessed via Wireless Options
in the Setup menu. This brings up the page shown in Figure 4.7.

Most of the settings here are the basic ones for a wi-fi link, such as the
region, channel number, and name of the access point. It is not essential
to change the name, but there is obviously scope for confusion if you
live in an area that has several wi-fi networks in operation. With everyone
using the default name it is likely that the same name will be used for two
access points in the same area.

The DG834G is an 802.11g device, and as such it is compatible with
802.11b units. One of the menus enables it to be restricted to 802.11b
or 802.11g operation. It can be advantageous to change the channel
used by the system, and the reasons for this are discussed in the next
chapter. The rest of the system adjusts to the channel used by the access

point, so changing the channel used by the access point effectively
changes the channel used by the entire network.
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Three security options are available in the lower part of the screen, and
the default option is for security measures to be disabled. It is best to
use this setting initially, since it gives unrestricted access to the system,
making it easy to get it working with the other wi-fi urits in the network. It
is important to implement one of the security measures at an early stage
though, especially if the PCs in the network are used for anything where
security is important. This includes online ordering of goods and services,
online auctions, Internet banking or other online financial dealing, and
private correspondence.

WEP
The original and most basic form of wi-fi security is called Wired Equivalent
Privacy, or WEP This has been used with wi-fi equipment from the outset,
and it is based on an encryption and decryption technique. The idea
was to make wi-fi links as secure as the wired variety, and it is from this
that the name of the system is derived. For WEP to work it is necessary
for each wi-fi unit to have it enabled and to use the same key. The key is
a large number used in the encryption and decryption process, and it is
the WEP equivalent of a password.

An advantage of WEP is that any wi-fi gadget should be capable of using
this security system, regardless of its precise function and which company
produced it. Note that WEP is only used for wi-fi links and not for the
wired variety, which are intrinsically more secure. Even where a network
has a mixture of wired and wireless links, WEP security will only be used

for the wireless links. Also note that the encryption and decryption
process will reduce the speed of data transfers.
The level of security obtained depends on the number of bits used by
the encryption process. Older equipment sometimes supports nothing
beyond 64 -bit operation, but modern wi-fi devices support at least 128 bit encryption. Obviously you should use the highest level of encryption
that your equipment supports, but note that all the devices must use the
same level. If some devices support 256 -bit operation while others offer
no more than 128 -bit encryption. the whole system has to use 128 -bit
encryption.
In the DG834G setup program, the bottom section cf the page changes
when the WEP option is selected, with some new menus and textboxes

appearing (Figure 4.8).

One of the menus offers 64 -bit or 128 -bit

encoding, and provided the other wi-fi units support it, 128 -bit encoding
should be used. The encoding type can be either Open System or Shared
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Fig.4.8 Selecting WEP security produces further options
Key, and all units in the system must use the sane setting. n this case
there is an automatic option as the default. This can be changed to one
of the other settings if automatic operation fails to work property.
A WEP key can be generated by typing a short phrase into the appropnate
textbox and operating the Generate key. Four keys are produced for 64 bit operation, but only one is generated for 128 -bit encryption. The key

will usually be in hexadecimal, which means that it will be comprised of
numbers from 0 to 9 plus the first six letters of the alphabet (A to
If it
is generated in the form of a hexadecimal number by the access point's
software, make sure that the software for your wi-fi adapters is set up to
accept the key in the same form.

W PA
While WEP is adequate to keep casual hackers out of a home or small
business network, it is vulnerable to determined hackers armed with the
appropriate tools. This deterred larger business users from installing wi-
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Fig.4.9 The WPA key is entered in the textbox

fi links in their networks. With systems carrying sensitive information
that could be worth millions to competitors, it was clearly not a good
idea to use links that were anything less than totally secure. The
equipment manufacturers' answer to this problem was a new and
improved form of security called WPA-PSK (Wi-Fi Protected Access Pre Shared Key). These days it is often just called WPA.

In this example there is a WPA-PSK security option, and selecting it
produces a textbox (Figure 4.9) where the net key is added. This must
be at least 8 characters, and can be up to 32 ASCII characters (numbers,

letters, etc.) or up to 64 hexadecimal digits (0 to 9 and A to F). One
reason for the better security provided by WPA is that the user enters the
same key when setting up the network, but the key used for encryption
and decryption is periodically changed by the system. The idea is that it
is more difficult to find patterns that give away the key if it is changed
from time to time. Also, by the time a hacker has found a key it is likely
that the system will no longer be using it.
It is clearly a good idea to use WPA where it is felt that the basic security
provided by WEP is inadequate, but there can be practical difficulties in
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using WPA The obvious ore is that it is not part of the original wi-fi
scheme of things, and it is not available with all wi-fi units. Note though,
that it might be possible to add this facility via a firmware download.

802.11i
WPA was produced by the Wi-Fi Alliance rather than by the IEEE. and as
such it does not form part of any 802 11 standard. The IEEE has been
working on the problem of security, and during the course of writing this
book its solution was finalisec It is known as 802 11i, but this is not a wifi standard of the same type as the other 802.11 standards. It is concerned
with security and not with frequencies. transfer speeds. and the like.

Commenting on 802.11i is difficult because there are no products that
use it available in the shops at the time of writing this piece. No coubt
802.11i devices will be available by the time you read this and it will
probably be available as a firmware upgrade for some existing products.
It should be an improvement compared to both WEP and WPA, and is
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Fig.4.11 This page is used to edit or add firewall rules
the obvious security system to use provided your equipment supports it.
Where optimum security is of paramount importance it clearly makes
sense to obtain equipment that does support the 802.11i standard.

Other settings
There will probably be other types of setting available via the configuration

program, and there could be large numbers of them if the access point
includes features such as a built-in modem and firewall. Most of these
can simply be left at the default settings, and you should definitely not
"play" with them. It is worth investigating any firewall settings, and it
might be necessary to adjust these in order to get everything working in
a fashion that suits the way you use the Internet. Even if the default
settings prove satisfactory, there could be some useful additional features
available from the firewall.

The DG834G has the ability to provide some basic content filtering. It
can be set to block sites that contain a certain text string in the domain
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Fig.4.12 This page is used when defining your own firewall rules
name, or it can block specified addresses (Figure 4.10). A specified PC
in the network can be given access to the blocked sites. Further ccntrol
over the firewall is provided by the Firewall Rues page (Figure 4.11).
The existing rules can be edited and it is also possible to add your own
(Figure 4.12). It sometimes necessary to add rules or alter the existing
rules in order to make firewals work successfully with services such as
video conferencing, and some peer -to -peer file sharing systems.

Adapter installation
Installing a wi-fi adapter is usually more straigl-tforward than installing
an access point, because the adapter is much more limited in scope.
An access point is "its own bcss", and often acts as much more than just
an access point. A wi-fi adapter is just an ordinary peripheral, and it is
essentially just a wireless version of an Ethernet port. Unlike an access
point, a wi-fi adapter is installed in the normal fashion. it will use device
drivers, and it will have an entry in Device Manager.
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Fig.4.13 The program scans for access points

Before installing any PC add-on ft is advisable to check the manufacturer's

web site for updated drivers. Most device drivers seem to go through
various changes during the lifetime of the supported products. Follow
the installation instructions "to the letter", especially when dealing with
USB devices, which can be a little pernickety.
Note that it is not necessary to remove an Ethernet card or switch off a
built-in Ethernet port in order to install a wi-fi adapter. The two can
successfully coexist in the same computer but obviously you should
only use one or the other to connect to the network. There is a slight
advantage in removing or switching off the Ethernet port. Leaving an
Ethernet adapter installed and operational results in the computer's

resources being consumed by a port that is not used. On the other
hand, having a working Ethernet port in each PC and a long network
cable is useful insurance. If a wi-fi link becomes troublesome, a wired
connection can be used until the problem has been sorted out.

Control program
Double-clicking on the adapter's entry in Device Manager will bring up a
properties window, and this might have sections that give control over
such things as the default channel, the country setting, and the network
type. Clearly this is very useful. but it is not used for everyday control of
the adapter. There will be a control program that scans the band for
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Fig.4.14 The Statistics sectior includes a graph showing the amount
of data that has passed through the link
access points and will automatically connect to the network if it finds the
correct access point. This might be the only means of controlling the
adapter. The control programs are all different, but some basic features
are common to all of them
Figure 4.13 shows the control program for the Netgear WG121 802.1 1g
wi-fi adapter This program has four sections, and the four tabs near the

top of the window are used to switch between them. The Networks
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Fig.4.15 This section gives information such as the firmware version
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Fig.4.16 As one would probably expect, the Settings section is used to
control the operating mode and other important settings

section is shown in Figure 4.13, and this scans for networks and lists
those that are found. In this case just one network has been located.
The information on this page shows that it is operating on channel 11, it
is being received at full strength, and that the connection is operating at
the full 54Mbits per second. It also shows that this network is not using
any form of security (encryption). Two of the buttons at the bottom of the
screen enable the band to be scanned again, and the PC to be connected
to the selected network.

The statistics page (Figure 4.14) provides informatiol such as the number
of packets that have been received. There is also a display that provides
a graph showing the amount of activity, and a bargraph that shows the
percentage of the adapter's capacity that is being used. The About
section (Figure 4.15) just gives some basic information about the adapter,
such as its firmware version and driver details. This information will be
needed if you look for updated drivers or firmware on the manufacturer's

web site. Note that details of the current drivers can be obtained from
the relevant section in Device Manager, but the firmware version is unlikely
to be included here.

The Settings section (Figure 4.16) is an importarr one that controls a
number of vital parameters. You can select Infrastructure mode for
operation with an access point, or Ad Hoc mode for direct connection to
another PC. The ability to define profiles is a stancard feature. and one
that is supported by this software. The idea is to -..ave a profile defined

112

Installation and security
NC 1 GEAR Smell %rend

4

13
Skit slIC

N4tonyk

NETGEAR*

iea6ecl 4leptet WGEAR VVC11C1 1102 I tg %%arm USW) Adepts

-1

1

Eec"
Arr, ,F01

P Use WEF Encrypet.n

6 (-nem

err.

alf

Fig.4.17 This control program includes a 'passphrase" facility
for each network that you use. You can then switch from one network to
another by selecting the appropriate profile.

Obviously a desktop PC will normally be used with a single network. It
could still be useful to define a profile for that network. If there should be
other networks within range, the program will automatically connect to

the one for which there is a profile, and it will ignore the others.

If

encryption is introduced at an access point it will be necessary to set the
same encryption in the profile for that access point. In this example it

was WEP encryption that was activated at the access pcint. WEP
encryption with the same network key must therefore be activated on
this adapter, and the others in the system.
WEP is actually the only security option offered by this adapter, and the
others in the system. This renders the WPA option at the access point of
no practical value. In order to activate WEP encryption at this adapter it
is necessary to first tick the Use WEP Encryption checkbox. Then 64 -bit
or 128 -bit operation is selected using the small pop -down menu. Like
the access point, this adapter is made by Netgear, and it offers the same

"passphrase" method of entering the net key.

It

is just a matter of

operating the upper radio button and entering the same text string that
was used at the access point The software then converts this into the
appropriate key and enters it in the text box (Figure 4.17). Manual entry
of the key is also possible. Operate the lower radio button and type the
network key into the textbox.
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Fig.4.18 802.11 b and 802.11g modes are both enabled by default

Operating the Advanced button brings up anothe- window that offers
further settings (Figure 4 18) There is probably little here that can be
usefully altered though. The two checkboxes enable 802.11b anc
802.11g operation to be enabled or disabled.
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Fig.4.19 This control program also scans for access points
114

I

4.

Installation and security

4

latille=111111111111111111111118MMOISOMMT
-Authentication Selling
Authentication Type

WEP key Seeing

WIPKey Type
WEP Key Length

WEP Key

r,,y#1
Key#2

C KeyO3

C Key.4

OK

CANCEL

OK

Hthp

Fig 4.20 This window is used to enter the WEP key
Another PC in the example network has a generc PCI adapter, anc this
also has software that can scan for access points (Figure 4.19). In order
to make a connection to a network it is just a matter of selecting its entry
in the main part of the window and then operating the Connect button. It
will be necessary to enter the network key if the access point uses WEP
security (Figure 4.20). In this case there is no "passphrase" option, and
it is a matter of selecting 64 -bit or 128 -bit operat on and then typing the
key into the textbox.
The software has support for profiles, and a new profile can be added by
selecting a network and then operating the Add Profile button. If NVEP
security is used, it is necessay to add the network key into the wirdow
that pops up. However, the key is stored as part of the profile, and the
network can be accessed thereafter without having to enter the key again.
The newly added profile should be listed on the appropriate page of the
program (Figure 4.21).

Sharing
With the access point set up correctly, the wired and wi-fi links in place,
and everything working nicety, the network is in a sense fully operational.
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Fig.4.21 A facility to use profiles is included

As things stand it has only one minor drawback, which is that it is not
possible to share any resources such as files and printers. The resource
sharing facilities built into any modern version of Windows are sufficient

for most users, so there should be no need to buy any networking
software. However, it is essential to get Windows set up correctly in
order to get the network to do anything useful
When Windows is configured and set up correctly, the shared resources
can be used on any PC in the system in the same way as if they were
actually part of that PC and its peripherals. Sharec files and folders on
other computers, for example. can be accessed using Windows Explorer,
or via the standard file browsers built into applications software. They
appear in the My Network Places folder, but not all the files and folders
on other PCs in the network will appear here. Resources are only shared
if they are specifically designated as shared resources.

Although most programs will use shared files and folders just as if they
were on a local drive, there are actually a few applications programs that
will not use them, or will do so in a restricted fashion. Sometimes
restrictions on the use of shared files are due to sec Jrity issues. In other
cases it is simply that the speed of the network is inadequate. For
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example, burning a CD -RCM using data obtained via a wi-fi link night
provide an inadequate flow cf data, even at fairly low burn speeds. In
order to burn a CD-ROM usirg data obtained over the network it would
probably be necessary to copy the data to a local drive first. It would
then be transferred to a CD-ROM from the local drive, after which 9-e file
on the local drive could be deleted.

Disc sharing
Although it would in many ways be easier if a I the hard discs in the
system were shared in thei- entirety, this is definitely not considered to
be a good idea. It is actually much easier to use the network if files that
will be shared are kept in a few special folders. This makes t eas} and
quick to find the files that you require. With access to all the folder on

every hard disc in the network it could take a ong time to locate the
particular files you require. The sheer number of files and folders would
make finding the right files a bit like "looking for a needle in a haystack".
Another important point is that users of the system will probably not wish
to make all their files available to the network. Most of us would preer to
keep most files private and only share certain material.
It is particularly important no-. to share all the files and folders if the network

has an Internet connectior, which in practice means practically every
network. The problem with sharing everything in the system, or even
large parts of the system, is tiat it makes life vey easy for anyone who
manages to hack into the network. With large-scale or even total access
to the system, they will probably be able to stea any files that take their
fancy, and damage any files at will. For security reasons it is best to
share the minimum amount of files and folders that permits the network
to be used efficiently.

Naming
Each computer in the network has to be given a computer name, and
each group of computers has a workgroup name. The computer; will
appear in file browsers under their computer names. and will look much
the same as folders. On opening the "folder" for a computer on the
network you will only see files and folders that have been designated as
shared resources. All othernles and folders on the computer are invisible
to the network, and they can not be accessed by other computers in the
network. Workgroup names are only of significance when network.; are
networked. but each workgroup must always be named.
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Fig.4.22 The Network Setup Wizard is deep in the menu structure

When selecting names it is essential to choose a different name for each
PC. Apart from the fact that having two computers operating under the
same name would be confusing for users of the system, it more or less
guarantees that the network will not operate reliably. Having two PCs
operating under the same name would be equally confusing for Windows!
The names can have up to 15 characters, which should be letters and
numbers. Spaces are not permitted, but the underline character can be
used. Therefore, naming a PC "My Old PC" would not be allowed, but it

could be called "My_Old_PC". Although up :o 15 characters can be
used, it is more practical to settle for a maximum of eight or so. Use
names that will enable every user of the network to easily associate each
name with the PC it represents.

Network Setup Wizard
The easy way to set up networking on PCs running Windows XP and ME

is to run the Network Setup Wizard. This is buried quite deep in the
menu structure, but it can be accessed by going to the Start menu and
then selecting Programs. Accessories. Communications. and Network
Setup Wizard (Figure 4.22). The Windows XP and ME versions are slightly

different in points of detail, but they are very similar. The Windows XP
version is used as the basis off this example.
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Welcome to the Network Setup
Wizard
This veze.rd

halo you set up tn.s computer to run or you,
network W.th a network you can

Share en Internet oonneMon
Set up Intenel Connector. Firewoll

Share es and to.ders
Share a pr nter

To construe, dick Next

Cancel

Fig.4.23 The Network Setup Wizard starts with the usual Welcome
page
The initial page (Figure 4.23) s mply gives a brief explanation of what the
Network Setup Wizard will do. The next page (Figure 4.24) provides an
opportunity to obtain background information frcm the Help system. It

also explains that everything in the network must be fully installed,
connected together, switched on, and ready to use. The wizard will not
help with such things as setting up an Internet connection o insta ling
device drivers for Ethernet or wi-fi cards. It just sets up the network once
installation has been completed.
On the next page (Figure 4.25, the setup process starts. and :he wizard
has detected a shared Internet connection. This is actually provided by
a combined access point, router, and ADSL modem. A different Internet
connection can be selected or the existing one can be used. In this case
:here is no alternative available, and the existing Internet connection has
:o be used. On the following cage (Figure 4.26) the computer is gven
:he name that will be used for it on the network, and a brief description
can also be added here.

The network (workgroup) name is provided at the next page (Figure
4.27), or you can simply settle for the default name (MSHOME). This
completes the setting up process, and a page that shows the selected
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Fig.4.24 This page gives easy access to the relevant parts of the Help
system

Do you wont to use the shored connection?

e ward found a shared Internet connection on the ,a)mouter 'Iiriknown trireme`, Corr
vice,"

on Snariny

o you went to use the existing shared connection for ths compirief ntnrnst acr es?
Yes use the existing shared connection tor this computer's Internet access Veco,nmer. ded,
No. let me ...noose another way to connect to the Internet

dock

r

Fig.4.25 The wizard has detected a shared Internet connection
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Computer desaiphon
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Examples F5moy Room Computer or Nonce's Computer
Computer name
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The current computer name rs M MAINPC

Learn more about

Next >

< Bac>

J

Cancel

Fig.4.26 Use this page to name the computer and provide a
brief description
Network Setup 1Nttard
Name your network

Name your netwad by soeotang a workg.oup name below All computers on your network should
herie the same wrorktroup name
'Noo.oraup -lame

WIZ
Examples NOME or OFFICE

< Back

I

Next >

1

Cancel

Fig.4.27 Here the name for the workgroup is entered in the textbox
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Heftily to apply network settings.

The wizard
apply the following settings This process may take a tew rinites to complete and
,:.annot be interrupted

Seengs
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Fig.4.28 This window enables the selected settings to be reviewed
ark setup %tun,
You're almost done

,r1

1,1/4 need to run the Network. Serie Wizard once on each of the computers on your network To
run the rez aro on computers that are not run h,ng Wndows XP you cen use the Windows XP CD
ore Network Setup Disk

Whet do you want to dc

a Create a Network Setup Disk
r Use the Network Setup DIsk I already have
C Use my Windows XP CD
Just finish the wizard. I don't need to run the wizard on oche, LompjferS

Fig.4.29 There are various options for setting up the network on the
other PCs in the system
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Completing the Network Setup
Wizard
,ou h we successfully set up this computer for home or small
,eme letvorking
=Of help with home or small office networking. see the following

)picsin Help and Support Center
Lis $a re Shored Downents Colder
ifierna hies ono lovierg

'o sea dher computers an your netwotk. dick Start and then dick
/iyNet.eork Places

-a C' C: se this wizard, click Finish

tits.

J

Finish

Fig.4.30 The wizard confirrm that the process has been completed

settings is displayed (Figure 4.28) when the Next button is operated.
Windows then does some reconfiguring of itself before displaying the
page shown in Figure 4.29. This gives various options for setting up
networking on the other PCs in the system. You can simply exit the
wizard if the other PCs in the network are running Windows ME and/or
XP, and then run the Network Setup Wizard in the usual way on those
PCs. Finally, the page shovn in Figure 4.30 confirms that the process
has been completed.

Sharing folders
A network is only worthwhile if some resources are shared, but it is not
essential to have shared resources on every computer in the network.
In order to share the resources of a computer it is necessary to have the
appropriate type of sharing enabled. With Windows ME it is possible to
disable sharing, and in the interests of good security it is advisable not
to enable sharing unless it w II De used on the PC in question. Note that
it is not necessary to have sharing enabled in orde-to use a PC to access
resources on other PCs. Ary PC in the system can be used to access
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Configuration

Identrfication

Access Control

P I want to be able to give others access to my tiles
51

I want to be able to allow others to print to my printer(s)

Cancel

Primar,'',.41,v04 'yogon
IClient for Microsoft Networks
File and Print Sharing

Description

OK

Cancel

Fig.4.31 File and printer sharing are controlled separately

shared resources on other PCs. You only have tc enable sharing on a
PC that will make resources available to the network.
To enable or disable sharing in Windows ME it is first necessary to go :o

the Windows Control Panel and double-click the Network icon. Left click the Configuration tab and then operate the File and Print Sharing
button. This launches a small window (Figure 4.31) where twc
checkboxes provide individual control over file and printer sharing.
Operate the OK button when the required changes have been made.
and then the OK button on the Network window
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File Types I Offine Files ;

Folder views

You can eppty ire view (such as Details or Tiles) thatyou
are using for this folder to all folders
Apply to All '--olders

Reset All Folders

Advanced settings.

Hide protected operating system files (Recommended)
Launch folder windows in a separate process
Managing pairs of Wet pages and folders
0 Show and manage tie pair as a single file
O Show both parts and manage them individually
O Show both parts but manage as a single tile
Ei Remember each folder's view settings
Restore previous folder windows at logon
Show Control Panel in My Computer
Show encrypted or compressed NTFS tiles in color
121 Show My Documents on the Desktop
Ea Show pop-up description for folder and desktop items

El Use simple tile sharing (Recommended)
Restore Defaults

OK

I

Cancel

I

I

Fig.4.32 The "Use simple file sharing" option is suitable for most users
Windows XP Home has a new system of file sharing called "simple file
sharing". and this is the default setting for Windows XP Professional.
Simple file sharing can be turned off in Windows XP Professional by
double-clicking the My Computer icon on the desktop. and selecting
Folder Options from the Tools menu. Left -click the View tab and then
scroll down the list in the main part of the window until you find the entry

that reads "Use simple file sharing (Recommended)" (Figure 4.32).
Remove the tick from its checkbox and then operate the Apply ant OK
buttons. For most purposes the default setting will suffice, and it is
assumed here that the simple file sharing method is used.
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Photos Properties
Sharing I Customize'

General

Local sharing and security

,i

To share this folder wIth other users of this computer only,

drag it to the ,iliared Document folder
To make this folder and its subtolders private so that only
you have access, select the following check box

r

Network sharing and security
1
To share this tolder with both network users and other users
;
of this computer. select the first check box below and type a
share name
IV Share this tolder on the network
Share name

[PHOTOS

F Allow network users to change my tiles

Learn more about sharing and security

OK

Cancel

Fig.4.33 Use this window to enable sharing of a folder

In order to share a folder. first locate it using Windows Explorer, and then
right -click on its entry. From the pop-up menu select Properties. and

then operate the Sharing tab in the properties window (Figure 4.33).
Place a tick in the "Share this folder on the network" checkbox in order
to make the folder available to the network. By default. the contents of
the folder can be read via the network. but they can not be altered. Full
access to the folder can be provided by ticking the "Allow network use's
to change my files" checkbox The folder can be shared under its normal
name, or a different name can be typed into the Shared name textbox.
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General Tools, Hardware Sharing
To protect your computer from unauthorized access sharing the root of
a drive is not recommended.
)t you understdnd The nsk

sell went to share the root of the drive. click

sere

K

Cancel

1

Fig.4.34 This warning message appears if you try to share a disc

Operate the Apply and OK buttons to exit the window and make the
changes take effect
Essentially the same method is used to share a complete disc. However,
on entering the Sharing section of the disc's Properties window you ottain
a warning message (Figure 4 34) If you wish to continue anyway. left click the link text and the properties window will then change to the norrral
sharing type. It can then be shared in the same way as a folder (Figure
4.35) but in most circumstances this method of sharing is de'initely not
a good idea.
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LOCAL DISK (F:) Properties
General l Tools

Hardware

Sharing

Local sharing and security
To share this folder with other users of this computer only.
drag it to the _"hared Documents folder.

To make this folder arid its subtolders private so that only
you have access select the tollowmg check, box.

Network sharing and security
To share this folder with both network users and other users
of this computer, select the first check box below and type a
share name.

fl

Share this folder on the network

Learn more about 1.liama_and secont,

OK

Cancel

Fig.4.35 A disc can be shared, if you are prepared to accept the risks

Network Places
Having shared a disc or folder, the shared resource can then be added
to the Network Places of any PC that will need to access it. Start by
double-clicking the My Network Places icon on the desktop. The PC
used for this example already has a couple of network places added
(Figure 4.36), but when starting "from scratch" the right-hand section of
the My Network Places window will be blank. Left -click "Add a network
place" in the upper left-hand section of the window, which will launch a

128

Installation and sedulity

4

ILI! Lit
le

Frit

View

Favorite,'

T ors

Help

Seard,

kietess

I%

-

Faders

-

Ili.
ai Network

Network Tasks

A

ro

TO or 2G1-tz. ANV

.Sr.:0,Pk

view network corneeThira

2 ...ietwarr,me or smal
(lice network
of view w.5n, grotp comp! ter

Shored U1 Ntsrl Pc rurrng

!ttyrnmoc;

other Mao
Del,toc.
My Comp.:ter

tJ My Dx.yrict
Stwei t7oDArreM
Frnters and FF..es

Details

Fig.4.36 The My Network Places window

Welcome to the Add Network Place Wizaill

_amyl

Fig.4.37 The Welcome screen for the Network Places Wizard
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Fig.4.39 Use the Browse button to search for the required folder
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Welcome screen, so
operate the Next
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the window of Figure

4
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Fig.4.40 The required folder has been found
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Fig.4.41 The correct folder has been selected
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Whet do you want to name this piece?

'sole o name tor this sty:idolt the will help you epee/ den, r,
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Type a name for this network piece
D'
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Fig.4.42 A name for the network place can be provided here
xf

Completing the Add Network Place Wizard
You have successtulty peered this network place

uri Mein t"'
A shortcut for this place wt:lappe est to My Network Places

P Open this network place when I click Finish

To close this wizard sic

triy.

Fig.4.43 This window confirms that the process has been completed
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Fig.4.44 The shared folder is available in file browsers

the Browse button and then use the file browser to search fo'. the new
network place. The browser provides access to all available parts of the
network, and the required PHOTOS folder on Mymainpc was easily
located (Figure 4.40). Having selected the correct folder, operate the
OK button and the network address will be added to the textbox in the
main window (Figure 4.41).

A name for the new network place can be added in the textbox at the
next window (Figure 4.42), or you can settle for the suggested default
name. The next window (Figure 4.43) simply informs you that the task
has been completed. Tick the checkbox if you wish to open the newly
added folder in Windows Explorer when the Finis-i button is operated.
The new network place can be easily accessed using Windows Explorer

or the standard Windows file browser built into most applications
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Fig.4.45 A file from the shared folder has been loaded into Photoshop

programs. As one would expect, it will be fourd in the My Network
Places folder together with any other network places that are installed.
In Figure 4.44 the PHOTOS folder has been located in the file browser of
Photoshop CS. It can be opened in the usual way, and then a file can be
loaded (Figure 4.45).
Note that it will only be possible to read files unless you opted to permit
changes to files when setting the sharing options fa -the folder. If changes
are permitted, it is then possible to change files in ar applications program

and save the changes in the usual way. Where permission to alter files
has not been given, it is still possible to load and edit them. The edited
files must be saved to another folder though, so that the original files are
left untouched.

Printer sharing
Ideally a printer should be shared via a printer server so that it is always
available to any PC in the network. As printer servers are not particularly

cheap, most users opt for the alternative of sharing a printer that is
connected to a PC in the normal way. Wincows has built-in sharing
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Fig.4.46 The Printers and Faxes window
facilities to handle this, but it requires rather more setting up than sharing
folders or a disc. Bear in mind that a printer shared in this way can not
be used when the PC that drives it is switched off. This can mean having
to switch on a PC simply to permit a printer to be used via the network.

The first task is to determine whether the printer you wish to share has
sharing enabled. Go to the PC to which the printer is directly connected,
launch the Windows Control Panel, and then double-click the Printers
and Faxes icon. This will procuce a window something like F gure 4.46,
but its exact appearance will cepend on the particular printers and faxes
that are installed on the computer Any printers that have sharing enabled
will have a picture of a hand included in their icons.

In this example an HP Photosmart 7200 series printer will be shared,
and as things stand, it is not set for shared operation. To enable sharing,
right -click the printer's icon ald select Sharing from the pop-up menu.
In the new window that appears (Figure 4.47), operate the 'Share this
printer" radio button. and adc a name for the printer in the textbox.

At this stage you can operate the Apply and OK buttons if all the PCs in
the network use the same operating system. Matters are complicated
slightly if you will need to use the printer with a PC that has a different

operating system to the one that is normally used with the printer. A
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at. i ip 1.4 ioloart het 7200 series Properties

f,enprt

Staring I Pons

Advanced r flint Management i About I

nu ran sherd this printer with other sets on your nekeort, To enable
sharing for this punter click Snare this printer
Do nor share this printer
c

Share this printer

Snare name

1Ftii

It this printer is sr ared with users %inning dement versions of

Windows you may want to install addirianal (lavers. so 'Miele
users du not nave tc find the print reNer when they corned tj are
shared arinter

Addthor al Drivers

ancel

Fig.4.47 Sharing is enabled using the appropriate radio button and a
name for the printer is then added in the textbox
different operating system will almost certainly require a different set of
device drivers. Where appropriate, these drivers must be installed before
proceeding
Operating the Additional Drivers button produces a small window, similar
to the one shown in Figure 4.48, This lists all the available device drivers
for the printer, and there is a tick in the checkbox for those that are already
installed Tick the boxes for any more that need to be installed. and then
operate the OK button. The window of Figure 4.49 then appears, and
you have to direct the installation program to the source for the drivers.

This will usually be the CD-ROM provided with the printer, or files
downloaded from the Internet. Anyway, the usual installation process is
then followed, and you should eventually arrive back at the Printers and
Faxes window. which will show that the printer is set up for sharing (Figure
4.50)
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You can install additional drivers so that users on the following
systems can download them automatically when trey connect.
Environment

Alpha
O IA64
--

Intel

O Intel
O Intel

1 Version

Installed

Windows NT 4.0

Nu

Windows IT

No

Windows 2000 or XP
Windows 95, ge and Me
',Nindows NT 4.0 or 2000

No

No

Cancel

Fig.4.48 A list of the supported operating systems is displayed

Windows 95, 98 and Me NM,
Please provide a printer cover

OK

Cancel

Type the path where the tire is located, and then click OK,

Copy tiles from
T.]Browse.

Fig.4.49 Indicate the location of the drivers when this window appears
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Fig.4.50 Its icon confirms that the printer is set as a shared
resource

Printer installation
Before a shared printer can be used on another PC, it must be installed
on that PC. The installation process for a networked printer is different
to that for a local printer (one driven direct from the PC). Start the process

by going to the Printers and Faxes window in the PC that is accessing
the printer via the network. This has icons for the currently installed
printers and faxes, with no icon at this stage for the Photosmart printer
(Figure 4.51).

Start the installation process by operating the Add Printer link near the
top left-hand corner of the window. This launches the Add Printer Wizard,
and the first page is, as usual, the Welcome screen (Figure 4.52). At the
next page (Figure 4.53) there is the option of installing a local or network
printer, and in this case it is clearly the radio button for a network printer
that is used.
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Fig.4.51 At this stage there is no icon for the Photosmart printer

Welcome to the Add Printer
Wizard
wrs!ed halos you rnstail C punter ce make onnter

corn,

ors

11 you have a Plug and Play muter Ma, connects
through a USB part (o, any other hot pluggeble parr
es ,SEE 139k infrared and or. on), you Oct rest
'eau tc use its wizard
Cancel to close Ire
wit aro end then plug the prrives's cable ,nto your
computer or point the tinnier t3ward
computer's
intoned port end tum the primer on VI ndows writ
adt::,maticaly Insrnii the prIntr.r is ',sou

'o control. did Net.

Fig.4.52 The Welcome screer of the Add Printer Wizard
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Add Printer Wizard
pent or Network Printer
The voznrd needs to know which type TIt primer to set up

Steer, the ophon thet destnbes the printer you wade) use
Local printer anad)ed to th:s computer

rCa A ^ewe* printer or a pro's?, attached to another computer

To se! up a network porter that is not ele.,:heis to a print server

Use the "Loaf prints" Lipton

< L rick.

I

New

Cancel

Fig.4.53 The radio button fora network printer is selected
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I
Entrap e hie ilserverioniers;mycirinter/ winter
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Ned

Fig.4.54 Specify a printer or use the browse option
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Cancel

< Back

I

Fig.4.55 The correct printer has been found by using the browser

is then necessary to indicate the printer you wish to install, and it is
advisable to use the browse option here (Figure 4.54) Having located
the correct printer using the browser (Figure 4 55), operate the Next
button. A standard virus warning screen will ther appear (Figure 4.56).
but there will presumably be no risk in downloading a driver from ore of
your own PCs. Finally, left -click the Yes button to go ahead and install
the device drivers for the printer There is no need to have tie drivers
disc for the printer, because the drivers will be obtained from the network
PC that already has them installed. Note that an error message wil be
It

produced if this PC does not have the device irivers for the correct
operating system

You :at .10,rut. W arrMt to a viler m STAkPC, 0-v1A as,omalLalk, r stal 2 f..trint
ort 'Feu metre,
Printer ctntys may :or -can anises or sattz that cat ae KerrAA b yttvr
It rs :rnpy-tark M ce ce-tart
that tre ,-,ntpr.ter sharing than pones is tr,tsh.orttr: Wald you Ike to c -ntrue,
1

f

I

Fig.4.56 It should be safe to ignore the standard virus warning
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t- No
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1

Fig.4.57 The printer can be the default unit if desired

Completing the Add Printer
Wizard
nntet 'Naomi
none 5.1ccesstulty comoletei
You specilied the tollovenc punter selings
f 'Oil

Name
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To close this wizard. click Finish
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EFTssii

Fig.4.58 This screen confirms that the networked printer has been
successfully installed
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Fig.4.59 There is now an icon for the newly installed printer
To complete the installation you must decide whether the newly installed
printer should be set as the default type (Figure 4.57). In other words,

should it be set as the prin:er that will be used unless Windows is
instructed otherwise? Finally. the page of Figura 4.58 informs you that
the installation has been completed successfully. It is advisable to go
back to the Printers and Faxes window to ensure that an icon fo- the
newly installed printer is present and correct. In this case everything
has gone to plan and the icon is present (Figure 4.59).
The printer can then be used in much the same way as if it was a local
printer. Of course, it can only be used when the PC it is connected to is
actually switched on. Less obviously, it is likely that "Out of paper",
"Low ink", and similar status or error messages will appear on the screen
of the PC that drives the printer. This is not very convenient if you are
using a printer that is in a different room on another floor of the building,
but you just have to learn to I ve with this limitation.
The newly networked printer should be listed when you try to print from
an application program (Figure 4.60). Having selected the printer it should
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Pouter

Name

Properties_

hp LaserJet 1000

I

hotosm art 7200 series
Status.

Type

Where.

Acrobat Distiller
Generic PostScript Printer
hp LaserJet 1000
HP LaserJet 4L

Comment
Print range
Ci All

r

print to file

Copies
Number of cepies,

OK

Cancel

I

Fig.4.60 The newly installed printer should be available when using
any Windows application that has a Print facility

then be possible to launch its properties window (Figure 4.61) so that
the paper type, print quality. etc , can be selected. The amount of data
sent to a printer can be massive, so results are likely to be obtained
more quickly using an 802.11g or wired network connection. Printing
can be noticeably slower when using a poor quality 802.11b link.

Internet sharing
Internet sharing works best with a fast connection that is always on. With
a slow dialup Internet connection it will probably not be worthwhile sharing
a connection. In theory it enables all users to access the Internet at any

time, but in practice the Internet connection will probably not be left
permanently switched on. Because voice and Internet calls can not be
handled simultaneously. a connection to the Internet is normally made
only when it is actually needed.
Another factor to bear in mind is that sharing a 56k Internet connection
provides each user with very little bandwidth. If one user decides to
download a large file, the other users could find that .heir Internet access
is effectively blocked. Each PC having its own modem is in many ways
a more practical solution. Users have to take it in turn to access the
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Fig.4.61 The Properties window can be accessed in the usual way'
Internet. but they do at least have a reasonable connection speed while
they are online.

There is a minimal speed problem when sharing a broadband Internet
connection. With (say) an ordinary 512k ADSL connection, even with
four or five users. each person would have an effective bandwicth of
over 100k. This is still arcund double the speed of a 56k dialup
connection
The best way of sharing some form of broadband Internet connect on is
to use a router connected to a broadband modem, or a combined router
and broadband modem. In a wi-fi context it is more likely that a combined
access point, broadband modem. and router or equivalent separate units.
would be used. With this method the unit containing the modem is left

turned on all the time, making an Internet connection permarntly
available to any PC in the system. There is no need to set up Internet
sharing on any of the PCs it the network. With the equipment set up
correctly and running, Windows will automatically find and use the Internet
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connection. The sharing process is not readily apparent to users, with
each one appearing to have their own Internet connection.

Alternative method
Another way of implementing sharing of a broadband Internet connection

is to have a broadband modem connected to one of the PCs in the
network, and for the other PCs to access the Internet via this PC. There

are two drawbacks to this method. One is simply that the Internet
connection is dependent on the PC that is connected to the modem
being operational. Switch off that PC, and all the other computers in the
network lose their Internet connection. The other problem is that heavy
use of the Internet could place a significant drain on the resources of the
PC connected to the modem. Software is used to effectively turn the PC
into a router.
Another point to bear in mind is that the PC connected to the modem, if
fitted with a wi-fi adapter, does not become a wireless access point. It is
just another PC in the network. The Internet connection is just another
shared resource, much like a shared printer. Therefore, in order to wi-fi
enable the network you will still require an access point.

This software method of sharing an Internet connection has little to
recommend it, and I would never use it. The normal reason for using
this method is to permit an existing USB modem to be used, rather than
buying one with an Ethernet port or using a combined modem and router.
With the current low cost of computer hardware, any small additional
expense with the hardware method would seem to De well justified.

Anyway, if you should decide to use this method, Windows ME has an

Internet Connection Sharing Wizard that makes the process as
straightforward as possible. This is not usually installed as a standard
part of Windows ME, so you will probably have to go to the Control
Panel and double-click the Add -Remove Programs icon. Operate the
Windows Setup tab and then highlight the entry for Internet Tools. Operate
the Details button so that the individual tools are shown, and tick the box

for Internet Sharing. Operate the OK buttons and the required wizard
will be installed and run. The Windows installatior disc is required to
complete this task.

With Windows XP there is more than one way of tackling Internet
connection sharing. Probably the easiest way is to set up the network in
the appropriate fashion when running the Network Connection Wizard
on each computer. The wizard can be run again in order to change the
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network's configuration if you did not opt for cc nnection sharing when
initially setting up the network.

Firmware upgrades
With the system "up and running" it is advisable to check the relevant
manufacturer's web sites from time to time in case there are any driver
or firmware updates. These are often needed it order to sort out minor
problems that become apparent when the products are used in earnest
by thousands of users. In some cases there are definite faults in the
original software or firmware Often the problems are more obs:ure.
and typically they only occur when certain combinations of l-ardware or
hardware and software are used.
Where a network is running well it is not necessarily a good idea to i -stall
firmware updates. but it is pro oably as well to install any improved drivers
that are available. There is Irtle risk involved in using updated dr-vers.
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Driver button near the
available in Windows XP
bottom of the window
(Figure 4.62). In theory, the Update Driver button in the same window is
used when installing a newer driver. In practice it is more usual for the
updated driver to be installed via its own instal ation program. Always
follow the installation instructions provided by the manufacturer
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Fig.4.63 The DG834's control software includes an Upgrade section
It is advisable not to upgrade the firmware unless some real benefit will
be gained in doing so. There is a slight risk involved when upgrading
firmware. If the process should go wrong it is possible that the upgraded
unit would be left unusable. It might then be necessary to return it to the
maker to be repaired. The risk is actually very small. If you should
happen to download the wrong data file, it is likely that the upgrade
routine would spot the error and refuse to go ahead with the upgrade.
The main danger is that something will interrupt the process, resulting in
the unit having a combination of old and new firmware. This is almost
certain to leave it in an unusable state. You would have to be very unlucky

indeed for a power cut to occur during the few seconds it takes to
complete an upgrade. There is probably a greater risk of interrupting

the upgrade by accidentally knocking a connector out of place or
switching something off. During the upgrade, keep still and touch none
of the equipment or wiring.
Note that with some units it is not possible to go back to an earlier version
of the firmware. I am not sure why this should be the case, but where
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Fig.4.64 Operate the OK button when this warning message appears

there is no way back to the original version it would definitely not be a
good idea to upgrade the firmware if the current version is working well
Upgrading would involve a slight risk of introducing bugs into a unit that
previously worked flawlessly. with no way of going back to a fully working
version of the firmware. It might be worth the slight risk if the new firrrware
has added features such as improved security options. but it is othe-wise
not worth the risk. It is definitely a case of "if it ain't broke, don't fix it".

If you find a firmware upgrade and decide to go ahead with t. there are
two normal methods of upgrading firmware. The simpler of the two is
where the downloaded file is an executable program that contains
embedded data. A file of this type will have an exe extension, and will be
categorised as an "Applicaion" in Windows Explorer. With this type of
upgrade you just run the program and it updates the firmware. You can

use the Run option in the Start menu, but double-clicking its entry in
Windows Explorer is easier.

The unit that is being upgraded will usually have to be connected to the
PC in a direct manner. For example, a USB wi-fi adapter would probably
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have to be upgraded via its USB interface and not by way of a wi-fi link
from another PC in the system. With something like an access point it
might be necessary to use a wired (Ethernet) connection rather than a
wi-fi link. Always read the "fine print" before carrying out a firmware
upgrade, and make sure that everything is being done in accordance
with the manufacturer's recommendations.
With the second method of upgrading, the file you download is the data
for the flash memory in the device that is being upgraded. A program is
needed in order to program the data into whatever you are upgrading.
A suitable program might have been supplied with The equipment, or it
might be available as a download. It is also possible that the configuration

software supplied with the unit has a facility for performing firmware
upgrades. It is again a matter of finding the upgrade instructions and
following them "to the letter".
In the case of the DG834G access point, the upgrade file I downloaded
from the web site was a Zip file that had to be decompressed to extract

its contents. A program such as WinZip is neeced to do this, and
programs such as this are widely available on the Internet. The extracted
files were instructions in the form of an Adobe PDF file, and the image
file containing the new data, The DG834G's web -based configuration
program is used to perform the upgrade, and it has a Router Upgrade
section specifically for this purpose (Figure 4.63)

The upgrade is performed by operating the Browse button, and then
using the file browser to locate and select the appropriate file. It is unlikely

that the program will go ahead with the upgrade if the wrong file is
selected, but it would be as well to avoid errors just in case. With the
right file selected, it just a matter of operating the Upload button, followed
by the OK button when a warning message appears (Figure 4 64). This
message just points out that all Internet connections will be terminated
so that the upgrade can proceed. Writing to flash memory can be quite

slow, so it might take a minute or two for the upload to be completed.
The upgraded device is then ready to be put back into service again.
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Points to remember
Read the manufacturer's installation guide before installing any new
hardware. It can be time corsuming to sort things out if you get the
installation of the device drivers wrong. Before installing any supporting
software it is advisable to check the manufacturers web site fcr updated
drivers, support software, arid firmware.
The easy way of setting up a PC to operate with retworking is to run the
Windows Network Setup Ward on each PC in The system. However,
once this has set up the PCs to use networking, there is still some work
to do in order to implement 'Ile and printer sharirg across the network.
Each PC in the network is given a name so that it is easily located when
using other PCs in the system Make sure that eacn PC is given a different
name The network as a whole is also given a name.
Files and folders are easily shared using the built-in facilities of Windows
XP or ME. By default, folders are not shared. Consequently, you must
enable sharing for any folder that you wish to make available to the
network. Then add the folder to the My Network Places of any PC that
will use the folder

It is possible to share an entire hard disc, but for security reascns it is not
a good idea to do so if the network is connected to the Internet

Any printer that is installed on a PC in the network can usually be shared
and used by any other PC it the network. However the printer can only

be shared using a PC that is running an operating system for which a
suitable printer driver is avaiable. This should not be a problem if al the
PCs are running a modern version of Windows, but Linux and other
operating systems might not be supported
The Internet connection of one PC can be shared with other QCs in the
network, but this is an inefficient way of handing things A modem

connected to a router is a much better way of sharing an Internet
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connection, and these days it is unlikely to cost significantly more than
the alternatives.
There is a very slight risk of rendering a unit unusable when upgrading
its firmware. Unless a firmware upgrade will provide useful new features.
it is probably not worthwhile upgrading a unit that functions perfectly.
Always follow the manufacturer's upgrade ins:ructions "to the letter".
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and optimising

Try it
It would be helpful if there was an easy way of working out whether a wi-

fi link from point A to point B would work properly. Something close to
the theoretical maximum operating range should be obtained if there
are not too many major obstructions between the two aerials. By major
obstructions I mean walls, cei ings, floors, central heating radiators, and
substantial items of furniture. Objects outside the path between the aerials
can cause problems by reflecting the signals. but you would be unlucky
if this factor seriously shortened the range of the system.

Of course, in practice it is unli<ely that there will be a clear path from the
access point's aerial to any other aerial in the system. After all, one of

the main reasons for using wi-fi equipment is to avoid having to take
cables through walls, floors, etc. Walls, floors, ceilings, are the main
causes of reduced range when wi-fi equipment is used indoors, but large
items of furniture or any other substantial objects that get in the way will
absorb some of the signal and reduce the operating range.

Large metal objects such as radiators go beyonc absorbing some cf the
signal, and tend to block it completely. The metal framewo-k of some
buildings can give similar prcblems. It is possible that other items will
act as reflectors to provide a path around metal objects, but this is un,ikely
to provide good results. It pays to bear in mind relatively small objects, if
sufficiently close to an aerial, can significantly reduce the range of the
system.

Ultimately there is only one way to determine whether a I nk can be
successfully established between any two points in a building, one that
is to try it and see Provided t le range is less than the theoretical indoor
figure for the standard you are using, it should oe possible to obtain a
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link. However, near the maximum range it might not be possible to obtain
operation at maximum speed.

Of course, in situations where it is not possible to avoid having a large
piece of metal between the two aerials it is probably not worth trying a
wi-fi link This is especially so if the link will be required to operate over
anything more than a very modest range.

A wired connection is the more practical proposition in these
circumstances. It will be more difficult to install, but at least it will actually
work. and at a very high speed. Fortunately, in the real -world you are
unlikely to encounter a metal obstacle large enough to block or severely
attenuate a wi-fi signal.

Planning
The chances of problems occurring can be mirimised by carefully
planning the system. rather than just placing everything for maximum
convenience. The most convenient place for the access point might be
at one corner of the building, but this is the worst position in terms of
performance. Any wi-fi devices on the other side of the building will be a
long way from the access point. By positioning the access point near
the middle of the building you ensure that no wi-fi enabled gadget can
be much more than about half the width of the builcing from the access
point.

In theory a range of up to about 20 metres can be obtained indoors
when using 802.11g equipment. and the range is much higher at about
60 metres for 802.11b links. These are the maximum ranges for operation
at top speed incidentally. Even assuming that these ranges will not quite
be achieved in practice. an 802.11g link should still give full coverage in
a building up to about 25 to 30 metres square. Obviously the access
point must be close to the centre of the building in order to achieve this
level of coverage.

This should be adequate for most purposes. but accepting the lower
speed of an 802.11b link gives much greater range. A building of around

80 to 100 metres square should be within the capabilities of a well
designed 802 11b system. Remember that the 802 11b and 802.11g
standards are compatible. It is therefore possible to use an 802.11g
access point with 802.11g adapters for PCs that are close to the access
point, and 802.11b adapters for those that are further away. This gives
high-speed transfers for the PCs that are close to the access point, but
retains the longer range needed for those that are further away.
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Simple problems
It would be unrealistic to expert a perfect signal every time wher installing
wi-fi equipment. The performance of wi-fi links is not totally predictable,
you might make a mistake when installing and setting up the system, or
if you are very unlucky a component in the network could be faulty. When
troubleshooting on any computer equipment it is essential to go about
things in a logical fashion and to avoid jumping to conclusions. Do not

immediately assume that a lack of signal is due to range problems,
especially when there is no signal at all. There could indeed be a problem
with the range of the link being inadequate, but it could just be that there
is some simple problem with the equipment.

Is everything plugged in and connected properly° When installing new
equipment it is easy to get impatient and rush thngs. This is usual y a
mistake and it invites problems with things not being plugged in, switched

on, or set up correctly. When hastily installing equipment it is easy to
knock one lead out of place whi e installing another Systematically check
that everything is connected properly, switched on, and that the settings
are correct. Make sure that everything is working on the same channel.
It seems to be a feature of networking equipment that it sometimes "loses

the plot". Actually, it is not unknown for this :o happen with wired
networks. The standard soulion is to switch everything off and tnen
power -up the system again. Switch on the access point first, then any
devices that use a wired network, and finally switch on the wi-fi units.

Moving experience
The UHF (ultra -high frequency) radio signals used by wi-fi equipment
have very short wavelengths, and this can result in signal strengths varying
considerably if one of the aeral3 is moved a small distance. Even moving

an aerial a few centimetres can produce a significant change in signal
strength. One reason for this is that quite smal objects in the wrong
place can partially block the signal. You might occasionally find :hat
what was a very good signal suddenly becomes a noticeably weaker
one. The most likely cause is that something placed closed to one of
the aerials is absorbing the signal.
Ancther problem is due to reflected signals that combine with the main
signal. It is possible that the two signals will combine in a fashion that
produces a boost in signal. but it is just as likely that they will have a
cancelling effect, giving a reduction in the signal level. In an extreme
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case there can be one or more "blind" spots where there is no significant
signal. Again, something being moved to just the wrong place can
produce a sudden decrease in the signal level.

The cure in both cases is to move the aerial in an attempt to obtain a
better signal level. This should not be a problem with an external wi-fi
interface that connects to the PC via a cable. With an interface mounted
on some form of portable computer it might be a trifle inconvenient, but
it should still be possible to move the device in an attempt to obtain a
better signal. Moving the aerial is clearly going to De more difficult if it is
fixed to a substantial piece of equipment such as a desktop PC or a
printer. In this respect, PCI wi-fi adapters are very restrictive.
Rather than moving the entire PC and (possibly) redesigning your office
to get the wi-fi link to work well, it would probably be better to get an
extension cable to permit the aerial to be positioned away from the PC.
Having the aerial right next to the earthed metal case of the PC is far
from ideal. Despite your best efforts it may well be in amongst some
cables as well (Figure

5.1), and these will
make matters worse.
The truth of the matter
is that the rear of a PC
is just about the worst

place to have a wi-fi
aerial. Moving the
aerial away from the
cables and the PC's
case will often provide

much

improved

results.

The problems are
much the same with a
USB wi-fi adapter that
plugs straight into the

back of the PC.
Fig.5.1 The aerial is in there somewhere!

A

USB extension cable
enables the unit to be

used away from the
PC and will often give much better results. Note that this does not require
the usual A to B lead of the type used with printers, scanners, and most
other USB peripherals. An A to A cable of the type used to link two PCs
is not the right type either These contain some electronics and are quite
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Fig.5.2 This section only gives the signal strength via a text entry
expensive

It is a simple and inexpensive A to A extension cable that is

needed.

Signal strength
It is clearly more than a little helpful to have some form of signal strength
monitor so that you can see how changes in the positions of the aerial

affect reception. Without the aid of a signal strength monitor there is
little chance of adjusting a link for optimum results The software supplied

with a wi-fi adapter usually includes a utility that shows the available
access points, together with some information about each one. This

should include the names of the networks. tie channels they are
occupying. and the signal strength of each one
Some form of graphic indication of signal strength is best since it enables

the reading to be seen at a Glance. Many wi-fi adapters are supplied
with software that includes a bargraph, or sometning similar 70 indicate
the signal strength. A few either lack any form of signal strength meter
or provide a reading via a text display. Figure 5.2 shows the monitor
program for a cheap generic 802.11 b PCI card. This is better than nothing
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Fig 5.3 Here bargraphs indicate signal -strength ard link quality
in that it does provide a signal strength reading, but it is in the form of a
text entry that gives a reading from 0 to 100 percent.
Fortunately. in this case another section of the program (Figure 5 3) has
two bargraphs that show the quality of the link and the signal strength.
so it pays to check through all the facilities offered by the support software.
It might seem unnecessary to have indications of both signal strength

and link quality, but good signal strength does rot guarantee a high
quality link. A lot of electrical noise or interference from another wi-fi
system can result in poor results despite excellent signal strength.

There are programs available that provide a signal strength meter. and
probably the best know free program of this type is Boingo, which can
be downloaded from:

http://www boingo.com/download.html
This is actually intended as an aid to finding and cc nnecting to wireless
hotspots, but it has a graphic signal strength indicator for each access
point that is located. In Figure 5.4 just the one access point has been
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Fig.5.4 The Boingo program has a small signal -strength bargraph

found, and the bargraph strength meter shows that a strong signal is
being received. This program will not work with all wi-fi adapter cards,
and the Boingo web site lists the compatible cares. It worked fine when
tried it with a cheap generic card, so it is probably worth trying the
I

program even if your card is -Kt listed. After all, it costs nothing to try the
program and it is easily unirstalled if it fails to work with your wi-fi card.

When using a signal strength indicator it is as well to bear in mind that
most of them do not update:he display very frequently. Consequently, it
might seem as though a change in the position of an aerial has had no
effect. when the lack of response from the program is simply because it
has not refreshed the display. After moving an aerial it is therefore
necessary to wait a few seconds to see if there is any change to the
indicated signal strength.

Access point
It can sometimes happen that poor results are obtained from all the wi-fi
units in the system, even those that seem to be well positioned for good
results. The most likely cause of this is the access point and its aerial

being placed where nearby obstructions are absorbing much of the
signal. Moving it to a different location might give greatly improved results.
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Although the space between a PC and a monitor or printer will often be

the most convenient place for the access point, having the aerial in
amongst large electronic devices is likely to give poor results. The earthed
metal case of a PC is likely to block the signal to and from large parts of

the building. Results are likely to be better with the access point on top
of the PC or positioned a metre or two away from it.

is advisable not to have the aerial right next to a wall. Placing the
access point on the floor is unlikely to give optimum results either. Hiding
It

it out of sight inside a cupboard is almost certain to give a significant
reduction in performance. Positioning the access point on a table or
desk where it is not very close to walls, PCs, monitors, etc., is likely to
give the best results.
Of course, the positioning of the access point is less critical if the system

is only required to operate over short distances.

It

is then likely that

acceptable results would indeed be obtained with it placed in a cupboard,

between two large tower PCs, or whatever. The greater the range you
are trying to achieve, the more carefully the aerials have to be positioned,
with particular care being taken over the positioning of the access point.
If the access point does not operate efficiently, the performance of the
whole system will suffer.

Change channel
In theory it does not matter which channel you use for your wi-fi network.

The small change in frequency from one channel to the next should
have no significant effect on results. In practice, a change in channel
will often produce greatly improved results from a network that is
underperforming. Although one channel has no :echnical advantage
over any other channel, in a real -world situation scme will usually work
much better than others.
The differences in performance are almost certainly aue to some channels

containing more noise than others do. Another wi-fi network some
distance away might not produce a resolvable signal, but it could still
cause significant interference across several channels. This interference
will be too weak to give problems at short ranges, but at long ranges the
signal levels drop and the system becomes much more susceptible to
interference from other systems.
Wi-fi adapters are usually supplied with a program which lists the access
points that are detected. In most cases your access point will be the

only one that is listed, but inevitably some users will find that a few of
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their neighbours have wi-fi systems, and that these are listed as well. Try
looking for access points with your own unit switched off. This will prevent
it from blotting out signals from nearby systems, and increase the charces
of detecting any that are pre;ent.

Clearly neither party will obtain really good results if the same channel is
used for two systems. Less obviously. using adjacent channels will not

improve matters very much since wi-fi signals spread across several
channels. If there are one or two other wi-fi systems in the a -ea, use a
channel that is as far removed as possible from the channel or channels
that are currently in use. So-ne negotiation with your neighbours might
be needed in order to get e\.eryone using well separated channels.
Of course, equipment other Than the wi-fi variety uses the 2.4GHz band,
and it is possible that shorter than expected range is due to interference
from one of these devices Again, a change in channel might cure the
problem. Moving up or down by one channel is unlikely to make much
difference, because wi-fi anc many other devices spread signals across
several channels. A shift of about half a dozen channels is more like y to
give an improvement. If necessary. try them all in order to fird the one
that gives optimum results In order to change the channel used by the
network it is first a matter of changing the channel used by the access
point. The other units are :hen made to scan the band and find the
access point again.
Most electronic gadgets generate electrical noise t iat covers a wide range
of frequencies. The high operating frequency of vvi-fi equipment means
that it operates in a range that is well clear of most general radio noise,

which is predominantly at frequencies below 100MHz. However, some

gadgets produce a significant signal at frequencies of more than a
gigahertz. Having the access point close to a microwave oven is not a
good idea, and it is probably best not to have it right next to a montor

Boosting range
After a lot of repositioning of aerials and the access point it might become

clear that the system is basically working, but the local terrain is such
that one or two of the links will not work at maximum speed. This is
unlikely to happen where the system is working comfortably within the
theoretical range, but is clearly a possibility if you are trying :o operate
links near or beyond the no -rral limits. There are wi-fi options available
in these circumstances, and the simplest one is to try using a directional
aerial that provides gain. Wi-fi aerials offering high gains do not seem to
be available. and they might 'all outside the regulations governinc the
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2.4GHz band, so do not expect this method tc provide a massive
improvement.
Another option is to use one of the repeater units that are designed to be

used between the access point and the remo:e unit. These can
substantially extend the range of a system, but there is a significant
additional cost involved in using a repeater, and finding a suitable unit
could prove difficult. Before buying one it is essential to ensure that it
will work with the rest of you system. Also, these units operate by receiving
packets of data and then retransmitting them on the same channel. This
inability to send and receive simultaneously tends to slow things down.

Consequently, the performance of the link might not be vastly better
than that of the unaided version.

A third option is to use two access points. This is normally done by
having the two units linked by a wired connection, and having them
operate on different channels at opposite ends of the band in order to
minimise interference between what are really two linked but otherwise
separate wi-fi networks. One obvious drawback is that it is not a totally

wi-fi solution since a cable is needed to link the two access points.
Another obvious drawback is that it involves the substantial added cost
of a second access point.
Being pragmatic about it, when an improved aerial is nsufficient to provide
a really good link, the best options are probably to just settle fora relatively
slow link, or to use a wired link if speed is important. Remember that a
slow link is perfectly adequate if it is only needed to share a broadband
Internet connection. The other options involve signif cant added expense
and provide what has to be regarded as something less than a perfect
solution.

Now you see it
With any equipment you can get everything apparently installed and
working nicely, only to find that some while later it ceases to function
correctly. There could be a hardware fault of course, but in most cases
it is just that a lead has become detached, or something of this type.
Networks tend to have a number of external perpheral devices and
connecting leads, making them vulnerable to basic problems such as
detached leads, switches that get accidentally knocked to the off position,
and so on.

Wi-fi networks might have fewer cables and external peripherals, but
they are not usually devoid of them. Wi-fi networks have the added
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uninstalled.
It is
probably
worth
uninstalling
and
reinstalling
the
software to see if this
produces
an
improvement.
If a wi-fi link works well

after installation, but
does not function the
next time you switch
on the PC, there could

be a hardware fault
but it is more likely
that the problem is in
the software After the

a quick check for
something simple
Fig.5.8 The System Properties window
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unplugged, the usual approach is to uninstall the hardware and then
reinstall it from scratch.
It

is not usually necessary tc physically disconnect or remove any

hardware from the PC. Uninstalling and reinstalling the drivers is usually
sufficient. Having removed the drivers it is a good idea to snut down
Windows and reboot the system before trying to -einstall the drivers. If
you have not already checked the manufacturer's web site for updated
drivers, it would definitely be a good idea to do so at this stage.

Removing drivers
In order to remove a device driver under Windows 98 and ME it s a
matter of going into Device Manager, left -clicking on the relevant entry to
highlight it and then operating the Remove button. In order to access

165

5

Woubleshooting and optimising

Pkrformanc, and Maintenance
Re

att

yese

Favorites

Bea

rods

ti*

year C'1

Perk% mence end Maintenance

Nathan,Jn F and

r

fres

4 covt, PESTS,

Pick a task...
frer, tra. oHturraabm .rlak a yam antikark
kali so vt,14.41eltot ts

free ori %pare 111 ylor I,.ad rink

4 Hark up inter rl.ria
Ro.rtraHre berm all yoor h Ira rink ta atair

frat.1-

or pick a Control Panel icon

Fig.5.10 Left -click the System icon when this window appears

Device Manager, first select Settings from the Start menu, followed by
Control Panel from the submenu that appears. The exact appearance of
the Control Panel will depend on the setup of your PC. but it will probably
look something like Figure 5.5. Double-click the System icon or text
entry to launch the System Properties window, and then operate the
Device Manager tab. The entry for a wi-fi adapter will normally be found
in the Network Adapters section of Device Manager (Figure 5.6).
Device drivers are easily removed using the Windows XP version of Device
Manager, but the process is rather different due to the lack of a Remove
button. Also, the route to Device Manager is different. With the "Classic"

version of the Control Panel (Figure 5.7), it is again a matter of doubleclicking the system icon in order to produce the Windows XP version of
the System Properties window (Figure 5.8). With the Category View
selected (Figure 5.9), first select the Performance and Maintenance option
near the bottom of the window, and then click the System icon in the
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Fig.5.11 Operate the Device Manager button in the middle section of
this window
new version of the window that appears (Figure 5.10). Once the System
Properties window is on the screen, select the Hardware tab which will
change the window to look like Figure 5.11. Finally, operate the Device
Manager button near the rn,ddle of the window.
As with Windows ME, wi-fi adapters are normally in the Network Adapters
section (Figure 5.12). Right -clicking the wi-fi adapter's entry will produce
a small popup menu (Figure 5 13), where the Uninstall option is selected.
Essentially the same facilities can be obtained by double-clicking ol the
entry in Device Manager. This produces the property window fo- the
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Fig.5.13 Right -clicking an entry produces a pop-up menu where an
Uninstall option is available
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Fig.5.14 Each device has its own property windcw

device (Figure 5.14), and selecting the Driver tab switches the window to
look something like Figure 5.15.

The Uninstall option is equivalent to the Remove button in Windows 9x,
and it is used to remove the device driver. Note -.hat with Plug and Play
devices the drivers can only be uninstalled if the hardware is present in
the PC and active. With the nardware absent or disabled, it will not have
an entry in Device Manager A warning message like the one in Figure
5.16 appears when the Uninstall button is operated. Left -click the Yes
button in order to proceed and uninstall the device drivers The entry for

the uninstalled device should then disappear from the list in Device
Manager.
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Fig.5.15 The Driver section includes an Uninstall button

Reinstalling
With the drivers uninstalled and the PC rebooted. th2 installation process
can be repeated. In theory. installing the drivers should be no more

successful at the second or third attempt than it was the first time. In
practice it is often the case that one or two extra attempts provides a
cure and gets the hardware working. Check the installation manual and
make sure that you go through the installation process correctly.
In cases where following the manufacturer's instructions does not have
the desired effect, it might be worth trying a different approach. For
example, if installing the hardware first and then tl-e software does not
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Warning: You ere about to uninstall this device from your system.
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Fig.5.16 Operating the Uninstall button produces a warning message

get the everything working prcperly, try installing the software first and
then the hardware. Some installation instructions do not match up with
the supplied software, and generic devices are particularly prcne to this
problem.

A common problem is that Windows can not automatically detect the
drivers, and it does not find tiem even if you direct it to the approprate
folder The usual cause is that tie folder does not contain the information
file that Windows requires, or even the driver files as such. Examining
the contents of the folder using Windows Explorer will often show that it
contains an executable program file (one having ar exe extension). There
might also be a file that contains the real installation instructions. Wien
trying to install problematic hardware it is worth searching the installation
disc for a text or Adobe PDF file that contains more up-to-date installation
instructions. Text and PDF files respectively have txt and pdf extensions.

Sometimes the executable file is a self -extracting archive. Doubl'ngclicking its entry in Windows Explorer will run the file, and a program
embedded within it will then decompress the files and place them in the
folder that you select. Windows should then be able to install the hardware
if you direct it to that folder during the installation process. More usually,
running the program file results in the drivers being automatically installed
on the hard disc drive. You then have to reboot the PC so that Windows

can complete the installation process. A further reboot might then be
required in order to make the iardware fully operational.
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Fig.5.17 A number of settings might be available from the device's
properties window

Country setting
When installing wi-fi equipment it is normal for the user to specify the
country in which the equipment will be used. This step is included when
installing many pieces of software, and it is normally done simply to
ensure that menus. etc., use the appropriate language. It has this function
when installing the support software for wi-fi equipment. but it also sets
up the hardware so that it operates with the appropriate parameters for

the country in which the equipment is being used. Although the two
radio bands used for wi-fi equipment are the same for all countries, the
regulations are different for each country. For instance, the channelling
operates differently from one country to another.
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This makes it very important tc select the right country when instating
wi-fi equipment. Making a mistake here could result in the equipment

operating in an illegal fashion, and it might not work properly pith
equipment that is set up correctly. Note that when installing many
programs there is no UK English option, so the US English option has to
be used. The US option must not be used when installing wi-fi equipment
in the UK. There should either be a UK option or one called something
like "Europe Channels 1 - 13". This is the option that must be used
It is worth checking the main settings of any adapter that gives problems.
There might be a control program, but it is commcn to have the settings
controlled via an extension or tne normal Windows facilities. To access
the control software it is first a matter of right -clicking the adapters entry
in Device Manager. Then the Properties option is selected from the popup menu. The Properties window should have a section called something
like Settings or Advanced, whicn enables parameters such as the default

channel and country setting to be altered.

Figure 5.17 shows the
Advanced section for the Properties window for a generic PC 802.- lb
adapter.

It is not a good idea to "play" with settings you do not understand, but
the country setting can be checked, and corrected if it is wrong. It a
good idea to check that the default channel matches that used by the
access point. Using the wrong channel is unlikely to prevent the adapter
from communicating with the access point, because the control software
usually scans for signals. It ;t-ould therefore locate the default access
point and join the network. However, having the correct defau t channel
should reduce the risk of problems with the adapter struggling to find
the access point.

Repairing a connection
It does sometimes happen that a unit in the network loses its network
connection and has difficulty re-establishing contact. This can be due to
the system "losing the plot" rather than any physical problem. If there is
a physical problem such as a detached lead, then this must be fixed
before proceeding further With the lead reconnected it is by no means
certain that proper contact with the network will be established. t is
easier to get the controlling software confused than it is to get things
working again.
The normal way of re-establishing contact is to switch off the device :hat
is giving problems, wait a few seconds, and ther switch it on again. In
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Fig.5.18 Windows XP has a facility to repair the selected network
connection, but there is no guarantee that this will solve
the problem

an extreme case it could be necessary to switch off everything in the
network, and then power it up again, one device at a time, starting with
the access point. Fortunately, it is very rare for the network to get into
such a state that it requires a complete restart to sort things out.
Windows XP has a repair feature that will try to re-establish contact if a
network connection fails. There is no guarantee that it will work, but

there is nothing to lose by trying it. Start by going to the Network
Connections section in the Windows Control Panel and then select the
network connection that is giving problems (Figure 5.18). In the Network
Tasks list near the top left-hand corner of the window, locate and leftclick the "Repair this connection" link. This will report that the connection

has been repaired, or give the reason that if failed to repair it, as
appropriate.
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Points to remember
Many wi-fi problems have simple solutions. Particularly where no signal
at all is received, look for something very basic such as a piece of
equipment not being plugged in or switched on. an aerial knocked out
of position, or incorrect settings in the software.
Prcblems with inadequate range are less likely to be encountered if the
system is carefully planned rather than just being "thrown" together The
access point should be near the middle of the building. This ensures
that you do not end up with the access point on the opposite side of the
building to one or more wi-fi enabled units.

Ultimately there is only one way to determine whether a link cal be
established between the access point and each wi-fi enabled deice,
and that it to try it in practice. When operating well within the theoretical

limits you would be very unlucky if a link operating at or close to the
maximum transfer rate could not be established. Things naturally become
iffier when trying to operate near the theoretical maximum range.

Changing the channel used by the network will often give an improvement
with a system that is not providing the expected range. This is presumably

due to some channels containing more noise than others. The default
channel is channel 11, and oie could reasonably expect this to be the
most used, which in turn is likely give it the highest noise level. Moving
away from the default channel can give noticeably better results.
The short wavelengths of wi-ti radio signals can give quite well de'ined
"blind" spots where there is little or no receptior from the access point.
Moving one or both aerials will often give a strong signal and fast transfers,
even if there was an inadequate signal level previously. When optimising
the positions of the aerials it is very useful to have a program that gives
an indication of signal strength.

Aerials do not work well when they are in very close proximity to walls,
large computers, pieces of furniture, etc. Try to get the aerials where
they are at least a few hundred millimetres away from any large object.
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This is especially important for the access point's aerial. If the access
point does not work effectively, the whole wi-fi network can not perform
well. Remember that everything communicates via the access point.

Because wi-fi equipment operates at extremely high frequencies it is
free from much of the electrical noise generated by household gadgets.
Even so, it is advisable not to have the access point positioned right next
to any electronic units, and it should definitely be positioned well away
from microwave ovens.
Problems with poor performance might be due to the local environment

not being conducive to good radio propagation. An improved aerial
should give a significant boost in performance, and there are other options

such as multiple access points and repeaters. However, it might be
more practical to simply accept a slower operating speed or opt for a
wired link if high speed is essential.
With problem hardware it can be necessary to uninstall and reinstall the
driver software once or twice in order to get everything working properly.
The instructions supplied in the installation manual are not always correct.
Look on the installation disc for more up-to-date instructions.
Make sure that the adapter has the correct country setting. It might not
work properly with the rest of the system if the wrong country setting is
used, and it might operate in a fashion that is not legal in the UK.
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Just one type of machine. Using the built-in facilities of
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individual PCs into an effective network, but you have to put up

with the hassle of installing the hardware and the inconvenience of all the extra connecting cables.
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You can easily share music files across the network, use all
your PCs with a single Internet connection, printout documents
on a laptop using the office printer, surf the Internet while relaxing in the garden, and much more besides.

Like any new technology, it may appear at first to be a little
confusing, but with the help of this book you should be able to
master this new and exciting aspect of computing.
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