
A Structured Approach to Software Defect 
Analysis 
An ef fect ive sof tware defect  analys is requires that  the 
re la t ionships between program faul ts ,  human errors ,  and 
f laws in  the  des ign  process  be  unders tood and 
character ized before  cor rec t ive  measures can be 
implemented.  
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PROBLEMS THAT OCCUR IN SOFTWARE DEVEL 
OPMENT because of human error negatively affect 
product quality and project productivity. To detect 

these problems as early as possible and prevent their recur 
rence, one approach is to identify flaws in present software 
development methodologies and procedures and recom 
mend changes that will yield long-term defect prevention 
and process improvement. Typical approaches to software 
defect prevention have been to: 
â€¢ Investigate only design methodologies and procedures 

and then recommend such things as different languages 
or more tools as defect prevention measures. 

â€¢ Analyze the problems resulting from current design 
methodologies and procedures and develop solutions 
for each class of problem. 
The first approach is the most widely used and has 

tended not to be data-driven, thus making the investigation 
tedious and the results ambiguous. In contrast, the analysis 
of problems tends to produce less ambiguous results and 
data collection is easier, but it has typically been used only 
to solve immediate problems and therefore has produced 
only short-term solutions. 

To break out of the status quo, the instrument division 
of Yokogawa Hewlett-Packard (VHP) joined with Kume 
Laboratory of Tokyo University to analyze 523 software 
defects that occurred in three products developed by YHP. 
We tried to identify the flaws hiding in our current software 
design methodologies and procedures, and examine the 
impact of using the structured analysis and structured de 
sign (SA/SD) methods.1'2 This paper discusses the results 
of this joint investigation. 

Projects Investigated 
The 523 software defects used for our investigation oc 

curred during the development of three projects at YHP, 
which shall be called projects A, B, and C in this paper. 
Project A is a large all-software measurement system for 
analog-to-digital and digital-to-analog converters, and proj 
ects B and C are firmware for measurement instruments. 
360 defects were studied from project A and 163 defects 
from projects B and C. These software systems have the 
following common characteristics: 
â€¢ They are intended to control hardware, that is, initializa 

tion, setting registers, data retrieval, and so on. Therefore, 

they are greatly affected by the accuracy and clarity of 
hardware specifications. 
Their main parts are intrinsics, which are functions that 
can be used in measurement programs, or commands, 
which can be used sequentially to control devices. 
They are used to control hardware status, which means 
that they need many global variables to keep track of 
hardware states. 

Module Interface Faults 

Matching Faults 

Program 
Faults 

Examples 
â€¢ Wrong names of global variables or constants 
â€¢ Wrong type or structure of module arguments 
â€¢ Wrong number of hardware units 
â€¢ Wrong procedures for writing data to hardware 

Restriction Fauns 

Examples 
â€¢ Omission of procedures to prevent invalid input 

or output data 
â€¢ Wrong limit value for validity check of arguments 

Module Function Faults 

Examples 
â€¢ Omission of saving data to global variables 
â€¢ Unnecessary calling of modules 
â€¢ Wrong limit value for judging whether or not 

hardware is set 

Module Internal Process Faults 

Logic Faults 

Examples 
â€¢ Reference of undefined local variables 
â€¢ Omission of loop variable incrementation 
â€¢ Logic expressions that are always true 

Programming Faults 

Examples 
â€¢ Comparison of local variables of different types 
â€¢ Omission of comment marks 

Fig .  1 .  Types o f  program fau l ts .  
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